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Abstract 
 

In this digital era, identifying the spam mails is very essential as they trap personal, 

financial or any kind of sensitive information. Also, the unwanted commercial mails 

flooding the inbox and annoying the internet user by consuming more memory. In that, 

ethical hacking process protects the data from unauthorized users. The commercial 

mails contain more number of spam words as a result of this threat encounter in the form 

of spam mails. It is essential to categorize the spam mail to protect the user information. 

The existing methods check the incoming mail using internet protocol address and 

subject line to classify whether the mail is legitimate or unsolicited emails. The 

drawback of existing algorithms detects only the subject of the mail. To overcome the 

above existing problem, the proposed algorithm Extended LDA checks the spam mail 

using content based text analytics mechanism over green IOT network. In the proposed 

method, extract the most frequent spam words that identified whether the mail is spam 

or not. The proposed method outperforms better in detecting the spam mails and provide 

better quality results in thread identification. 

 

Keywords: Spam mail, Text Analytics, Ethical Hacking, Thread, Internet Protocol 

Address. 

 

1 Introduction 
 With the popularity of the Internet, mail communication is getting trendier 

every day. Huge number of mail communications are sent and received by billions of 

users. Due to that, possibility of spam mails may increase because of its wide usage in 

electronic communication. Spam mail is well-known problem faced by everyone who 

use E-mail in day to day life. In that, E-mail spam can be classified in to unsolicited  
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commercial E-mail or unsolicited Business email for sending unwanted mails to the 

recipients that misuse the information. Also, spam mail contains words that are handled 

for advertisement, malicious activity or content with unwanted data. The growth of 

spam mail leads to cause financial identity as well as personal identity theft. Every day 

spam mails filling the user inbox and occupy more memory that hides the legitimate 

emails. These spam messages are very massive threats to computer world and cause 

billons dollar loss to handle the spam mails that leads unsecured for personal data. In 

this way, it is necessary to prevent the computer systems from the hacking caused by 

the hackers to support the persons who will hit back the illegitimate attacks on our 

systems. In that, ethical hacking deals to protect the data from malicious activity that 

targets to find and resolve the vulnerability and endangered in a system. 

 To solve the spam issue, need rapid and robust spam mail detection techniques. 

In that, analyzing the large text dataset has become the challenging task to detect the 

spam mails. In the paper discussed the way for spam mail detection more efficiently. 

 

2 Related Works 
Giorgio Fumera et al. (2006) presented a method for anti-spam filtering that 

misuses the text information. The effectiveness of the proposed method evaluated on 

two huge corpora of spam electronic mails [1]. Dongning luo et al., (2012) proposed an 

analytics approach Event River that analyzed the collection of text with temporal 

references. In the paper, revealed the events that motivate the generation of text upon 

streaming data model. Also, the paper increased the efficiency and effectiveness of 

visual text analytics [2]. Guanting Tang et al. (2013) discussed foremost research 

exertions on email mining and emphasized the email mining and broad text mining.  In 

the research paper thoroughly review the techniques and discussed the software tools 

available [3].  

Shukor Bin Abd Razak et al. (2013) emphasize various features contained in the 

email header that potentially identified and classified spam messages proficiently [4]. 

Rohit Giyanani et al. (2014) presented a technique established on Language Processing 

approach (NLP) for finding the spam emails in order to improve online security.  In the 

paper presented the stepwise technique that blocks the content of the spam mails [5]. 

Naresh Kumar Nagwani et al. (2015) identified the problem Short Message Service 

spam uncovering and thread manifestation using clustering-based algorithm. The paper 

discussed in two phases [6]. In the primary stage applied binary classification technique 

and in the second phase, clusters are formed for non-spam messages using matrix 

factorization techniques. The work evaluated the Performance in terms of accuracy, 

meticulousness, evoke and F-measure.  

Priyanka B Dastanwala et al. (2016) presented the tweets account holder to 

fragment follower will help to spend resources effectively by sending offers to the 

appropriate user. In the paper also compared analysis that Fuzzy method to identifying 

the high-value of target audience [7]. Shafi Muhammad Abdul Hamid (2017) presented 

an evaluation of the currently available approaches, expostulation, and research 

guidelines on spam discovery, screening, and mitigation techniques of mobile SMS 

spams [8]. Bansi R. Savalia et al. (2017) presented the techniques Ngram and Lesk to 

find the frequent spam words that includes positive words, negative words [9]. 

Umesh Kumar Sah et al. (2017) presented a model that employs the process of 

feature selection to enhance the classification. In the paper increased to get better 

training time and accuracy of spam detection [10]. IsaInuwa-Dutse et al. (2018) 

proposed features of tweets that presented for a short time on Twitter. In the paper 

experimentally demonstrated the effectualness and well-conditioned of the method 

372



 

 

 

 

Content Based Text Analytics Mechanism for Detecting the Frequent Spam Words in 

Email Towards Green Communication   

 

 

 

 approach  and  compares  it  to  a  characteristic  set  for  spam  detection [11]. 

Mohamed Marzouk et al. (2018) applied text mining to analyze contracts on 

construction that analyzed the correspondence of projects. In the paper proposed a 

model to implement the above work. The paper performed text analytics that integrate 

the model to develop a text analytical model. The outcome of this model interpreted 

with future attempts in term of cost and schedule [12]. 

 Shrawan Kumar Trivedi et al. (2018) build ensemble classifier modified genetic 

programming to find unsolicited emails. The work applied feature extraction method 

that uses greedy stepwise search method. In that work performed cross validation and 

paired test. The experimental result compared with popular classifiers and proved better 

accuracy in both train and test dataset [13].  

G.Vijayasekaran et al. (2018) applied the real-time dataset for cataloguing of 

spam and illegitimate E-mails. In the research paper increased the accuracy of the 

system and identified the mail content at the time of open the spam mails [14]. 

Aliaksandr Barushka et al. (2019) proposed a cost sensitive approach for spam filtering. 

In the paper, separate the approach into two parts. In that, first part exploit feature 

selection process to reduce the attributes and cost for filtering the spam. The second part 

of the work applied learning techniques to demonstrate the spam detection in social 

network. In this paper, concluded the comparison of effective performance earlier 

popular algorithms [15].  

Noor Farizah Ibrahim et al. (2019) analyzed the online information shared on 

twitters. The work applied on five leading retail tweets during most trading period. The 

paper insights help to understand the knowledge among customers to increase their 

performance. The paper presented the novel approach on social media information into 

beneficial knowledge. In the proposed technique, uncovers the hidden patterns and 

ensure robustness [16].  
 

3 Methodology  

3.1 Problem Definition 
 In the existing algorithm, detects the spam mails by scanning message headers, 

IP address, by number of recipients and by rejecting the mails. However, these processes 

are not suitable to detect the spam mails. In the proposed work applied content based 

spam filtering method for detecting spam mails. In the Figure.1, shows the proposed 

methodology for spam detection. 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure.1 Model to extract frequent spam words using proposed technique for Spam Detection 
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3.2 Reading the Dataset and Preprocessing it 
 In this research work, carried email dataset to detect the frequent spam text. In 

that, dataset contains 1040 instances with 15 attributes. Initially, read the dataset in .csv 

format. Further, preprocessing is the essential process for performing any kind of text 

analysis.  

 In that, societal media messages may contain many inconsistent data in the 

dataset. In the research work regularized the data by removing the inconsistent text from 

the dataset. In that preprocessing step, remove the web links from the text data by 

correcting the words, removing punctuation from the text, removing apostrophes from 

the text and correcting the spelling mistakes. 

 

 
 After cleaning the dataset, the work identified the frequent spam words 

occurring in text documents. In that, for finding the spam message used the specific or 

frequent words in the dataset. 

 Further the tokenization method, split the sentence into separate words and very 

simple words is considered as tokens. After getting the tokens, the work extends to 

ignore stop words that are very frequent in the text as it very hardly to detect whether 

an email is spam or not. 

 

3.4 Proposed Algorithm Extended LDA (E-LDA)using n-grams based 
 

 In the research work, proposed the Extended LDA (E-LDA) algorithm applied 

the n-grams based technique. In this, algorithm generated the most frequent spam words 

using n-grams techniques. In that, n-grams are a continuous categorization of n items 

from sequence of text.  

 The work contains the email message that construct text with list of n-grams by 

finding the part of words occur next to each other. The proposed algorithm focused on 

incoming message and detect whether it is spam or ham. In the research work carried 

out the detection of frequent spam words using MATLAB tool. In the Figure.2, shows 

the frequent spam words in the email dataset. 

 

 
 

Figure.2 Generating the frequent spam words using proposed Algorithm 
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Algorithm:  

Step 1: Import the Dataset. 

Step 2: Remove the rows of the table with empty reports. 

Step 3: Divide the data into classes and convert these labels to categorical. 

Step 4: Remove the infrequent classes from the Dataset. 

Step 5: Partition the held-out dataset again to get a validation set.  

Step 6: Extract the text data and labels from the partitioned table. 

Step 7: Visualize the training text data 

 

 In the figure. 3, shows the non-spam words in the email dataset. 

 

 
 

Figure.3 Generating the frequent non spam words 

 

4 Experimental Analysis 
In the figure. 4, demonstrated the experimental result of frequent spam words that 

listed in figure 2. In this research work contains email dataset with event tracking 

attributes that holds the body of the email text. In that text, extract the frequent spam 

words using MATLAB tool as one of the event. The proposed algorithm extracts the 

frequent spam words in email dataset. 
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Figure 4. Experimental Result for frequent Spam Words using Proposed Algorithm 

 

 In the figure 5, shows the performance of existing LDA algorithm with 

proposed Extended LDA algorithm. In that the proposed algorithm shows better and 

more accuracy compared to existing algorithm. 

 

 

 
 

Figure 5. Performance analysis of existing algorithm with Extended LDA Algorithm 

 

5 Conclusion 
In the proposed work, Extended LDA algorithm based n-grams techniques detect 

the frequent spam words. In that proposed algorithm applied content based text analytics 

and obtained the most frequent spam words in the email message. The execution cycle 

of the proposed algorithm shows the better solution in finding most frequently occurred 

spam words. The analysis proved the exact extraction of frequent words that used to 

find whether the mail is spam or ham. The algorithm proves better result in terms of text 

extraction accuracy. 

 

 

 

0

20

40

60

80

100

LDA E-LDA

D
e
te

c
ti

o
n

 o
f 

S
p

a
m

 W
o

r
d

s

Accuracy of

Detecting

Spam E-Mail

376



 

 

 

 

Content Based Text Analytics Mechanism for Detecting the Frequent Spam Words in 

Email Towards Green Communication   

 

 

 

References 

377

    

[1] Giorgio Fumera,Ignazio Pillai,Fabio Roli, "Spam Filtering Based On The 
Analysis Of Text Information Embedded Into Images", Journal of Machine 
Learning Research, vol.7, pp. 2699-2720, 2006. 

[2] Dongning Luo, Jing Yang, Milos Krstajic, William Ribarsky and Daniel A. 
Keim, "EventRiver: Visually Exploring Text Collections with Temporal 
References", IEEE Trans. on Visualization and Computer Graphics, vol. 18, No. 
1, 2012. 

[3] Guanting Tang, Jian Pei, Wo-Shun Luk, "Email Mining: Tasks, Common 
Techniques, and Tools", Knowledge and Information Systems, School of 
Computing Science, Simon Fraser University, Burnaby BC, CANADA pp. 135, 
2013. 

[4] Bin Abd Razak, S., & Bin Mohamad, A. F., “Identification of spam email based 
on information from email header. 2013 13th International Conference on 
Intellient Systems Design and Applications. doi: 10.1109/isda.2013.6920762 

[5] Rohit Giyanani, Mukti Desai, "Spam Detection using Natural Language 
Processing", IOSR Journal of Computer Engineering, vol.16, no. 5 Ver. IV (Sep - 
Oct. 2014), pp. 116-119, 2014. 

[6] Naresh Kumar Nagwani, Aakanksha Sharaff, "SMS spam filtering and thread 
identification using bi-level text classification and clustering techniques", Journal 
of Information Science, 1-13, 2015 DOI: 10.1177/0165551515616310. 

[7] Priyanka B Dastanwala, Vibha Patel, "A Review on Social Audience 
Identification Twitter using Text Mining Methods", International conference on 
Wireless Communications, Signal Processing and Networking, IEEE, 2016 
conference. 

[8] Shafi'i Muhammad Abdulhamid, Muhammad Shafie Abd Latiff, Haruna 
Chiroma, Oluwafemi Osho, Gaddafi Abdul-Salaam, Adamu I. Abubakar, Tutut 
Herawan, "A Review on Mobile SMS Spam Filtering Techniques", IEEE Access, 
vol.5, 2017. 

[9] Bansi R. Savaliya, George Philip C., "Email fraud Detection by Identifying Email 
Sender", International Conference on Energy, Communication, Data Analytics 
and Soft Computing, IEEE, (ICECDS-2017) . 

[10] Umesh Kumar Sah,Narendra Parmar, "An approach for Malicious Spam 
Detection In Email with comparison of different classifiers", International 
Research Journal of Engineering and Technology, vol.4, no.8, 2017 

[11] IsaInuwa-Dutse, MarkLiptrott,IoannisKorkontzelos, "Detection of spam- posting 
accounts on Twitter", Elsevier Neurocomputing, vol. 315, pp. 496 -511,2018. 

[12] Mohamed Marzouk, Mohamed Enaba, "Text analytics to analyze and monitor 
construction project contract and correspondence", Structural Engineering 
Department, Faculty of Engineering, Cairo University, Egypt. Automation in 
Construction, vol. 98, pp. 265 -274, 218. 

[13] Shrawan Kumar Trivedi, Shubhamoy Dey, "A modified content-based 
evolutionary approach to identify unsolicited emails", Knowledge and 
Information Systems, Springer- Verlag London, vo. 69, no. 3, pp. 1427- 1451, 

[14] G.Vijayasekaran, S.Rosi,"Spam And Email Detection In Big Data Platform Using 
Naives Bayesian Classifier", International Journal of Computer Science
and Mobile Computing, vol.  7, No. 4, pp. 53 -58, April 2018. 



 

 

 

  U. Murugavel et. al. 

 

 

    

Biographies 
 

 
 

U. Murugavel  has done his M.sc    Computer Science in the year 2001 from Madras 

University and done M.Phil Computer Science in the year 2007 from Periyar University and 

qualified SET Exam. He is having More than 18 years of Teaching Experience in Reputed 

College. His area of interest is Network & Email security and He published several 

International and national Journals.  He received Republic day achiever award “Young 

Researcher” in 2018 from IIR Groups. He is working as an Asst.Professror in Department 

of Computer Science and pursuing Ph.D in Computer Science in Bharathiar University 

 

 
 
Dr.Mrs. R. Santhi, Vice President, Academic Administration, Hanuman Educational Trust, 

received the Ph.D. degree in International University of Contemporary Studies, USA, 2008. 

She has published more than 30 scientific papers and books authored in the field of 

Knowledge Management, Design Analysis of Algorithms. She is the Professional 

Membership of Associate Editor, Junior Mathematician, AMTI, Life Member, CSI, ISTE, 

United Writers’ Association. His area of research interests includes Knowledge Based 

Tutoring Systems 

378

 

networks", Neural Computing and Applications, Springer-Verlag London, July 
2019. 

[16] Noor Farizah Ibrahim, Xiaojun Wang, " A text analytics approach for online 
retailing service improvement evidence from Twitter",Decision Support Systems, 
March 2019. 
 
 

[15] Aliaksandr Barushka, Petr Hajek, "Spam detection on social networks using cost-
sensitive feature selection and ensesmble-based regularised deep neural 




