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Abstract 
 
In the present deregulated energy market, State Estimation (SE) plays a key 

role for maintaining the system secure and reliable. DC State Estimation 

measures active power flow and estimates voltage phase angles. Recent 

measurement devices, Remote Terminal Units/Phasor Measurement Units 

acquire real-time data, which in further is communicated to control center. 

Bad/false data can be injected into the system which can be detectable or 

undetectable. Undetectable False Data Injection Attacks (FDIAs) can make SE 

get affected and leads to system vulnerability. Practically FDIAs target bus 

active power injections and line active power flows are called as Load 

Redistribution Attacks (LRAs). To find the most damaging LRA Vector 

(LRAV) of a system, a bi-level optimization problem is framed. In this paper, 

most damaging LRAV of a modified IEEE-14 bus test system is found by 

using YALMIP software, without converting bi-level optimization problem to 

single-level optimization problem.  
 

Keywords: Bi-level Programming Program, False Data Injection Attacks, 

Load Redistribution Attacks, State Estimation, YALMIP software. 
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Nomenclature 
 
 

𝑃𝑔𝑖   
Power Dispatch of 𝑖𝑡ℎ 

generator 

𝐿𝑠𝑘   
Load Shedding/Curtailment 

of 𝑘𝑡ℎ load 

∆𝑃𝐷𝑘   Load attack on 𝑘𝑡ℎ load 

∆𝑃𝐿𝑙  Line attack on 𝑙𝑡ℎ generator 

𝑅  Number of attack resources 

𝜔𝐷𝑘   {
1 𝑖𝑓 ∆𝑃𝐷𝑘 ≠ 0

𝑒𝑙𝑠𝑒 0 
  

𝜔𝐷+𝑘   {
1 𝑖𝑓 ∆𝑃𝐷𝑘 > 0

𝑒𝑙𝑠𝑒 0 
  

𝜔𝐷−𝑘   {
1 𝑖𝑓 ∆𝑃𝐷𝑘 < 0

𝑒𝑙𝑠𝑒 0 
  

𝜔𝐿𝑙  {
1 𝑖𝑓 ∆𝑃𝐿𝑙 ≠ 0

𝑒𝑙𝑠𝑒 0 
  

𝜔𝐿+𝑙  {
1 𝑖𝑓 ∆𝑃𝐿𝑙 > 0

𝑒𝑙𝑠𝑒 0 
  

𝜔𝐿−𝑙  {
1 𝑖𝑓 ∆𝑃𝐿𝑙 < 0

𝑒𝑙𝑠𝑒 0 
  

𝑃𝐷𝑘   Load demand of 𝑘𝑡ℎ load 

𝑃𝐿𝑙   Power flow on 𝑙𝑡ℎ line 

𝑆𝐹, 𝐾𝐷  
Shift Factor and Bus-

generator incidence matrices 

𝑀, 𝜀  

Sufficiently large and 

sufficiently small positive 

numbers 

𝜏  
Attack deviation bound on 

load bus 
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1  Introduction 
 

Deregulated electrical energy Pennsylvania-New Jersey-Maryland (PJM) 

market is maintained by Independent System Operators (ISOs)/Regional 

Transmission Organizations (RTOs). Deployment of advanced digital 

technology in energy market has made it more prone to cyber-attacks, despite 

lot more advantages like smart metering technology, novel and intelligent 

controllers, specially equipped communication protocols and new devices like 

Phasor Measurement Units (PMUs), Intelligent Electronic Devices (IEDs) and 

Remote Terminal Units (RTUs) etc., Attackers can intrude into power grid and 

launch intelligent man-in middle attack that change components’ state [1]. 

They can also crack system keys of Intrusion Detection System (IDS) to create 

Denial of Service (DoS) attacks that target communication networks [2].  

Generally, State Estimation (SE) takes measurements like active and 

reactive powers as inputs and gives state estimates like voltage magnitudes and 

phase angles as outputs. In real-time, measurements (from different PMUs or 

RTUs) to SE are continuously communicated through SCADA master at 

control center. Attacker can intrude in between measurements and SCADA 

master to make system vulnerable. Classically, bad/false data in SE is detected 

by 𝜒2-distribution hypothesis testing which has become unsuccessful, after the 

proposal of developing False Data Injection Attacks (FDIAs) by Liu et al. 

These type of attacks mainly follow basics of Kirchoff’s Current Law (KCL) 

and Kirchoff’s Voltage Law (KVL), so that the residuals of measurements and 

actuals are within threshold, even if the measurements have bad data [3]. If an 

FDIA is successfully injected, obviously SE gets affected, which influences 

Optimal Power Flow (OPF) and Contingency Analysis (CAs).   

 
2   Literature Survey 
 

In practical, DCOPF is given more importance as it provides better solution 

to OPF and CAs comparatively within less time that ACOPF. DCOPF’s 

measurements are bus active power injections and line active power flows.  

Y. Yuan et al. [4] modelled a practical FDIA called immediate Load 

Redistribution Attack (LRA) and the corresponding attack vector is named as 

Load Redistribution Attack Vector (LRAV). A bi-level programming problem 

is formulated to find the most damaging LRAV which causes economic loss 

and load curtailment where the upper level programming problem represents 

attacker and the lower level represent operator. Bi-level optimization problem 

is changed to single-level mixed integer linear programming problem using 

KKT conditions. The whole analysis is done on modified IEEE-14 bus test 

system. 

 

 
 



                                                                                                                  
 

529  Kotapuri Mercy Rosalina et al 

 

Y. Yuan et al. [5] developed the most damaging attack vector of immediate 

LRA and delayed LRA. Delayed LRA not only causes economic loss and load 

shedding but also line outages is modelled as a tri-level optimization. Bi-level 

and tri-level programming problems of immediate and delayed LRAV are 

solved by using Bender’s decomposition algorithm. Performance analysis is 

done on modified IEEE-14 bus test system. 

X. Liu and Z. Li [6] proposed a fast economic solution of bi-level 

programming load redistribution attack vector problem in such a way that the 

bi-level problem is converted to two single-level problems and solved 

separately within less time compared to the solution by Mountain-Climbing 

heuristic algorithm. Performance Comparisons have been done on IEEE-14 

bus, IEEE-30 bus, IEEE 2383 bus, IEEE 2736 bus, IEEE 3120 bus and IEEE 

6240 bus test systems. Approximate load shedding and economic loss due to 

most damaging immediate LRAV is found. 

X. Liu and Z. Li [7] proposed the development of local Load redistribution 

attacks that how an undetectable successful false data can be injected into 

smart meters by bypassing residue tests subjected to incomplete network 

topology information. Attacking studies are done based on phase angle 

measurements, line flows with network connection and disconnection cases 

too. Simulation tests have been done on modified IEEE-14 bus test system to 

show the effect of load redistribution attacks even with less network 

information. 

X. Liu and Z. Li [8] shown that how an attacker can launch false data 

injection attacks against state estimation with local topology information of 

power grid. A heuristic method is developed to determine the feasible 

attacking region to attack a single-line. Proposed strategy validation is done 

on six standard IEEE test systems. 

Y. Xiang et al. [9] proposed typical cyber-physical coordinated attack 

where the attacker first injects false data by load redistribution attack. 

Definitely a severe consequence can be observed at the control center in the 

next time step. In the mean while attacker launches a physical line or generator 

outage that creates direct and physical damage to the system. This kind of 

cyber-physical coordinated attacks cause more damage than normal LRA. 

Optimization problems are framed and solved on IEEE-14 bus test system. 

Y. Xiang et al. [10] proposed a multi-level non-linear optimization 

problem of coordinated cyber-physical attack to find the most damaging 

coordinated attack and its consequence on IEEE-39 bus test system. Multi-

level non-linear optimization is solved by a heuristic algorithm, Particle 

Swarm Optimization (PSO). 

Y. Xiang et al. [11] shown that LRAs not only target the measurements 

and create operational loss but also show impact on the systems’ reliability.  
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The influence of LRA on long-term power system reliability is modelled by 

semi-Markov models. A framework showing the reliability evaluation by 

LRAs and physical attacks is simulated on IEEE RTS79 reliability system.  

Z. Ding et al. [12] presented the influence the reliability of the system after 

the successful launch on load redistribution attack. Long-term occurrence 

statistics of local LR attacks is predicted by power law distribution and a 

framework is developed to assess the reliability adequacy level of local 

redistribution attacks. Simulation studies have been done on modified IEEE-

14 bus test system. 

This research article is organized in a way that section 3 deals with 

introduction of FDIA and LRAs’ mathematical formulation whereas section 4 

shows case study of finding a most damaging LRAV applied on a modified 

IEEE-14 bus test system and finally conclusions are described in section 5. 

Bold notations in this paper represent matrices. 

  

3 False Data Injection Attacks (FDIAs) and Load 
Redistribution Attack (LRA) 

 

False/bad data can be injected in the form of attack vectors into the network 

measurements by compromising devices like PMUs/RTUs. RTUs/PMUs track 

the real time operating data and communicate to the control center through 

SCADA. Data at the control center is processed by operator with a key 

algorithm like SE. Classically, SE is solved by Weighted Least Squares 

Estimation (WLSE) method. Following this, bad data detection is also done by 

finding the 𝐿2 norm of observed and actual measurements.  

Generally, IDS has bad data detection algorithms. Although intelligent 

attackers create an attack vector to make the system vulnerable, Liu et al. 

proposed certain methodology that how an attacker can create undetectable 

attack vector which is named as False Data Injection Attack Vector (FDIAV) 

that can bypass classical detection methods. Bypassed bad data results in false 

state estimates. FDIAV can be undetectable and become successful if it 

follows the condition (1) given below: 

If 𝑧, 𝑎 and 𝑧𝑎  are the actual, attack and damaged measurement vectors 

respectively. Let 𝑥 be the actual state estimate of 𝑧, 𝑥𝑓 be the false state 

estimate of 𝑧 + 𝑧𝑎, 𝑐 be the reflected erroneous estimate of 𝑧𝑎  and 𝐻 be the 

Jacobian matrix, then the 𝐿2 norm of the residual with damaged measurements 

is ||𝑧𝑎 −𝐻 ∗ 𝑥𝑓||.  
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But  �̂�𝑓 = 𝑥 + 𝑐, then ||𝑧𝑎 −𝐻 ∗ 𝑥𝑓|| = ||𝑧𝑎 −𝐻 ∗ (𝑥 +

𝑐)|| 

⟹ ||𝑧𝑎 −𝐻 ∗ 𝑥𝑓|| = ||𝑧 + 𝑎 − 𝐻𝑥 −𝐻𝑐)|| 

⟹ ||𝑧𝑎 −𝐻 ∗ 𝑥𝑓|| = ||(𝑧 − 𝐻𝑥) + (𝑎 − 𝐻𝑐)|| 

(1) 

If 𝑎 = 𝐻𝑐, 𝐿2 norm of damaged measurement residual becomes 𝐿2 norm 

of actual measurement residual [3]. Hence, it can be clear that 𝐿2 norm of 

damaged measurement residual is also within the threshold and it is obvious 

that 𝑧𝑎 can bypass classical detection method and disrupt the system. The 

attack vector 𝑧𝑎  is called FDIAV. 

Practically, it is not possible to attack all measurement devices in the grid. 

Generator buses are not attackable as they directly communicate with control 

center and zero injection buses (connected neither to loads nor generators) are 

also not attackable. Nevertheless, load buses have variations all time which 

can’t directly show bad vectors. Thereafter, Yuan et al. have proposed Load 

Redistribution Attacks (LRAs) that redistributes total load among all loads by 

following KVL or KCL, so that Load Redistribution Attack Vector (LRAV) 

at the control center can be undetectable. LRAVs target load bus active power 

injections and line active power flow measurements to preserve a successful 

attack. LRAV results in false SE, false Security Constrained Economic 

Dispatch (SCED) that consequently results in severe economic loss, load 

curtailment in Immediate LRAs and line outages too in case of Delayed LRAs 

[5].  

A successful undetectable most damaging immediate LRAV is found in 

this paper, by framing Bi-level Programming Problem (BPP) representing 

attacker at upper level and operator at the lower level. Generally, BPP is solved 

by converting a BPP to single-level Mixed Integer Linear Programming 

Problem (MILPP) using either by Karush-Kuhn-Tucker (KKT) conditions or 

duality based approach [4], [5]. Upper level optimization is that attacker tries 

to maximize economic loss and load shedding subjected to attack constraints 

whereas an operator at lower-level who simply follows SCED/SCOPF i.e., 

tries to minimize economic loss and load shedding subjected to general power 

constraints. Bi-level model for finding a most damaging LRAV is as shown in 

Figure 1.  
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Figure 1 Bi-level Model of an immediate LRAV 

 

Upper-level and lower-level optimization problems of BPP are given from 

(2)-(8) and (9)-(14) respectively. Upper level is a maximization problem that 

maximizes economic loss and load shedding (2) which is subjected to 

constraints like load redistribution (3) and false line flows (4) for a successful 

LRAV, attacker load deviation range, ±𝜏 of actual load (5), where (6) and (7) 

talks about logical relationship between attacker and measurement devices and 

(8) deals with the limit of attack resources, 𝑅. Lower-level problem (9)-(14) is 

a minimization programming problem which is basic SCOPF/SCED with 

minimizing economic loss and load shedding as objective function (9), 

subjected to power balance and line flow equality constraints (10)-(11) and 

finally generator power, line power flow and load shedding bounds (12)-(14). 

 

Mathematical representation of BPP in case of immediate LRAs is [4]: 
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Max
∆𝑃𝐷

∑𝐶𝑔𝑖 ∗ 𝑃𝑔𝑖
∗

𝑁𝑔

𝑖=1

+∑𝐶𝑠𝑘 ∗ 𝐿𝑠𝑘
∗

𝑁𝑑

𝑘=1

  (2) 

𝑠. 𝑡.∑∆𝑃𝐷𝑘

𝑁𝑑

𝑘=1

= 0 ∀ 𝑘𝜖 1,2, … , 𝑁𝑑 (3) 

∆𝑃𝐿 = −𝑆𝐹. 𝐾𝐷. ∆𝑃𝐷  (4) 

−𝜏𝑃𝐷𝑘 ≤ ∆𝑃𝐷𝑘 ≤ 𝜏𝑃𝐷𝑘 ∀ 𝑘𝜖 1,2, … , 𝑁𝑑 (5) 

∆𝑃𝐷𝑘 = 0 ⇔ 𝜔𝐷𝑘 = 0

⟹

{
 
 
 
 

 
 
 
 

∆𝑃𝐷𝑘 + 𝜏𝑃𝐷𝑘𝜔𝐷𝑘 ≥ 0

∆𝑃𝐷𝑘 − 𝜏𝑃𝐷𝑘𝜔𝐷𝑘 ≤ 0

𝜔𝐷+𝑘 + 𝜔𝐷−𝑘 − 2𝜔𝐷𝑘 ≤ 0

∆𝑃𝐷𝑘 + (−𝜏𝑃𝐷𝑘 − 𝜀)𝜔𝐷+𝑘 ≥ −𝜏𝑃𝐷𝑘
∆𝑃𝐷𝑘 + (𝜏𝑃𝐷𝑘 + 𝜀)𝜔𝐷−𝑘 ≤ 𝜏𝑃𝐷𝑘

𝜔𝐷+𝑘 + 𝜔𝐷−𝑘 +𝜔𝐷𝑘 ≤ 2

𝜔𝐷+𝑘 + 𝜔𝐷−𝑘 −𝜔𝐷𝑘 ≥ 0

𝜔𝐷+𝑘 , 𝜔𝐷−𝑘 , 𝜔𝐷𝑘 ∈ {0,1}

 
∀ 𝑘𝜖 1,2, … , 𝑁𝑑 (6) 

∆𝑃𝐿𝑙 = 0 ⇔ 𝜔𝐿𝑙 = 0

⟹

{
 
 
 
 

 
 
 
 

∆𝑃𝐿𝑙 +𝑀𝜔𝐿𝑙 ≥ 0

∆𝑃𝐿𝑙 −𝑀𝜔𝐿𝑙 ≤ 0

𝜔𝐿+𝑙 +𝜔𝐿−𝑙 − 2𝜔𝐿𝑙 ≤ 0

∆𝑃𝐿𝑙 + (−𝑀 − 𝜀)𝜔𝐿+𝑙 ≥ −𝑀

∆𝑃𝐿𝑙 + (𝑀 + 𝜀)𝜔𝐿−𝑙 ≤ 𝑀

𝜔𝐿+𝑙 +𝜔𝐿−𝑙 + 𝜔𝐿𝑙 ≤ 2

𝜔𝐿+𝑙 +𝜔𝐿−𝑙 − 𝜔𝐿𝑙 ≥ 0

𝜔𝐿+𝑙 , 𝜔𝐿−𝑙 , 𝜔𝐿𝑙 ∈ {0,1}

 
∀ 𝑙𝜖 1,2, … , 𝑁𝑙 (7) 

∑𝜔𝐷𝑘

𝑁𝑑

𝑘=1

+ 2∑𝜔𝐿𝑙

𝑁𝑙

𝑙=1

≤ 𝑅  (8) 

{𝑃𝑔
∗, 𝐿𝑠

∗} = 𝑎𝑟𝑔 {Min
𝑃𝑔,𝐿𝑠

∑𝐶𝑔𝑖 ∗ 𝑃𝑔𝑖
∗

𝑁𝑔

𝑖=1

+∑𝐶𝑠𝑘 ∗ 𝐿𝑠𝑘
∗

𝑁𝑑

𝑘=1

} 

 (9) 

∑𝑃𝑔𝑖

𝑁𝑔

𝑖=1

=∑(𝑃𝐷𝑘 − 𝐿𝑠𝑘

𝑁𝑑

𝑘=1

)  (10) 

 

 

𝑃𝐿 = 𝑆𝐹. 𝐾𝑃. 𝑃𝑔 − 𝑆𝐹. 𝐾𝐷. (𝑃𝐷 + ∆𝑃𝐷
− 𝐿𝑠) 

 

 

 

(11) 

−𝑃𝐿𝑙
𝑚𝑎𝑥 ≤ 𝑃𝐿𝑙 ≤ 𝑃𝐿𝑙

𝑚𝑎𝑥  ∀ 𝑙𝜖 1,2, … , 𝑁𝑙 (12) 

𝑃𝑔𝑖
𝑚𝑖𝑛 ≤ 𝑃𝑔𝑖 ≤ 𝑃𝑔𝑖

𝑚𝑎𝑥  (13) 

0 ≤ 𝐿𝑠𝑘 ≤ 𝑃𝐷𝑘 + ∆𝑃𝐷𝑘 ∀ 𝑘𝜖 1,2, … , 𝑁𝑑 (14) 
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In this article most damaging LRAV is found by solving BPP directly 

(without converting it to single-level MILPP) using YALMIP software which 

reduces the burden of handling large number of variables for large power 

systems and also there is no need to select sufficiently large Big-M value that 

come into existence if BPP is converted to single-level MILPP. 

 

4 Case Study 
 

In this section the most damaging LRAV of a modified IEEE-14 bus 

system is found by solving BPP using without converting BPP into single-

level MILPP. Data of modified IEEE-14 bus test system is taken from 

MATPOWER [13]. Modified IEEE-14 bus test system has fourteen buses 

among eleven are load buses, two are generator buses and one is zero-

injection bus along with twenty lines. Transmission capacity of line 1 is taken 

as 160MW and all remaining 19 lines is taken as 60MW. Eleven load buses 

has eleven measurement devices and twenty lines have forty measurement 

devices with two for each line. Hence the maximum number of attackable 

measurement devices is 11+(2*20) = 51. In this paper, the load attack vector 

deviation limit, 𝜏 is considered as ±50%. Single-level MILPP and BPP 

parameters of a modified IEEE-14 bus system in case of CPLEX interfaced 

with MATLAB [14] and YALMIP [15] tools respectively, are as shown in 

Table. 1. 

 
Table 1. Single-level MILPP and BPP Parameters 

                               

 

 

 

LRAV injection into the system depends on the number of resources that an 

attacker can compromise. If number of accessible resources is zero, then the 

economic loss and load shedding resulted is zero is shown in Table 2 and 

Figure 2. But if 𝑅 = 51, (might not possible for attacker to access all 

measurements) the most damaging LRAV of a modified IEEE-14 bus system 

is given in Table. 2, where ∑ ∆𝑃𝐷𝑘
𝑁𝐷
𝑘=1 = 0. For line flow attack vector, 

∆𝑃𝐿  two attack values for each line are given which shows that two 

measurements on either sides are attacked where one value is negation of 

others. For example, 1st line has two measurement devices on either sides for 

which one side is attacked with a value of 3.2009MW and the other one is 

attacked with -3.2009MW is also shown in Table. 2.  

 

 

 

Test System 
Modified IEEE 14-bus system 

Single-level MILPP BPP 

Variables Number 325 160 

Equalities’ Number 78 52 

Inequalities’ Number 492 289 

Integer Constrained Variables 165 93 

Software Used CPLEX interfaced with MATLAB YALMIP 
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A graph is drawn between 𝑅 versus economic loss, $/MWh and load 

shedding, MW is shown in Figure 2. It can be shown from the graph that as 

the resources are increased, the economic loss and load shedding can be 

increased. Economic loss and load shedding from resources 1 to 6 is about 

0$/MWh and 0MW and from 𝑅 = 7 to 14, economic loss is increased to 

12.9$/MWh whereas from resources 15 to 24 economic loss is 903.2$/MWh 

and load curtailment of 12.86MW and finally from resources 25 to 51, they 

increased linearly and after 𝑅 = 45 economic loss and load curtailment 

settled at 1540$/MWh and 20.86MW. In Figure 2, Economic loss, $/MWh is 

shown in hundreds scale whereas Load Shedding is shown in normal scale. 

The power dispatches and load shedding in case of 𝑅 = 0, 𝑅 = 20, 𝑅 =
35 and 𝑅 = 51 are given in Table. 3. LRAVs in 𝑅 = 20, 𝑅 = 35 and 𝑅 = 51 

directly impacts load shedding of 12.8602MW, 16.786MW and 20.8679MW 

successively.  

 

 
Table. 2. LRAV of a modified IEEE-14 bus system with 𝑅 = 51 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

∆𝑷𝑫𝒌, MW ∆𝑷𝑳𝒍, MW 

Bus  

Number 

Attack  

Vector 

Line 

Number 
Attack Vector 

Line 

Number 
Attack Vector 

2 -10.85 1 3.2009 & -3.2009 11 -1.75 & 1.75 

3 47.1 2 -3.2009 & 3.2009 12 -3.5693 & 3.5693 

4 11.2968 3 20.995 & -20.995 13 -7.8058 & 7.8058 

5 -3.8 4 -1.7489 & 1.7489 14 0 

6 -5.6 5 -5.1952 & 5.1952 15 -15.8005 & 15.8005 

9 -14.75 6 -26.105 & 26.105 16 -4.3968 & 4.3968 

10 -4.3968 7 -14.129 & 14.129 17 -5.8749 & 5.8749 

11 -1.75 8 -15.8005 & 15.8005 18 0 

12 -3.05 9 -9.2213 & 9.2213 19 -0.5193 & 0.5193 

13 -6.75 10 -18.7251 & 18.7251 20 -1.5751 & 1.5751 

14 -7.45   

∑∆𝑃𝐷𝑘

𝑁𝐷

𝑘=1

 0   
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Figure 2 Economic Loss, $/MWh and Load Curtailment, MW versus Attack 

Resources  

 

               Table 3. Power Dispatches, Load Shed due to LRAV of 𝑅 = 0, 𝑅 =
20, 𝑅 = 35 and 𝑅 = 51 

 

Software Used CPLEX YALMIP CPLEX YALMIP CPLEX YALMIP CPLEX YALMIP 

Attacker 

Resources, 𝑹 
0 0 20 20 35 35 51 51 

Power 

Dispatches, 

MW 

𝑷𝑮𝟏 180.17 180.1664 196.14 196.1398 189.21 189.2143 188.1321 188.1321 

𝑷𝑮𝟐 45.11 45.1103 0 0 0 0 0 0 

𝑷𝑮𝟑 13.723 13.7233 30 30 30 30 30 30 

𝑷𝑮𝟔 0 0 0 0 0 0 0 0 

𝑷𝑮𝟖 20 20 20 20 20 20 20 20 

Load Shed w.r.t. 

bus, MW 
0 0 

12.8602 

(Bus-3) 

12.8602 

(Bus-3) 

19.786 

(Bus-3) 

19.7857 

(Bus-3) 

20.8679 

(Bus-3) 

20.8679 

(Bus-3) 

Total Load Shed, 

MW 
0 0 12.8602 12.8602 19.786 19.7857 20.8679 20.871 

Power 

Generation and 

Load Shedding 

Cost, $/MWh 

6205.6 6205.6 7108.8 7108.8 7662.9 7662.9 7749.4 7749.7 

Economic Loss, 

$/MWh 
0 0 903.2 903.2 1457.3 1457.3 1543.8 1544.1 

 

 

 

 

 

 

Attack Resources, R



                                                                                                                  
 

537   Kotapuri Mercy Rosalina et al 

 

The most damaging LRAV of a modified IEEE-14 bus test system, found 

by solving BPP directly using YALMIP software and by solving MILPP 

using CPLEX software is shown in Table. 3. 

 

5 Conclusions 
 

Attackers can intrude into the system by compromising the network 

components and inject malicious attack vectors which can make the system 

vulnerable and abnormal. One of the practical FDIAs, immediate LRA is 

found that it can create severe economic loss and load shedding which is 

noteworthy. Attacker tries to get maximal opportunities from the available 

number of resources. So it is customary to find the most damaging attack 

vector with the available number of resources, as it is also advantageous to 

know the targetable devices which need protection. Basically, most damaging 

LRAV is found by solving BPP. Unlike previous research works to solve a 

BPP, in this paper BPP is not converted to single-level MILPP and directly 

BPP is solved by using YALMIP software. Table. 3 and Figure 2 depicts that 

as the attack resources increase, then the economic loss and load shedding are 

increased. The most damaging LRAV of a modified IEEE-14 bus test system 

is found by using YALMIP software and the results are compared with most 

damaging LRAV done by using CPLEX software [4].  
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