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Abstract 
 
In this internet era, Internet of things (IoT) is expanding at an accelerating 

pace connecting billions of devices in our daily life.  As more and more, 

green IoT devices are connected, securing IoT systems presents a number of 

unique challenges such as spoofing attacks, intrusions, denial of service 

(DoS) attacks, and distributed denial of service (DDoS) attacks, jamming, 

eavesdropping and malwares.  This research work focus on malware 

detection. The majority of the malware which affects the IoT devices are 

botnets. These botnets are capable to produce a large amount of DDoS flood 

over its network. Recently Malware Detection using Machine Learning 

algorithms is gaining prominence to detect anomaly in the network traffic 

successfully. In this work, density based outlier detection technique is 

deployed to cluster botnet traffic and the normal traffic separately. 

Furthermore, these clusters are classified by SVM, Decision Tree and Naïve 

Bayes. The clustering and classification phase of this model is trained and 

tested using N-BaIoT dataset. The experimental result shows that almost 

99.9% accuracy and can successfully detect MIRAI and BASHLITE attacks. 

 

Keywords: Clustering, Classification, DBSCAN, IoT malware, outlier 

detection 
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1 Introduction 
 

 

The term INTERNET OF THINGS denotes the elevation of normal 

things into smart things. These smart objects include all sorts of domestic as 

well as industrial equipment. So these intelligent objects play a vital role in 

many major fields like military, vigilance, domestic and medical fields. The 

furious growth of this technology in the short span of time yields both merits 

and demerits to the corresponding field. Like how traditional computer was 

fully exposed to the internet before the implementation of suitable security 

framework, now these smart object tends to suffer the same issue, even 

worse condition is created for energy saving Green IoT devices [1]. This 

phenomenon will keep on raising because the count of IoT devices will reach 

up to 50 million in the year of 2020[2].The majority of the attacks launched 

to the IoT devices are DDoS attack. These kind of attacks are probably held 

by the malwares called Botnets. Botnets are the slaves which are hijacked 

and it is remotely controlled by groups or single bot controller. The main 

motive behind the bot controller is that creating flood of packets towards 

particular enterprise network to make it inactive for legitimate users of the 

site [3]. 

The main reasons for the green IoT devices to get targeted by the 

attacker for being their bots are due to the following reasons [4]: 

 IoT devices does not have strong username/password so it is 

easy for the hacker to enter into it using brute force attack 

 These devices have been online for 24X7, it is the main 

advantage for the hacker to launch mass DDoS attack without spending much 

cost 

 Most of the green IoT devices are not directly controlled by 

humans to check its behavior at each moment 

Recently many researchers have concentrated on the security breaches 

which are faced by the IoT network[5]. But only a few researchers have 

started to analyze about the malware that exist over the IoT network. There is 

always a war exist among the security researcher and hacker. Every time 

hacker keeps on changing their approach to establish the attack. Now IoT 

devices is the choice of them and still there are few challenges that has been 

exist to design a malware detection technique to the IoT devices viz[6]. 

 Green IoT devices are always said to be resource constrained, so 

the heavy weight algorithm can’t be used here. 

 Green IoT devices work in a heterogeneous network with 

different protocols and algorithms. So the security algorithm should support 

all these different protocols. 

So it is concluded that design of malware detection techniques to the IoT 

devices should be different from the existing traditional techniques. In this  
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work, the detection of botnets in the IoT environment is done by using outlier 

detection technique followed by machine learning. The reason behind to opt 

the outlier detection technique is to produce efficient results with less 

computation time [7]. Normally the existence of abnormalities or noise in the 

mass amount of data or dataset is considered as Outliers. The existence of 

outliers spoils the results produced by the particular corrupted dataset. These 

kind of outliers is detected using many simple statistical techniques and this 

technique is widely used in all areas. Recently it seeks attention in network 

security field. In this work, real time network traffic is analyzed by one of the 

outlier detection technique to spot out the outliers/anomaly. Since Green IoT 

devices are considered to be resource-constrained and low power 

consumption, the deployment of heavy weight classifiers with huge amount 

of training data will lead to slowing down the performance of IoT devices. In 

order to meet the above mentioned challenges, the clustering technique is 

adopted to cluster the incoming traffic of IoT devices without any prior 

knowledge about the previous network traffic. The pattern of the regular 

network traffic of the IoT devices is considered to be normal, then the 

occurrence of any deviation in the traffic is considered to be outlier (i.e.) 

malicious traffic. Then this pattern of outliers are trained and tested using 

classifiers. The most commonly used classifiers for malware detection has 

been deployed in this work.  

The main contribution of this work follows as 

 To perform dimensionality reduction of the IoT dataset using 

Principle component analysis 

 To demonstrate DBSCAN(Density-based spatial clustering of 

applications with noise) algorithm to group the network traffic into many 

clusters with varied densities 

 Resultant clusters are then classified into benign and attack 

traffic using three classifiers such as SVM, Naïve Bayes and Decision 

tree(ID3) based on its densities 
 

2 State of Art 
 
The recent work on malware detection or intrusion detection in IoT 

environment is always working with the help of machine learning and deep 

learning architecture. The behavioral attributes are considered as input 

parameters for these models and very specifically for botnet detection, 

statistical or dynamical attributes of network traffic are most preferable as 

input parameters. But these kinds of model suffer from accuracy due to non-

availability of sufficient real time dataset for Green IoT devices. These kinds 

of problems can be overcome by doing the classification task followed by 

clustering technique. To the best of our knowledge, these kind of approach is 

not yet applied in IoT environment. 
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3  Related works 

In Table 1, the work related to detect the malware in the IoT environment 

is discussed in elaborated manner. The approach used to detect botnets 

broadly classified into three type viz., signature based detection, honeypot 

detection and behaviour based detection. The existing work is designed using 

signature based detection, one of the traditional methods used to detect the 

malware. It provides high accuracy when compared to other technique, but it 

is prone to unknown attacks. Secondly honeypot detection like former 

method is also capable of capturing all attacks. But it fails to detect the 

attacks which are not accessible from it. Honeypot only detects the attack 

which comes directly to it. Moreover, if the honeypot is hacked by the 

attacker very soon it is easy for the hacker to cease the entire network 

attached to it. Thirdly behaviour based method, this model works according 

to the behaviour of the platform where it was implemented on it. In this 

survey, this model is expressed in three different ways such as simulation 

based method, machine learning and deep learning based method. In the case 

of simulation based method it works only on the emulated data rather than 

real time network data. Manually, it is impossible to generate all types of 

attack to test the designed model. Meidan et al [8] designed a model and 

trained only with benign traffic using deep autoencoders to capture malicious 

traffic. In this regard, the author has designed a separate model for each 

device. So it is easy to conclude that without prior network dataset, this 

model cannot run on that particular IoT device. Azmoodeh et al [9] proposed 

a model which operates on opcode sequence and trained using deep eigen 

space vector. Always deep learning model requires high amount of training 

data to produce high accuracy. Since IoT device is said to be resource 

constrained it is again an obstacle to implement these kind of model to 

implement in IoT device. Pajouh et al[10] presented a detection model for 

IoT device, it mainly deals with dimension reduction of the dataset. In this 

paper, the designed model is not trained and tested with the real time dataset. 

Nõmm et al[11] presented a common unsupervised model for all sorts of IoT 

device. The author has concentrated more on dimensionality reduction of the 

dataset. The approaches used for feature reduction are Hopkins statistics, 

Entropy and variance based feature reduction methods. Then the classifiers 

used in the classification process are SVM and Isolation forest. Shafi et al 

[12] proposed fog based SDN controlled intrusion detection and prevention 

systems for IoT devices. Author utilized multiple classifier system by the 

Recurrent Neural Network, Multi-Layer Perceptron and Alternate Decision 

Tree at the cloudlet or fog and it is further controlled by SDN manager. 

Nguyen et al [13] proposed a security architecture, namely SeArch, It works 

in a distributive manner and it is specifically for cloud based IoT gateways  
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which deploy intrusion detection techniques at three different nodes such as 

edge, fog and cloud. Hosseinpour et al [14] also presented an idea towards 

IDS which relies on three nodes namely edge, fog and Cloud. In this regard, 

author implements artificial immune system in a distributive way along those 

three nodes in order to discriminate normal traffic from malicious.   

In this literature survey, it is clear that there is no previous research is 

based on an outlier detection algorithm which is applied for the IoT 

malwares. In this work, density based outlier detection technique is applied. 

DBSCAN (Density-based spatial clustering of applications with noise) is a 

density based clustering algorithm and it is capable of detecting collective 

outlier. Collective outlier is defined as the collection of points deviated from 

the entire dataset and this phenomenon is matched with the occurrence of 

malicious traffic in the IoT environment. Because the occurrence of malware 

attack cannot be considered as point or contextual outlier. In this algorithm, 

clusters are generated in any shape based on the values given in the dataset. It 

does not require the number of clusters to be formed from the user side.So 

this algorithm has the flexibility to work on a real time dataset. The clusters 

which lies in the lower density region is said to be outliers whereas clusters 

lies on the high density region is called as normal occurrence. The resultant 

clusters are then further classified into subcategory using three different 

machine learning classifiers such as SVM, Naïve Bayes and decision 

tree(ID3) these are common algorithms which are suitable for intrusion 

detection and it has been already proved in recent research[15] , So in this 

paper, these algorithms are adopted to implement in intrusion detection for 

IoT environment. 
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Table 1: To summarize the methodology used by the existing work 

 
Author & year Type of 

Approach 

Technique Used Deployed 

at 

Input type Captured 

Attack 

 Meidan et al [8] & 2018 Deep learning 

based approach 

Deep Autoencoders Network 

layer 

Statistical Network 

attribute 

Mirai and 

BASHLITE 

Azmoodeh et al [9] & 

2016 

Deep learning 

based approach 

Deep eigen space learning IoT 

device 

Opcode sequence All possible 

IoT attacks 

Abbas et al [16] & 2017 Signature based 

detection 

- IoT  

device 

Signatures of 

system call of files 

All known 

attacks 

Habibi et al [17]& 2017 Simulation 

method  

Whitelist based mitigation router Suspicious file All possible 

IoT attacks 

Pajouh et al[10] & 2016 Machine 

Learning based 

approach 

Principal Component 

Analysis(PCA) 

Followed by KNN, Naive 

Bayes 

Network 

layer 

Network Traffic U2R and R2L 

attack 

Zhang et al[18] & 2015 Simulation 

method  

- Simulated 

IoT  

device 

Network Traffic IoT attack 

Hughes et al [19] & 2014 Signature based 

detection 

Logistic Regression IoT 

Device 

Signature of 

malware behaviour 

All known IoT 

attack 

 Yin Minn pa pa [20] & 

2015 

Honeypot Based 

Detection 

telnet based emulation IoT 

network 

Network Traffic of 

Malicious attack  

telnet based 

attacks 

Dowling et al[21]  & 

2017 

Honeypot Based 

Detection 

Zigbee protocol based 

emulation 

Wireless 

sensor 

network 

Network Traffic of 

Malicious attack 

IoT attack 

Slay et al[22] & 2018 Machine 

Learning based 

approach 

Decision Tree, Association 

Rule Mining, Artificial 

Neural Network and Naïve 

Bayes 

Network 

layer 

Network traffic IoT Botnets 

Dao et al[23] & 2017 Filter based 

Simulation 

method 

Self organising map(SOM) IoT  

device 

IoT Traffic DDoS attack 

Ozcelik et al [24] & 2017 SDN and Fog 

based approach 

Threshold Random Walk 

with Credit Based Rate 

Limiting (TRW-CB) and 

Rate Limiting. 

Fog and 

IoT 

device 

IoT Traffic Mirai 
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4 Design of the proposed model 

 

 

Figure 1. Framework of the Proposed Model 

 

 

   This model works on the network traffic generated by the nine different IoT 

devices. Meidan et al[8] generated this dataset which comprises of both 

normal and botnet attack traffic. Author induces two major botnet attack, 

namely Mirai and Bashlite. As illustrated in the Figure 1, this framework 

consists of three phases: feature extraction, clustering and classification. 

 

4.1 Feature Extraction 
 

     This dataset consists of 115 network traffic attributes. Since this 

framework concerns only for IoT devices, the number of attribute must be 

reduced due to the space complexity. To do that in an efficient manner, 

Principal Component Analysis(PCA) is used for this step.  
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4.1.1 Principal Component Analysis 
 

 The goal of principal component analysis (PCA) is to reduce the 

dimensionality of a data set consisting of a number of variables correlated 

with each other, while retaining the variation present in the dataset, up to the 

maximum extent. The same is done by transforming the variables to a new 

set of variables, which are known as the principal components and are 

orthogonal. Always the 1
st
 principal component retains maximum variations 

that were present in the original components. The principal components are 

the eigenvectors of a covariance matrix, and hence they are orthogonal. In 

this regard, top two principal components (PC’s) are considered for this 

work. 

 
 

Steps involved in PCA algorithm 

Input: N-Dimensional Dataset(DN=d1, d2 d3… dX ) 

Output: Reduced Dataset(Dr = d1, d2 d3… dy) 

Function_PCA 

Begin 

DN-1`= remove the class labels of DN 

Compute mean values for each dimension (N-1), Dmean = 
 

 
∑     

    . 

Calculate the covariance matrix Dcovariance =
 

 
∑              

    

Calculate the eigenvalues(e1, e2, e3,….. ex ) and eigenvectors(1,2,3,……x) 

Arrange the eigenvectors in the given order  1≥2 ≥3≥……x  and choose k 

eigenvectors with largest eigen values to form (N-1)xk matrix 

Use this  (N-1)xk matrix to transform the samples onto the new subspace Dr.  

End 

 

4.2 Clustering 
 
         Unlike all traditional machine learning techniques, clustering does not 

require any sample data for training purpose. Since storing the previous 

network traffic is again a backlog for resource constraint IoT devices, outlier 

detection technique based on clustering is deployed. Among all clustering 

algorithm, DBSCAN is capable of clustering the data in presence of noise. In 

this scenario, routers/gateways receive all sorts of IoT device’s packets. 

Using DBSCAN algorithm, the traffic is clustered based on the density, 

whereas high density clusters are considered as normal traffic and low 

density clusters are considered as malware traffic. 

https://sebastianraschka.com/Articles/2014_pca_step_by_step.html#transform
https://sebastianraschka.com/Articles/2014_pca_step_by_step.html#transform
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4.2.1 DBSCAN  
 

 Density-based spatial clustering of applications with noise(DBSCAN) is 

an algorithm which is used to cluster the given data points in 2-dimensional 

space. These clusters are formed based on the distance measurement like 

Euclidean distance. DBSCAN requires two input parameters such as Minpts 

and Eps. Minpts denotes the minimum number of data points required to 

form the cluster. Eps denotes the eligible distance between the data points to 

consider them as neighbors.  

 The clusters obtained using DBSCAN clustering approach is analyzed to 

detect the botnet traffic. The clusters found in the low density region are 

identified as malicious traffic, whereas a cluster lies in the high density 

region implies as normal occurrence. 

 

Steps involved in DBSCAN algorithm 

 

Input: ε, minpts, Reduced Dataset(Dr = d1, d2 d3… dy) 

Output: Set of clustersC:(C1, C2 C3… Cm) 

Function_DBSCAN(ε, minpts, Dr ) 

Begin 

E = Select a random data point. 

Mark E as visited 

N = Extract the neighbor points of E using ε 

If  |N| < minpts then 

      Mark E as outlier/anomaly  

Else 

     C  ← {E} 

For each point E’     N do 

  N  ← N/E’ 

     If E’ is not visited then 

       Mark E’ as visited 

N’  ← Extract the neighbor of C’ 

If |N’| ≥ minpts then 

    N  ← N U N’ 

If E’ is not member of any cluster then 

 C ← C U {E’} 

Endif 

Endif 

End 
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4.3    Classification 

 The formed clusters are labelled as normal and malicious appropriately 

corresponding to its density of the clusters. The labelled clusters are 

classified using three machine learning classifiers viz., Support Vector 

Machine (SVM), Decision tree and Naive Bayes. 

 

4.3.1 Support Vector Machine  

 SVM is a most commonly used learning algorithm for classification. 

This algorithm plots its n- feature in n-dimensional space. Then the algorithm 

will create a few hyper plane which cuts the data points into two classes. 

Among the few hyper planes, one of the best plane is selected on the basis of 

classification. 

4.3.2 Decision Tree 
 

 Decision tree is a branch like structure algorithm. Here each attribute acts 

as a node and the relationship between the node acts as branches. Each 

branch is divided based on some decision or condition. This algorithm works 

well for the classification task. In this case, this algorithm is utilized here to 

classify malicious clusters from the normal clusters. 

 

Steps involved in decision trees 

Input : Dr ,Set of classified Instances 

Output: Decision tree 

Function_Decision Tree 

             Repeat  

Maxgain ← 0 

SplitA ← nill 

e ← entropy(Attributes) 

For all Attributes in D do 

    Gain ← InformationGain(a,e) 

If gain > maxgain then 

Maxgain ← gain 

SplitA ← a 

Endif 

Endfor 

   Partition(D,SplitA) 

   Until all partitions processed 

End  



                                                                                                                  
 

 

 
 
 
 

An Efficient Botnet Detection Approach for Green  IoT  Devices Using Machine 

Learning Techniques  1063 

 
4.3.3 Naïve Bayes  
 

 Naïve Bayes algorithm works based on the Bayes theorem. It states that 

any two features classified is independent of each other. This classifier is 

well suited for high dimensional dataset. This algorithm performs the 

classification based on its previous occurrence and it is termed as prior 

probability. 

 

5 Results & Discussion 

 

 The algorithm PCA and DBSCAN in proposed model was implemented 

on a Core i3 Laptop with 2.30 GHz CPU and 4 GB RAM using Rstudio 

version 3.5.1 software environment. Then the three classifiers were 

implemented using the WEKA software suite. 

5.1 Dataset Description 
 

 The dataset N-BaIoT consists of traffic flows generated by the nine 

different IoT devices. All devices were subjected to two kinds of attacks, 

namely Mirai and Bashlite attack.  Mirai attack has executed in five series 

stages they are Scan, Junk UDP: TCP, COMBO. Like Mirai, Bashlite attack 

also has five stages they are Scan, Ack, Syn, UDP and UDP plain. 

 

5.2 Outcome of Clustering 
 

 For the evaluation purpose, benign traffic of all devices were combined. 

In the same way, the dataset of Mirai and Bashlite attacks of all devices was 

combined, for example traffic of SCAN attack in Mirai is combined for all 

IoT devices. The clustering algorithm DBSCAN are performed on this 

combined dataset. In order to achieve high accuracy, the parameter Minpts 

and Eps has been tuned for many times. Table 2 lists the appropriate input 

parameter values for the corresponding botnet attack and it is very easy to 

conclude that Minpts values varies from 37 to 40 and Eps has lies between 

0.12 and 0.20. The classification of low density and high density is based on 

its number of datapoints present in the clusters. Based on the experiments, it 

is observed that for various types of attacks, the number of datapoints in high 

density is from 110 to 5000. The clusters which have datapoints equal to or 

less than 50 is said to be low density clusters. On this basis the clusters are 

portioned into normal (low density clusters) and malicious (high density 

clusters).  The accuracy of the cluster formation done by the DBSCAN 

algorithm is measured by the following equation (1) and the results are 

depicted in Figure 2 and 3: 
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Overall accuracy rate = 
∑                  

                   
                                                  (1) 

 

 

 

 

 
Table 2: Performance and input parameters of DBSCAN 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Type of Attack Mi

npt

s 

Eps Number of 

clusters 

formed 

Overall 

accuracy 

rate(%) 

Bashli

te 

Scan 38 0.12 5 98 

Junk 40 0.15 8 95 

UDP 37 0.16 6 92 

TCP 40 0.20 6 92 

COMBO 40 0.15 7 95 

Mirai Scan 37 0.15 7 97 

Ack 40 0.10 6 95 

Syn 37 0.15 8 97 

UDP 37 0.15 7 98 

UDP 

PLAIN 

37 0.16 8 97 
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    Figure. 2. Accuracy of DBSCAN algorithm to detect attack 

             (a) Bashlite , (b) Mirai 
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Figure.3. Clusters formed in SCAN attack using DBSCAN 

(a) Bashlite  (b) Mirai 

 

In Figure 3 the clusters of SCAN attack in Mirai and Bashlite has been 

illustrated. In Figure 3(a) the cluster colored in blue and black is considered 

as anomaly whereas clusters colored as red, green and pink are considered as 

normal traffic. Likewise, in Figure 3 (a & b) the clusters colored in blue are 

considered as anomaly and the remaining clusters are considered to be 

normal. The accuracy of cluster formation using DBSCAN lies in between 

92% to 98% whereas Emadi, H. S et al [25] used DBSCAN for clustering the 

sensor data and achieves accuracy of 95.1%.  It is concluded that DBSCAN 

suits for clustering the real time network traffic of IoT environment. 
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5.3 Outcome of Classification 
 

 The performance of the three classifiers has been calculated by using the 

following metrics 

 Accuracy 

The accuracy of the classifier can be defined as the total number of 

correctly predicted instance in the given dataset. 

         
     

           
 

 Precision 

The Precision can be termed as the ability of the classifier should 

correctly label the malicious traffic as attack. 

           
  

     
 

 Recall 

 

Recall can be defined as the number of correctly       predicted normal traffic 

instances. 

       
  

     
 

 F-measure 

F-measure can be defined as the weighted harmonic mean of precision 

and recall. 

            
                

                
  

 Response time 

The total time taken by the classifier to build the model accurately. 

Figure 4 (a&b) illustrate response time taken by the three classifier for 

the two attacks. The response time for decision tree lies between the value 

from 0.01 to 0.06 and for Naïve Bayes the values varies from 0.01 to 0.2 

whereas for SVM the time lies from 0.05 to 0.13. Figure 4a shows that for 

SCAN attack, ID3 and Naïve Bayes have lower value whereas SVM takes 

more time to detect. In the case of Junk and COMBO attack, ID3 has low 

response time than NB but SVM has higher response time than NB. Both 

classifier ID3 and NB detect UDP and TCP attack in minimum span of time 

than SVM. On the whole SVM is much sensitive to Bashlite attack than ID3 

and NB. 
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Figure 4b illustrates that ID3 has less sensitive towards all the five stages 

of Mirai attack. In another point of view, all the three classifiers takes less 

response time for the 4
th
 stage ―UDP‖, this shows that Mirai attack can be 

detect at the 4
th
 stage rather than its 1

st
 stage whereas Bashlite attack can be 

in less time detected at the 1
st
 stage itself. 

In Figure 5(a) accuracy plot shows how each stage in Bashlite attack got 

classified accurately, SVM shows higher accuracy for SCAN than the other 

two classifiers. JUNK got similar accuracy around 99.50 for the three 

classifiers. For UDP & COMBO, the ID3 shows high accuracy about 99.81. 

For TCP, all the three classifier shows nearly similar value from 99.75 to 

99.78.  In figure 5b accuracy plot for Mirai attack has been demonstrated for 

each stage. In figure 6(a & b) the precision of both the attack is 

demonstrated. Precision values for all the stages is given for both the attacks 

are high ~0.995 except for UDP in both the attack are somewhat low around 

~0.866. This scenario matches for all the three classifiers. Table 2 

demonstrates the overall performance metrics of these algorithms which 

helps to find out the efficient classifier .By taking account into all the 

metrics, it is very easy to conclude that decision tree is very suitable to detect 

traffic of IoT Botnet. 
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(b) 

Figure. 4. Response Time to detect the attack 

(a) Bashlite (b) Mirai 
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(b) 

 

Figure. 5 Accuracy given by the three classifiers 

                                                   (a)Bashlite (b) Mirai 

 

 
 

 

 
 

Figure 6 Precision for the three classifiers (a) Bashlite , (b) Mirai  
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Since decision tree produces high performance than other two classifiers 

for further discussions, its result will be considered accordingly. In 

comparison with other existing work such as Meidan et al [8] requires the 

detection time around 174 to 212 milliseconds but this works requires only 

around 60 milliseconds to detect all types of attacks. Table 3 compares the 

performance of the proposed model with existing work in terms of its 

accuracy. The accuracy produced by this model in the range between 98.05% 

to 99.81% to whereas the existing work achieves significantly lesser 

accuracy than this model. Table 4 demonstrates about the performance 

metrics for each classifier on detecting the attack. 
Table 3: comparison of proposed model with existing work 

 
Methodology Methodology 

used 

Accuracy (%) Precision  Recall 

Existing Work hodo et al[26] Multilayer 

perceptron 

99.4 N/A N/A 

pajouh et al 

[10] 

Naïve Bayes and 

K-nn 

84.82 N/A N/A 

Alghuried, 

A[27] 

IWC and 

Decision tree 

97 0.78 0.98 

Bezerra et 

al[28] 

OCSVM 96.65 to 

99.33 

0.95 to 0.96 0.99 

Nõmm, S et 

al[11] 

OCSVM 86.18  0.50  N/A 

IF 95.65 0.90 

 Kumar, A et 

al[29] 

Random Forest 88.8 0.86 1 

k-nn 94.44 0.92 1 

Gaussian Naïve 

Bayes 

77.78 0.75 1 

Emadi, H. S et 

al [25] 

SVM 97.1 N/A N/A 

 Shafi et al[12]  E3ML ~99 ~0.98 ~0.97 

 Nguyen et 

al[13] 

SeArch 95.50 0.95 0.95 

 Hosseinpour et 

al[14] 

Artificial Immune 

system 

98.35 0.97 1 

 Rathore et al 

[30] 

ELM based Semi-

supervised Fuzzy 

C-Means 

method(ESFCM) 

86.53 86.59 86.11 

Proposed work Shobana et al SVM 97.40 to 

99.81  

0.97to 0.99 0.97 to 

0.99 

Naïve Bayes 91.88 to 

99.80 

0.86 to 0.99 0.91 to 

0.99 

Decision Tree 98.03 to  

99.81 

0.98 to 0.99 0.98 to 

0.99 
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Table 4 Performance metrics of classifiers on detecting the attacks 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
6 Conclusion 

 In this paper, IoT botnet attack has been identified with less 

computation using density based outlier detection algorithm DBSCAN and 

its dimensionality reduction has been carried out using PCA. The formed 

clusters are accurately classified by the Decision tree when compared to 

other two classifiers. This model works on the basis of the present data rather 

than referring the previous network traffic and it improves the intelligence of 

the IoT devices to identify the malicious traffic from the normal traffic. Since  

 

Classifier Type of Attack Recall Precision F-

measure 

ROC Accuracy 

(%) 

ID3 

BASHLITE 

Scan 0.980 0.980 0.980 0.984 98.03 

Junk 0.995 0.995 0.995 0.968 99.50 

UDP 0.998 0.998 0.998 0.988 99.81 

TCP 0.998 0.998 0.998 0.984 99.75 

COMBO 0.998 0.998 0.998 0.988 99.81 

MIRAI 

Scan 0.998 0.998 0.998 0.988 99.81 

Ack 0.997 0.997 0.997 0.991 99.69 

Syn 0.998 0.998 0.998 0.984 99.75 

UDP 0.998 0.998 0.998 0.988 99.81 

udpplain 0.998 0.998 0.998 0.988 99.81 

 

NAÏVE 

BAYES 

BASHLITE 

Scan 0.974 0.974 0.973 0.859 97.44 

Junk 0.995 0.995 0.995 0.965 99.50 

UDP 0.919 0.866 0.886 0.504 91.88 

TCP 0.998 0.998 0.998 0.986 99.78 

COMBO 0.998 0.998 0.998 0.988 99.80 

MIRAI 

Scan 0.976 0.977 0.974 0.844 97.60 

Ack 0.997 0.997 0.997 0.978 99.69 

Syn 0.998 0.998 0.998 0.986 99.78 

UDP 0.919 0.866 0.866 0.504 91.88 

udpplain 0.998 0.998 0.998 0.968 99.78 

SVM 

BASHLITE 

Scan 0.988 0.988 0.988 0.988 98.82 

Junk 0.995 0.995 0.995 0.976 99.50 

UDP 0.993 0.993 0.993 0.996 99.32 

TCP 0.998 0.998 0.998 0.992 99.75 

COMBO 0.998 0.998 0.998 0.994 99.81 

MIRAI 

Scan 0.974 0.975 0.972 0.996 97.40 

Ack 0.997 0.997 0.997 0.991 99.69 

Syn 0.998 0.998 0.998 0.992 99.75 

UDP 0.993 0.993 0.993 0.996 99.32 

udpplain 0.996 0.996 0.996 0.998 99.56 
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this model works on statistical network attribute, it is easy for this model to 

capture the unknown malware attack rather than the existing model. 
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