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Abstract 
 

Cloud computing is an inevitable technology for Remote Healthcare System 

(RHS), as it demands greater data availability. The healthcare information of 

the patients is stored in remote cloud storage and are highly susceptible to 

security breaches. Hence, it is quintessential to safeguard the sensitive 

healthcare data for ensuring data integrity and consistency. The healthcare 

data must be protected from intruders, so that they infer anything from the 

outsourced data. This work imposes two security policies such as 

watermarking and chaotic encryption for safeguarding the data. The 

watermarking phase is based on dual transforms followed by the process of 

chaotic encryption. The performance of the proposed work is assessed with 

the standard performance measures and the results are verified against the 

existing approaches. 

 

Key words: Green cloud computing, remote healthcare system, security, 

cloud data storage, data privacy. 

 

1 Introduction 
 

Remote Healthcare System (RHS) is one of the crucial yet beneficial 

applications of today’s smart world, as it brings in so many attractive  

 
Journal of Green Engineering, Vol. 10_7, 3655–3671 
© 2020 Alpha Publishers. All rights reserved 



                                                                                                                  
 

 

 

 

 

 
3656 B.Jyoshna et.al 

 

features. Some of the benefits of RHS are as follows. Medical diagnosis can 

be made by considering the opinions of numerous medical experts, which 

increases the efficiency and diagnostic accuracy rates. The healthcare experts 

can access the medical data from anywhere at any time. The physical 

presence of the patient is no longer required in RHS and the reports alone are 

enough for further analysis. In fine, RHS enhances the Quality of Service 

(QoS) to the patient community.  

  In spite of all these advantages, the RHS suffers from several issues such 

as interoperability, compatibility, security related issues and so on [1, 2]. 

However, security related issues are the most serious and needs to be 

addressed. The medical data demands more privacy and must be safeguarded 

from the malicious intruders. The healthcare data are being stolen and 

misused by the intruders for monetary benefits or to collapse the security of 

the system yet, the objective of intruders are unpredictable. 

  The healthcare data can take different forms such as text, digital images, 

and videos and so on. Text is the most important type of data and the graphic 

data is the most commonly distributed medium of health data. For instance, 

all the scanning technologies employ imaging formats to generate reports and 

there are several technologies such as X-rays, Magnetic Resonant Imaging 

(MRI), Computed Tomography (CT) and so on [3-5]. These medical imaging 

techniques are quite prominent with high utility degree in the medical 

science. As images represent the present health status of the patient without 

any predictions, the medical images play an significant role in disease 

diagnosis.  

  The RHS stores these digital medical health records in a remote server, 

such that the healthcare experts can access the required data and provide 

necessary services. Cloud computing is the technology that provides 

plenteous services to the consumers in different flavours. Cloud data storage 

is one of the best solutions for remote data storage and maintenance, as it 

ensures data availability and flexibility. The storage space can be expanded 

or minimized, as per the current demand. Therefore, cloud data management 

plays an essential role in RH systems. However, the confidentiality and 

privacy of the healthcare data is of utmost importance and are needed to be 

ensured by the RH system. 

  The digital health records are needed to be safeguarded from intruders, 

such that the medical data cannot be accessed or misused. The term ‘data 

protection’ indicates several facets of security such as confidentiality, 

integrity, access control, authentication, authorization and so on. This work 

focuses to safeguard the medical images being stored in the cloud storage 

server by hiding the medical image under a cover image, such that the 

intruders find it difficult to gain information. However, the quality of the 

medical image must not be affected, as the data hiding process is involved. 
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  This work understands the challenges and necessity of the data security 

and presents a security scheme based on the concepts of watermarking and 

cryptography. The complete work is divided into two phases such as 

watermarking and cryptography. The proposed watermarking concept is 

based on dual transforms and chaotic map based cryptography. The 

watermarked image is then encrypted by chaotic map. This work’s major 

contributions are described below. 

  This work relies on two different transforms such as Lifting Wavelet 

Transform (LWT) and Discrete Cosine Transform (DCT) for obtaining the 

energy and significant features of the image. 

  The encryption scheme is based on Arnold’s cat map transform that 

relies on 128 bit key.  

  The quality of the medical data to be transmitted is analysed and the 

image quality remains better even after encryption, which is proven by image 

quality measures. 

  The medical images are encrypted and then stored in cloud storage, 

which ensures better security and privacy, while the RHS avails all the 

attractive features of cloud computing. 

  The remainder of the document is structured as follows. Section 2 

addresses the associated state-of-the-art image security in literature. Section 

3 deals with the proposed approach to safeguard the medical image based on 

watermarking and cryptography. Section 4 measures the efficiency of the 

planned study and section 5 draws the conclusions. 

 

2 Review of Literature 
 
  This segment discusses the similar research in relation to secured cloud-

based image storage. 

  A secure outsourcing Scale Invariant Feature Transform (SIFT) based 

image feature extraction in encrypted domain is presented in [6]. This work 

employs levelled homomorphic encryption scheme based on encoding 

processes such as division and derivative encryption. Here, the data owner 

encrypts the data before performing data upload. In [7], a robust encryption 

scheme for quantum medical images is presented. The encrypted healthcare 

images are forwarded to the healthcare staff through cloud. The encryption is 

carried out by chaos based quantum encryption technique, which works on 

gray code and chaotic map. Initially, the quantum image is messed up by 

quantum gray code and then the image is encrypted by quantum XOR 

operation with the logistic sine map.  

  A visual encryption scheme for edge computing to ensure biometric 

security is presented in [8]. This work is based on zero-watermarking to 

safeguard the multimedia content, which are easily replicable. Visual 

cryptography is employed to carry out encryption and the shares are 

generated, such that the visual appearance of the images is unaffected.  
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  In [9], a secured cloud computing model is presented for medical images 

on the basis of watermarking and encryption. This work implements the idea 

with the help of Raspberry pi and local cloud server. The medical images are 

encrypted by watermarking and the medical text is encrypted by Advanced 

Encryption Standard (AES) algorithm. The encryption and watermarking 

keys are encrypted and saved in the database. 

  In [10], a secure medical image framework is presented for contrast 

improvement reversible data hiding and homomorphic encryption is 

presented. A reversible data hiding approach is presented for extracting the 

lesions and the private data is hidden into the medical images. The image 

encryption is carried out by homomorphic encryption in association with 

chaotic map. A large-scale privacy preserving Content Based Image 

Retrieval (CBIR) on cloud computing is proposed in [11]. This work 

provides the access control feature, such that the authorized users alone can 

access the images. 

  A Deoxyribo Nucleic Acid (DNA) computation based image encryption 

scheme is presented for cloud supported Closed Circuit TeleVision (CCTV) 

in [12]. The image encryption is performed with the help of DNA coding and 

hyperchaotic map. In [13], an encryption algorithm for colour images that 

relies on dynamic chaos and matrix convolution is presented. This work 

employs the generalized Fibonacci with complex chaotic sequence based on 

the random variation of the chaotic sequence. The pixels of the images are 

messed up with the help of chaotic sequence over the Red, Green and Blue 

components of the images. The chaotic sequence value is applied on the 

matrix convolution algorithm and the permutation transformation of the 

original pixel value is acquired. At last, the modified pixel values are 

performed with a two-way XOR operation to obtain the encrypted image. 

  In [14], a secure watermark detection and storage framework based on 

compressive sensing is presented. This work operates on multimedia data 

along with the secret watermarking pattern for securing the images. MPC 

protocols are utilized in the compressive sensing transformation phase, in 

order to preserve the matrix under the semi-honest security model. A digital 

watermarking based encryption technique is presented on the basis of FPGA 

accelerator in [15]. Initially, Discrete Cosine Transform (DCT) is applied for 

transforming the image to frequency domain from spatial domain. The 

accelerated kernel on FPGA cloud platform speeds up the watermarking 

process. Both CPU and FPGA architectures are combined together to attain 

OpenCL architecture.  

  A reversible data hiding technique is proposed on the basis of chaotic 

encryption is presented in [16]. The proposed data hiding method follows the 

absolute moment block truncation coding. The high and low mean tables are 

obtained from the compressed image and segregated into multiple blocks. 

Each block is loaded with secret data with the help of   N-bit plane truncation 

approach along with chaotic encryption scheme. 
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  In [17], a hybrid cloud is presented for medical resource sharing system 

between different healthcare providers. This work handles the 

interoperability related issues and the collected medical data are converted to 

a standard form. The hashmap technique is employed to index the patient 

information, while providing the framework for the healthcare professionals 

to share the medical data. An encrypted image retrieval technique is 

presented in [18], which works on the basis of harris corner optimization and 

LSH in cloud computing. Initially, the image features are extracted through 

Harris algorithm, followed by the application of Speeded Up Robust Features 

(SURF) and Bag of Words (BoW) model, in order to obtain the feature 

vector of the image. The index of the feature vector is created by the local 

sensitive hash algorithm and the images are protected by chaotic encryption 

scheme.  

  A hash based encryption scheme is presented for the key frames of 

diagnostic hysteroscopy video in [19]. The image color coding technique 

enhances the security of the key frames being extracted from the video data. 

The cryptographic key is produced by the 2D logistic map for framing the 

stream key. In [20], a secure large scale image retrieval method is presented 

for cloud computing. The binary signatures of images are produced by the 

hamming embedding algorithm and the image features are represented in a 

histogram format. The binary signatures are then treated by min-hash 

algorithm for producing the security index. 

  In [21], a secure mobile image sharing approach is presented for 

encrypted data over cloud computing environment. Initially, the process of 

indexing takes place and two different algorithms meant for secure image 

generation from encrypted candidate set. A colour image encryption scheme 

meant for secure resource sharing on the basis of optical chaos is proposed in 

[22]. Initially, the optical signal is generated by means of Mutually Coupled 

Semiconductor Lasers (MC-SL) based on chaos synchronization. The 

watermarked color image is encrypted by Josephus traversing and logistic 

maps. The encrypted data is then shared in the cloud. 

  Motivated by these existing works, the proposed work attempts to 

present a secure image data storage scheme for cloud computing 

environment based on the concept of watermarking. 

 

3 Proposed Medical Image Protection System Based on 
Optimized Watermarking and Cryptographic Techniques in 
Cloud Environment 
 
  This segment of the paper discusses the work overview followed by the 

detailed discussion of the proposed work. 
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3.1 Overall Work Flow 
 

  Cloud data storage promotes numerous advantages for remote service 

provisioning systems. RHS is becoming popular, owing to the advent of 

cloud computing technology. The entire flow of the proposed work is 

depicted in figure 1. 

 

  

  
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig.1: Overall work flow of the proposed approach 

   

  However, the cloud data server is a third party entity and the security 

breach in healthcare data storage leads to several privacy related issues. 

Hence, it is always better to protect the healthcare data before outsourcing. 

The encryption is carried out in the user side and the intended receiver alone 

can decrypt the data for gaining the access. This work employs watermarking 

and cryptographic concepts together to ensure better data security. The 

proposed work can be divided into two phases, which are watermarking and 

encryption. In the image embedding stage, LWT and DCT are applied over 

the cover and watermark images. The watermarked image is then encrypted 

and stored in the cloud data storage. When there is a need to share or access 

the data, the image decryption takes place and the embedded image is 

extracted from the cover image. The main challenge involved in this work is 

that the watermarking and encryption processes must not affect the image 

quality, as the medical image meant for diagnosis is considered. All the 

processes included are listed in sub-sections below. 
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3.2 Watermarking Phase 
 
  The watermarking phase attempts to embed the secret image under a 

cover image. The secret image is the actual image to be protected, while the 

cover image acts as a covering medium. Here the cover image is visible to 

everyone, whereas the secret image can be perceived by the intended users 

alone. The watermarking phase is based on LWT, DCT and the consideration 

of sub-bands’ energy. The transformations are performed on the images, as 

discussed below. 

 

3.2.1 LWT  
  

  The LWT is implemented in a filter bank by means of four different 

filters, as in the case of Fast Wavelet Transform (FWT). The main 

advantages of LWT are better image reconstruction capability and the 

relationship it maintains with DWT. The image reconstruction is achieved by 

two decomposition and synthesis filters respectively. The significant concept 

of LWT is the polyphase representation, which means that the image is 

composed of odd and even components, as depicted in figure 2. 

 

 

 

 

 

 

 

  
Fig.2: Polyphase representation of LWT 

 

  In figure 2, Z represents the unit advance operator and the down-

sampling is carried out by 2. The Z domain representation plays a crucial role 

in LWT and the Z transform of odd and even polyphase components are 

represented in the following equations 1 and 2 respectively. 

                                                                  (1) 

                                                                             (2) 

  This LWT minimizes the extra coefficients and can be performed over 

both one and two dimensional wavelet [23].  

 

3.2.2 DCT 
 
  DCT transforms a series of data points into data spectrum, which 

eliminates the issue of redundancy and hence, it is employed in image 

compression. The DCT transform of an image f(u,v) with size N×N is 

represented by 
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     (3) 

  In the above equation, D(x,y) denotes the DCT coefficients, where 

0≤x≤N-1, 0≤y≤N-1. Here, N indicates the input image and the variables u,v 

range between 0 and N-1. The significant merits of DCT are its 

computational effectiveness and removes discontinuity in the signal [24]. 

 

3.2.3 Secret Image Hiding and Extraction Processes 
  

  The embedding process relies on dual transformations such as the LWT 

and DCT, as discussed in the previous sections. The secret image has to be 

hidden under a cover image and the texture of the cover image must be 

considered, for minimizing the perceptive degree of the secret image. The 

intensity of the secret image is minimized in the smoother regions of the 

cover image and vice versa. The algorithm to perform embedding process is 

presented as follows. 

Proposed Secret Medical Image Hiding Algorithm 

//Secret medical image hiding  

Input : Cover image C, secret image M 

Output: Data hidden image 

Begin 

    Apply LWT on C and M; 

    Apply DCT on the LL bands of the C and M images; 

    Compute the energy of the sub-bands by eqn.(4) 

    Embed the M image on the sub-band with greater energy; 

End; 

  The utilization of dual transformation helps in the consideration of both 

energy and features of the images. The energy of the sub-bands is computed 

by the following equation. 

                                                                  (4) 

  By this way, the secret medical image is hidden under the cover image 

and the perception degree of the secret image is minimized as much as 

possible. The energy of the sub-bands is considered for hiding the secret 

image, such that the quality of the image is unaffected and in turn diagnostic 

accuracy is better. The secret image is embedded by this way and the process 

of encryption is presented as follows. 

 

3.3 Image Encryption by Chaotic Maps 
 
  The image encryption phase of the proposed work is based on Arnold’s 

cat map and chaotic, which are explained in the following sub-sections.  

 

 

 



                                                                                                                  
 

 

 

 

 

 
Secured Remote Healthcare Application in Green Cloud Environment 3663 

 

3.3.1 Arnold’s Cat Map 
 
  This technique is meant for shuffling the image pixels by considering the 

iteration count fixed by the user. The function of Arnold’s cat map is 

presented in the following equation. 

                                                           (5) 

  In the above equation, a and b are the positive numbers which are the 

control parameters. (x,y) and (x',y') are the older and newer pixel positions of 

an image. As this process is repeated, this function minimizes the correlation 

between the neighbourhood pixels and the image seems to be deformed. The 

advantages of Arnold’s cat map are its simplicity, reversibility, space 

conservation and so on [25]. However, the main drawback of this map is 

periodicity, such that the original image can be obtained after certain 

iterations. This issue is overcome by the incorporation of logistic map. 

 

3.3.2 Logistic Map 
  

  The logistic map is a chaotic function meant for producing the pseudo 

random series based on the control parameters and initial state [26]. The 

logistic map function is represented by the following equation. 

                                                                           (6) 

  In the above equation, X∈(0,1) indicate the initial state and ∁ is the 

control parameter ranging between 0 and 4. Better chaotic behaviour is 

observed, when the value of ∁ is 3.9. This logistic map function is repeated 

for N×N times with respect to equation (6), in order to produce the pseudo 

random series with size N×N.  

 

3.3.3 Image Encryption 
 

  Initially, the user has to present a 128 bit secret key and the chaotic 

sequence is generated based on which, the image pixels are shuffled. As the 

pixel shuffling alone cannot arrive at efficiency, the pixel values are 

modified by means of pixel mask. The encryption mask is produced by the 

chaotic sequence and the pixel mask is created by XOR operation. Here, the 

condition is that the values in the mask must be in the range from 0 to 255, 

based on the size of the image, as represented by the following equations. 

                                                                                    (7) 

                                                                                         (8) 

  In the above equations, I_d is the completely encrypted image and I is 

the permuted image. The image encryption algorithm is presented as follows. 
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Proposed Image Encryption Algorithm 

Input : Original image 

Output : Encrypted image 

Begin 

Apply Arnold’s cat transformation by eqn.(5); 

Obtain user defined 128 bit key X_0; 

Obtain chaotic sequence X of size M×N by eqn.(6); 

Compare the ordered array and X w.r.t location index; 

Shuffle the image; 

Generate encryption mask by eqn.(7); 

Obtain encrypted image by eqn.(8); 

End; 

  Hence, the image is encrypted and is suitable for storage in cloud server. 

This work is meant for RHS and hence, it is quintessential to provide 

necessary security to the remotely stored medical data. The proposed work 

provides security to the medical data in two phases such as watermarking and 

encryption. The combination of both these techniques results in better 

security and the following section evaluates the efficiency of the proposed 

approach. 

 

4 Results and Discussion 
  

  The effectiveness of the proposed work is checked in a stand alone 

computer with 8 GB RAM and the simulation is done in MATLAB 2016B 

environment. The local database is utilized for storage. Different medical 

images such as CT, MRI and X-ray images are considered for providing 

security and the images are utilized from the open source [29]. The 

experiments are carried out for 100 images and the sample results are 

discussed in this section. The performance of the proposed solution is 

analysed in terms of different performance measures such as PSNR, MSE, 

correlation analysis, Number of Pixel Change Rate (NPCR) and Unified 

Average Change in Intensity (UACI). The findings obtained by the study are 

contrasted with existing methods such as hash based encryption [19], 

Homomorphic encryption [10] and AMBTC [16]. All the performance 

metrics are discussed in this section followed by the results. 

 

4.1 PSNR Analysis 
 
  PSNR analysis is meant for quantifying the visual difference between the 

images. Hence, the original and reconstructed images can be compared with 

respect to visual quality and is measured in logarithmic decibel. 

                                                                           (9) 
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  In the above equation, L is the greatest pixel intensity. The higher the 

PSNR, the greater is the picture quality [27]. 

 

4.2 MSE 
 
  MSE measures the resemblance between the original and reconstructed 

images [28]. When the similarity is greater, then the MSE is low and vice 

versa. The MSE is computed by the following equation. 

                               (10) 

  Here, Im^' and Im denote the original and reconstructed images 

respectively. MN represents the size of the image. 

 

4.3 NPCR and UACI 
 
  Both these NPCR and UACI are meant for checking the efficiency of 

cryptographic approaches against security attacks. NPCR denotes the total 

number of changed pixels between the cipher images of plain image (P) and 

mildly changed plain image (P’). The corresponding encrypted images of P 

and P’ are denoted by E and E’ respectively. 

                                                                    (11) 

  In the above equation, the width and height of the image are represented 

by W and H respectively. K(i,j) is represented by the following equation. 

                                                        (12) 

  Similarly, UACI measures the intensity changes on the encrypted images 

and the equation is presented as follows. 

                                                                       (13) 

  In the above equation, F is the largest pixel value in the encrypted image 

and T_p is the total number of pixels. The results attained by the proposed 

work are presented as follows. Initially, the visual results shown by the 

proposed work are presented in figure 3. 
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Fig.3: (a,b) Secret images (a1,b1) Cover images (a2,b2) Arnold’s cat map applied 

images (a3,b3) Logistic map applied images (a4,b4)  extracted images 

  From the visual results, it is evident that the extracted medical images are 

not deteriorated with respect to image quality. The visual appearance is 

measured by the PSNR and MSE analysis and the results are presented in 

Table 1. 
Table 1: PSNR and MSE analysis of the proposed work 

Images PSNR 

(dB) 

MSE (dB) 

MRI1  44.1 0.0012 

MRI2 43.7 0.0046 

CT1 43.2 0.0024 

CT2 44.8 0.0021 

X-ray1 43.2 0.0214 

X-ray 2 44.7 0.0412 

 

  The following table 2 shows the performance analysis with respect to 

NPCR and UACI analysis.  

 
Table 2: NPCR and UACI analysis of the proposed work 

Images NPCR UACI 

MRI1  0.914 0.3 

MRI2 0.974 0.33 

CT1 0.986 0.42 

CT2 0.988 0.41 

X-ray1 0.987 0.43 

X-ray 2 0.985 0.42 

 

  The correlation analysis of the pixels in different directions such as 

horizontal, vertical and diagonal are shown in table 3. 
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Table 3: Correlation of the proposed work 

Images Horizontal Vertical Diagonal 

MRI1  0.0006 0.008 0.002 

MRI2 0.0014 0.0006 0.0016 

CT1 0.0011 0.0016 0.0047 

CT2 0.0009 0.0027 0.0019 

X-ray1 0.0031 0.0061 0.003 

X-ray 2 0.0024 0.0018 0.0046 

 

  The experimental study shows that the proposed work shows better 

quality with minimal correlation between the neighbourhood pixels. The 

NPCR and UACI analysis also show the efficiency of the proposed work. 

The effectiveness of the proposed work is matched up with the existing 

approaches and the average results are shown in below figures 4 and 5. 

  
 

 

 

 

 

 

 

 

 

 

 

 

 

Fig.4: PSNR analysis in comparison with existing approaches 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig.5: Comparative analysis with existing approaches 
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  From the experimental results, it is evident that the performance of the 

proposed work is better in terms of image quality and security. As the 

proposed work relies on two important phases such as watermarking and 

encryption, the proposed work performs well. The results of this work are 

linked to the existing methods and the findings are discussed. The medical 

image is hidden in the cover image and the image is encrypted, such that the 

intruders cannot access any information from the image. Besides, the 

correlation analysis shows that the correlation between the pixels in different 

angles. The conclusions of the paper are summarized as follows. 

 

5 Conclusions 
  

  This paper presents a medical image protection system based on 

watermarking and encryption in cloud computing environment. This work is 

suitable for RHS, where the medical data are stored in cloud database server. 

However, the medical data demands privacy and the data needs to be 

protected by all possible means. This work imposes two security measures 

such as watermarking and chaotic encryption. The watermarked image is 

encrypted and the security level is heightened. The performance of the 

proposed work is analysed and the results are satisfactory in terms of 

standard performance measures. In future, this work can be extended to get 

implemented in real-time cloud environment. 
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