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Abstract 
 
Edge computing is decentralized computing technology to reduce cloud 

computing's overload or security problems that redirect local data to a central 

data center. Edge computing is emerging as a technology that complements 

cloud computing in the IoT environment where huge amounts of data are 

generated in real time.This paper introduces recent IoT network and edge 

computing technology and its applications on the healthcare services. This 

paper also proposes efficient resource management called CaRM to ensure 

stable data services for sensor nodes and edge gateways in the edge-based 

IoT environment.In CaRM, the context-based classification and dynamic 

resource management are devised to improve the stability and performance 

of IoT-based healthcare services. Based on the context-based classification, 

the sensor-level resource tree and application-level resource tree are 

generated. After creating a service-context tree that incorporates these two 

trees, CaRM controls the permitted range of individual resource consumption 

at each service level to guarantee ensured service.The amount of IoT data 

transfer should be reduced to operate on inexpensive edge gateways 

compared to powerful regular computers. The chained compression modules 

are constructed by multiple connections with small compression segments to 

reduce both compression and decompression overhead. 
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classification, edge-based IOT, edge Computing, compression and 

Decompression. 

 

1    Introduction 
 

The IoT sensor network has received significant attention in smart 

system areas [1][2]. Small IoT devices can be designed with on-board 

calculations, wireless communications and sensor detection abilities (Figure 

1). Recent work has also begun exploring the potential applications for 

measuring various IoT environments.  

The applications of IoT include energy usage monitoring and planning 

energy conservation in buildings, military and private surveillance, natural 

habitats monitoring for understanding environmental dynamics, and 

collecting data for learning environments. The IoT sensor network is 

different from the traditional stable networks since IoT applications 

automatically operate unattended and IoT sensor devices use limited battery 

and narrow wireless channel. 

 

 
Fig. 1: Examples of Small IoT Device Nodes 

Most IoT applications are data-centric since sensor nodes are designed 

from the point of measured data rather than identified data such as IP address 

of conventional networks. The measured data is the most important in sensor 

networks. From this architectural point of view, sensor network is treated as 

a huge database called sensor database [3].  

Recent column-based storage model [4]-[6] is more advantageous than 

general storage models for storing sensor data. A column-based data storage 

store data in the order of columns and not in the order of rows (records) as in 

general data storages. It is more I/O efficient for read-only queries, such as 

sensor queries, because it only accesses the columns (or attributes) required 

for the queries. 
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2 Related Works 
 
2.1 Overview of Edge Computing 
 

The IoT sensor network is defined as a distributed computing 

infrastructure that includes many IoT sensor devices that are well connected 

to each other (Figure 2).  

IoT edge computing [7]-[9] is emerging as a technology that 

complements cloud computing [10] in an IoT sensor environment where 

huge amounts of data are generated real-time. Edge is an endpoint device that 

is used by people or is built around us. 

 
Fig. 2: Example of IoT Sensor Network (Fire Monitoring) 

 

The IoT edge computing is a new paradigm that provides high 

computing resources close to distributed IoT devices. Therefore, IoT edge 

node can collect, classify, and analyze raw data streams locally instead of 

transferring them to the remote cloud, significantly reducing traffic 

overheads and speeding up the IoT big data process. However, where IoT 

edge nodes should be placed to facilitate communication between IoT 

devices and the edge nodes is still an important issue.  

Edge computing handles information processing, content collection, and 

delivery adjacent to endpoints. It processes tasks as locally as possible to 

reduce traffic and latency. In the future, special AI chips with better 

processing power, storage and other advanced features will be installed in 

various edge devices. As 5G technology matures in the future, the expanded 

edge devices will establish a more robust communication line with central 

services. This is because 5G provides lower latency and higher bandwidth. In 

the future, IoT will lead edge utilization, and most of the work will be done 

on edges rather than centralized clouds (Figure 3). 
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Fig. 3: Concept of IoT Edge-based Computing 

 

2.2 Iot Edge Computing Environment 
 

IoT-based edge computing is rapidly rising, and medical edge 

environment is an important IoT field. There are many different things to do 

in the medical IoT environment including medical information monitoring, 

control of medical actuators, management of medical sensor devices, device 

communication, remote care, and medical big data analysis. The following 

example is a brief representation of the medical IoT edge environment.In this 

medical environment, edge gateways play a central role in edge computing, 

and information should be output without delay to the medical terminals 

(Figure 4). Therefore, in most cases, predictable and fast responses are 

required. Examples that require a quick response include adjusting the 

frequency of electrical impulses based on heart rate or adjusting the insulin 

release rate in automatic pumps based on blood glucose and other vital signs. 

 
Fig. 4: IoT Edge Computing in Medical Environments [11] 
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Streaming a patient's medical signals to a control panel real-time is also a 

delay sensitive case. Using local processing power and local networking, 

medical gateways can stream real-time signals such as critical ECG 

(electrocardiograms) and artificial imaging to IoT tablets without relying on 

Internet connectivity [11]. 

 
Fig. 5: Display of medical tablet 

If the vital signs to be provided for this client terminal are not displayed, 

serious problems arise for both the patient and the medical institution. 

Compared to cloud servers, which can send notifications in several ways, 

gateways can only transmit vital data through limited media. However, even 

if the cloud server is unavailable, it is possible to independently transmit 

critical data around the gateway within the local network. In other words, the 

edge gateway architecture maximizes the reliability of the health care system 

and enables users to receive critical vital signs on time.However, the gateway 

must also store the received data in the local store. For secured data services, 

edge gateways use non-volatile memory, such as flash memory, as a local 

repository. Edge gateways can store data on local storage differently 

depending on the type and importance of healthcare. If necessary, the edge 

gateway also performs conversions to a medical standard format, such as 

Health Level-7 (HL7). In addition, medical data can be compressed or 

encrypted to be exported to higher systems, such as medical cloud. Thus, 

edge gateways require efficient data management to perform critical 

functions such as data analysis, compression, filtering, encryption, and so on. 

The transmission from edge gateway to the cloud is limited by network 

bandwidth, and data computations are limited by CPU power. In case of 

uneven data transfer, local storage should also act as a cache to maintain a 

continuous data stream. That is, edge gateways require techniques to 

maintain a stable health care service even if the network is unstable.Due to 

the nature of the medical environment, most tasks are highly sensitive to 

latency. In the case of 24x7 monitoring services, since rapid response to 

emergencies is essential, data transfer times should be minimized.  
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For example, in a cloud computing environment in which sensor data is 

transmitted from a remote sensor node to the cloud, poor network conditions 

can lead to information uncertainty due to response delays. Especially when 

streaming-based data such as ECG signals are processed, the situation 

becomes even worse. In this case, edge gateway architectures that use local 

networks are much more advantageous than cloud architectures. At the edge 

level, delay-sensitive decisions and high-priority data analysis are possible 

within the local network. Of course, data processed later can be transferred to 

the cloud for safe storage and further analysis. As an incidental effect, local 

processing at this edge layer can minimize traffic between edge gateways and 

the cloud. 

 

3 Guaranteed Resource Management for Iot Edge  
 

3.1 Concept of Context-Aware Resource Management 
 

This study propose an efficient resource management techniques to 

ensure stable data service for sensor node and edge gateway in IoT edge 

computing environments. To achieve the goal of guaranteed service 

reliability for transmission, storage, and processing data, a context-aware 

resource management (CaRM) scheme is proposed. In detail, CaRM exploits 

a context-based service classification method and dynamic resource 

management technique.To support efficient and stable service of the IoT 

data, the characteristics of the sensor node and the level of service assurance 

must be analyzed in advance. Furthermore, data generated continuously from 

many sensor nodes is high volume. If all the sensor data are delivered to the 

cloud server, this workload prevents critical sensor data from being 

processed in real time. Thus, local processing of edge gateway can increase 

service responsiveness and data reliability. Smart offloading techniques can 

eliminate unnecessary information in advance, so that only essential 

information is delivered to the cloud. Moreover, the battery consumption of 

individual sensor nodes can be also reduced.Compared to cloud architectures 

that rely on the Internet, edge computing exploits local networks to transfer 

critical data. Therefore, edge computing is essential in critical areas of delay-

sensitive fields such as medical IoT or military IoT environments. 

 

3.2 Classification of Iot Service Levels 
 

Although the proposed CaRM scheme is applicable to general IoT, this 

study focused on the uses of IoT in the medical fields for easy understanding. 

It considers all the resources associated with the quality of medical services 

as one integrated resource which includes communication bandwidth, storage 

memory, CPU resources, precision of sensor values, and frequency of sensor 

value transmission.  
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To enhance service efficiency and reliability, these resources need to be 

well classified before actual use.First, CaRM classifies all data services into 

different classes based on delay-sensitive levels. This classification applies to 

all sensor nodes connected to the medical gateways that serve as the core of 

medical IoT edge computing. Secondary classification includes service 

priorities, traffic type, user type, and the rate of change of sensor values.  

In the general environment, resource managers distribute computing 

resources in order, usually in first-in first-out (FIFO) mode, except in special 

cases. However, in a medical environment, there is a great need to prepare 

for emergencies and operate in a mode that specializes in urgent medical 

tasks (intensive care, patient monitoring) that deals with life. In emergency 

mode, the exclusive priority of task handling should be enhanced, while 

common sensor signals that are non-critical should be delayed or dropped. 

If the classification of medical service resources has been completed, 

CaRM can handle actual services efficiently by resource manager based on 

the traditional QoS (Quality of Service) [12][13]. The following examples 

are important sensor data to be considered in the health care environment and 

the associated service characteristics. 

1) Delay-sensitive characteristic: 

  Delay-sensitive: {ECG, heart rate, blood pressure},  

  Delay-insensitivity {room temperature, humidity, luminance} 

2) Transfer-priority characteristic: 

  High: {ECG, heart rate, blood pressure},  

  Mid: {temperature, battery level},  

  Low: {bedroom temperature, humidity, illumination}  

3) Transmission cycle characteristic: 

  Short-term: {ECG, heart rate},  

  Medium-term: {blood pressure, body temperature},  

  Long-term: {disease data}  

4) Processor scheduling characteristic: 

  Real-time: {ECG},  

  Semi-real-time: {heartbeat, blood pressure},  

  Non-real-time: {body temperature, room information} 

Based on these criteria, services are classified in detail, and related 

properties and methods are initially set. However, if there is less variation 

over a long period of time in the medium-term setting, the transmission cycle 

can be increased to the long-term setting. The patients in dangerous groups 

are given higher priorities. However, they have higher priority and short-term 

transmission cycle when sudden changes in critical sensor values occur, even 

though they are ordinary patients. 
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3.3 Context-Based Resource Tree 
 

For efficient management of service resources, CaRM establishes the 

basic properties, analyzes the relevant characteristics, and creates several 

characteristic-trees. The individual characteristic-trees are then integrated to 

one resource-tree. Finally, based on this integrated tree, real-time dynamic 

resource management is carried out. 

The following example is „Sensor-Level Resource Weight Tree,‟ the first 

characteristic-tree suitable for medical IoT environments. The characteristics 

of each sensor are based on the medical tablet device in Figure 5. The 

combination of characteristic-trees ultimately results in an integrated tree 

reflecting the resource weights. 

In this study, an integrated resource such as wired and wireless 

bandwidth, memory, and CPU are called 'IoT resource'. Figure 6 is an 

example of a sensor-level resource weight tree that shows the percentage of 

IoT resources to be distributed for each sensor nodes. CaRM allocates 25% 

ECG service resource, 20% heart rate, 15% blood pressure, and 15% body 

temperature. The level sensor of the battery in the medical terminal is 10%, 

and the status of the patient's room is 15% (room temperature sensor, 

humidity sensor, light sensor). CaRM performs resource management tasks 

by referring to the settings of this resource tree. 

 

 
Fig. 6: Sensor-level Resource Weight Tree 

 

The following example is the resource partitioning by application using 

the service (Figure 7). Each class uses resources as a proportion assigned to 

it. When resources are scarce, a minimum is guaranteed according to the 

predefined priorities. The resources are allocated to 40 percent of intensive 

care, 30 percent for emergency patients, 15 percent for general patients and 

10 percent for medical checkups. In addition, 10% is allocated for 

maintenance such as sensor operation, device checking, software testing, etc. 
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Maintenance (10%)

Emergency Care

(30%)

Normal Care

(15%)

Health 

Checkup

(10%)

Sensors check 

(4%)

Device check 

(3%)

Software Test

(3%)

Resource-Partition
{Patient, Device, …}

Intensive 

Care

(40%)

Sum(100%)

 
Fig. 7: Application-level Resource Weight Tree 

Based on the resource tree in Figure 6 and Figure 7, an integrated tree 

called Service-context Tree can be created that reflects the sensor-level 

weight and application-level weight. Figure 8 shows service-context tree 

with detailed weights to be serviced for intensive care. In this way the overall 

integrated resource tree for medical IoT environment can be created.  

 

Room Info.(15%)

ECG

(25%)

Blood Pressure

(15%)

Body Temp.

(15%)

Device 

Battery

(10%)

Room Temp.

(5%)

Room Humidity

(5%)

Room Ambient

(5%)

IoT Service Resource
[Wifi, Memory, CPU..]

Heart Rate

(20%)

Sum(40%)

Intensive 

Care

(weight:40%)

*0.4

*0.4

*0.4

*0.4

*0.4

*0.4

*0.4

*0.4
 

Fig. 8: Service-context Tree 

 

To guarantee reliable service based on the integrated tree, efficient 

methods to ensure that critical resources are kept to a minimum should also 

be considered in the event of shortage of resources. Since the most heavily 

congested resource is the wireless network channel, CaRM manages wireless 

related information in the network QoS module. The QoS module maintains 

minimum guaranteed bandwidth (MGB) with service priority so that urgent 

medical data can be communicated during heavy network load. Figure 9 

shows the minimum guaranteed bandwidth tree and medical IoT edge 

architecture. 
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Fig. 9: Minimum guaranteed service bandwidth and medical IoT edge computing 

 

In addition, CaRM set the type of data to be transferred from edge 

gateways to top cloud servers and set up the transmission cycle. This means 

that all sensor data does not have to be sent to the cloud, nor do all sensor 

data need to be sent at the same cycle.  

For example, for emergency patients, ECG data should be sent to the 

cloud in every second, body temperature data in every minutes. However, the 

battery information of tablet device need not to be sent to the cloud. This 

means that by offloading (reducing, eliminating) the amount of unnecessary 

information, the communication workload between the cloud and edge 

gateways can be reduced, and CPU and memory resources can be allocated 

more wisely for processing sensor data locally. 

If CaRM simply treat each service in the order in which sensor values are 

received without weighted resource allocation as like general scheduler, the 

average processing performance is higher, and there is less delay. However, 

they do not effectively distribute critical resources to the most needed 

applications and cannot cope with an emergency condition. Therefore, the 

hybrid method which temporarily switches to normal scheduler mode can be 

useful only in case the consumption of resources is significantly lower. 
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3.4 Guaranteed Resource Management Technique 
 

The CaRM efficiently manages IoT resources such as network 

bandwidth, CPU, and memory. That is, CaRM performs the principle role of 

improving the efficiency of the overall service by controlling the permitted 

range of individual resource consumption at each service level to ensure 

minimal service. For the convenience of explanation, this study focused on 

the network bandwidth management skill. Memory resource management 

and CPU resource management can be performed in the same way. 

 
Fig. 10: Resource Management for Guaranteed Bandwidth 

In CaRM, the Bandwidth Resource Manager (BRM) responsible for 

controlling network bandwidth determines the allowable limit of packet 

transmission for each service level. In Figure 10, the upper picture illustrates 

the time difference between the front packet and next packet when they have 

been sent continuously at the assigned speed. The lower picture illustrates the 

time difference actually measured between the two packets. Based on the two 

picture, the speed and frequency of packet transmission can be adjusted so 

that they do not exceed the intended bandwidth. 

The transmission speed estimates are calculated using an exponential 

weighted moving average (EWMA). The EWMA is also used in the 

calculation of average round trip delay in TCP-packet processing [14].  

In Figure 10, s is the recently transmitted packet size in bytes and b is the 

transfer bandwidth allocated to this class in bytes/second. And t is the 

difference in actually measured the time between the front and next packets. 

For example, if IoT edge gateway sends a packet of size s using bandwidth b, 

it can be predicted that it will take the time as follows.  

f(s,b) = s / b  

Then, the time difference between the estimate and the actual 

measurement is as follows. 

TimeDiff = t – f(s,b)  

If an IoT device exceeds the allowable bandwidth, TimeDiff is negative. 

Otherwise TimeDiff is positive. If TimeDiff is negative, it is necessary to slow 

down the packet transmission of the device so that it does not exceed the 

allowable bandwidth.  
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3.5 Segment-Chained Compression For Data Transmission 
 

The CaRM exploits column-based database technology to maximize data 

compression by using numerical repetition and token mapping 

characteristics. The CaRM compression module applied in this technique is 

based on LZO algorithm [15]. 

The column-wise compression modules are constructed by multiple 

chain connections with small compression segments rather than full data 

block compression, to reduce both compression and decompression overhead 

as much as possible. 

The decompressing and compression cost of small data segment is 

essentially decreased as compared to one large segment. Since CaRM can go 

to the start location of the original column and is able to decompress only the 

small segment, the access speed is significantly enhanced. Since recent 

memory and processors are much powerful than normal storage devices, the 

overhead of segment decompressing is negligible. The system architecture of 

CaRM is described in Figure 11. 

 
Fig. 11: Architecture of Chained Segment Compression 

The chained segment indexing method divides the original node into 

several short segment which can reduce the decompression workload. Then, 

it connects the short segments together and stores them in a built-in jump 

table (chained segment) that can go directly to the detailed location as 

needed. Note that decompressing a longer index node requires longer 

restoration time.  
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For this built-in index configuration, one small index header is added to 

the segment area, and thus compression time may take a little longer. 

However, in case of retrieving data from a leaf index node, the data in the 

desired column data can be fetched directly from the segments. Then, only 

the segment can be unzipped without wasting time to find it from the starting 

point of original long cluster. As a result, data search operations can be 

performed very efficiently.  

The index node structure based on compressed data [16] was refereed for 

the internal node configuration in this study. When compressing sensor data, 

the index manager collects more than 3000 sensor data and stores it in a 

single segment. Frequently retrieved data can be stored without compression. 

 

4 Conclusions 
 

This study introduced IoT network technology and the recent edge 

computing technology. As a representative case, the medical IoT network 

was described and related edge technologies were analyzed. This paper also 

proposed efficient resource management called CaRM to ensure stable data 

services for sensor nodes and edge gateways in the edge-based IoT 

environment.  

In CaRM, the context-based classification and dynamic resource 

management were proposed to improve the stability and performance for 

medical IoT services. Based on the context-based classification, the sensor-

level resource tree and application-level resource tree were generated. After 

creating a service-context tree that incorporates these two trees, CaRM 

controls the permitted range of individual resource consumption at each 

service level to guarantee efficient service. 

The amount of IoT data transfer should be reduced to operate on 

inexpensive edge gateways compared to powerful regular computers. The 

chained compression modules are constructed by multiple connections with 

small compression segments to reduce both compression and decompression 

overhead. Therefore, the IoT sensor data can be stored and transferred 

efficiently, considering the limited space and computing power of the IoT 

environments. 
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