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Abstract 
 

Recently, interest in image encryption algorithms has begun to grow and 

many research and techniques have emerged. These techniques are based on 
the introduction of the image compression coding system with simplified 

operation, based on the dual-dimensional sensor and the DFrRT (discrete-

fractional-random-transform). This system inherits excellent mathematical 
properties side by side with some of its own features. As an initial 

application, Micro-discrete images to encrypt and then decrypt them.The 

purpose of using encryption technology in radiography is to provide a space 
of safety to keep these images from theft as a result of lapses and attacks. 

The optimization process does not delete easy elements for interpretation by 

improving visual representation. 
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1 Introduction 
 

Data in medical records is an important element used by physicians when 

conducting a thorough diagnosis. Medical images are part of these historical 

data in the medical record, so they should be under the hand when 
performing the diagnosis. However, these images are not stored in hospitals 

due to the size of medical images ranging from 3 to 34 MB per test, 

depending on the imaging method [1]. Thus, medical hospitals to determine 
the repository of these medical images for storage and archiving will require 

very high storage capacity is very expensive and thus require a system of 

photo archiving and communications of the type of PACS, which need time 
to transfer these medical images and this technology lines of communication 

are narrow and widely used in Poor countries. Image compression is 

considered the ideal solution to such problems mentioned above. The images 

are compressed in two ways: the first depends on the compression of the 
image without loss, which produces an image with the same quality of the 

source image at a compression smaller than (3 - 8) times, the second method, 

which is dependent on pressure loss and this method of compression is the 
best that produce A smaller image of the original image (12) times, but this 

generates an error between the source image and the image generated and 

should maintain the compression of loss on the medical information that will 
be the diagnosis of the patient through which the result of the diagnosis is 

wrong. 

It should be noted The qualities of the images has been rebuilt are not the 

same quality source for the reason that the compression ratio, as well as the 
quality of the resulting image, goes to the opposite direction, according to the 

theory of information technology. 

In this paper, we present a proposed idea based on the coding and 
decoding of synchronized images based on (CS) and chaos-based on the two-

dimensional differential sensor (discrete fractional random transform) 

[2,3,4]. This is to provide the security and security of the transfer of images 

and this will be explained in detail in the framework. 
 

2 Literature Revıew 
 

The aim of applying image processing techniques is to achieve a specific 

objective and through the intrinsic compression feature of the CS 

compression theory [5,6]. Several ways to images encryptions [7,8]. 
Compression, compression images, decoding schemes and decoding 

compressed images [9]. Below is a description of some of these techniques: 

Wan et al. Introduced in a frame fusion technique based on CS, and 
explored Technical constructions, performance under-different sampling 

patterns [10]. 
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Yang et, al. In his technique he adaptive local energy use measurement at 

incorporating measurement [11]. 

The Liu. s diagram, Initially, sporadic-representation-coefficients were 
merged and then measured for the first time, achieves a better fusion result in 

the search for compression images. Many images are based on CS image 

encryption, A number of algorithms have been proposed that are used to 

encrypt CS-based images that are designed to reduce data size and improve 
the safety of brute attacks [12]. 

Zhou et al. The researcher was able to Propose a logistic method in the 

encryption, image algorithm used in generating the measurement matrix, It is 
in itself useful for key storage and distribution [13]. 

Lu et, al. He proposes a way to encode images using CS and the classic 

double-phase cryptography algorithm, and this technique was able to perform 
the purpose of significantly reducing data size. [14] Arnold's conversion is 

then used in the compressed encryption system to enhance the safety process. 

[15] 

 

2.1 Experiment Design 
 

The goal of this experiment is to encrypt patients' medical images and 
decrypt without loss of information along with a suggested approach to 

improving CS technology. 

 

2.2 Compressive Sensing 
 

Scientists and researchers have become increasingly interested in the 

recent period of interest in the field of CS and many of the costs have been 
invented in the various reconstructions and here must meet the signal two 

main conditions, the first in the possession of the reference a small number of 

non-zero samples in a field, and this characteristic is called sparsity, When 
this condition is met, it will contain non-zero coefficients. While the second 

condition is dependent on non-binding, assuming that the signal is rich in 

samples in its original field and this enables us to collect all the required 

information about the signal [16]. In Compressive Sensing theory, a two-
dimensional X signal of the size (N×N) is converted in its domain (Ψ) and 

measure with Φ1This will be illustrated in Equation 1: 

 
Where:  Is a measurement matrix made up of M × N and Ψ which 

refers to a perpendicular that consists of the dimensions (N x N), LK and by 

expressing the β1 switch in the field we can obtain β2 and this can be 
represented by equation 2: 
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Where: Which represents sparse coefficients in the field β1 and thus 

converts the form from the current ΨTXT format into a two-dimensional 
format Ψ. Thus, the encoded result, which is compressed in the form of a 

two-dimensional, M, X M matrix, is obtained by measuring the value of β2 

with another measurement matrix Φ2, represented by equation 3 

Y =Φ2β2 = Φ2βΦ
T

1                                                 3 

Smoothed l0 (SL0) Norm [17] is often used to restore the original-signal 
(X) from the (Y) encrypted result, which is typically used as CS a 

reconstruction-algorithm  In order to obtain the Y matrix of N x N, we must 

solve the following problem Which is the choice of the best solution is the 
choice of any algorithms in the application algorithm Smoothed l0 Norm 

(NSL0) [18,19] or choose the algorithm SL0 Norm standard and we will 

choose the algorithm Newton because of its more common because of its 
significant improvement in signal-to-noise ratio and acceleration of 

convergence 

 
Where: ‖ β‖ 0 refers to number the non-zero Components the component 

(β). 
 

3 Logistic Map 
 
The idea logistics map in this paper is based on our use of the Hadamard 

partial matrix used to construct Φ1 measurement matrices as well as Φ2 

measurement matrices The logistic map in this paper is based on the 
introduction of the effective image encryption-algorithm combines (2D) 

compression of DFrRT (discrete-fractional-random-transform). Here we can 

achieve compression and encryption together with efficient security as well 

as simple operations. To express the normal 2D text in a separate kinematic 
field where it is a measure of one of the measurement-matrices and two 

dependent directions. Here we can control the measurement matrices by 

means of the logistic-chaos-map through the key initial value. After this, the 
encoder is re-encoded by using (DFrRT). The transfer request was also 

presented as a key. This performance is good by integrating CS compression 

capability Through a simple process of DFrRT [20,21]. This defines a 
logistic map as follows in fig 1. The mathematical technique in the discrete-

fractional-random-transform. 

We begin the discussion here about the DFrRT kernel definition, Which 

the relying on the principle that the discrete-fractional randomization 
transform of the two dimensional-signal is represented by the equation 

R
p
(X )= B

p
X (B

p
)
T                                                                                         5 
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Where: the conversion proposed by the kernel, which is referred to as 

DFrRT, is symbolized by the code B
P
, while (B

P
)

T
 is the conversion B

P
 and p 

is the fractional conversion The equation 6 explains the conversion of the 

kernel 

B
P 

= AD
P

A
T                                                                                           6

 
Where: AT refers to the transformation of matrix A, which is the matrix 

of the basis of intrinsic values, and because our self-vector AA
T
 = I. D

P
 is an 

identifier, a country matrix N x N. We note that t Is a positive number used 
to serve the (DFrRT) period, by applying the eigen-vectors of a random-

matrix (Q), which is Normalize the standard shim, the matrix (Q) is a real 

random matrix consisting of N x N representing the real random matrix, P. 
Here the base matrix of eigenvector A is generated by the real random matrix 

Q and P and the conversion kernel in DFrRT is random . 

 
Where: refer it to the representable number positive, a Q random matrix 

constructed through by (N X N) P real random matrix.    

 
 In this paper, we will use matrix (P) and (Q) to generate an 

Eigenvectored basis matrix (A). 

 

 
Fig. 1: Graphs of original images and encrypt images. 
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4 Proposed Encryptıon Algorıthm 
 
This image encryption process requires a particular procedure and this is 

in schema 2 and the encryption process is as follows: 

We expand the original image X in the 2D field Ψ to obtain (β = ΨTXT 
Ψ)  

To control the logistics map to generate measurement matrices Φ1 and 

Φ2 are used Hadamard partial matrices  

The logistic map is defined as follows: 
Xn+1=μxn(1−xn)                                                                               9 

Where μ take the icon Φ1 construction for the steps in the example, μ ∈ 

(3.57, 4), xn∈ (0, 1): 

Relinquish the previous N elements of λ by creating the sequence λ = 

[λ1, λ2, λ3 ..., λ2N] and the length of 2N by a logistic map with the initial 

configuration c1. Thus we get the index sequence.  

s = [s1, s2, s3 ..., sN] 

The normal sequence of N in the normal case is n = [1, 2, 3 ..., N], so 

the sequence with the workbook will be l = [l1, l2, l3⋅⋅⋅, lN], li ∈ {1 , 2,3 

..., N}. 

Using the Hadamard H matrix to select an N element for aggregation in 

the measurement matrix Φ1 and the following equation shows this. 

Φ1 = [H(l1,:)  H(l2;:)  ... H(lM;:)
T                                                     10 

 Where a vector represents a row refers to H  and T refers to transpose 

transformation.Thus, we can build an Φ2 matrix in the same way, but with an 
initial condition c2. c1 and c2 serve as keys in the measurement process  

We can obtain the result of coding the Y medium by measuring β 

through the following equalizer 

 
The result that we will get here Y is based on the equations (5,6,7) 

represented in the image of C (x, y) partial command p is the only key for 

(DFrRT) and thus the random-matrix was constructed using the computer’s 

as shown in figure fig 2. 
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Fig. 2: Propose of diagram algorithm for encryption-decryption image. 

 

5 Sımulatıon Result And Analysıs  
 
In this paper, the results of the cryptographic and decoding system 

simulations used in medical images are presented by loading the system on a 

32-bit computer’s Matlab 2014 to analyze system performance. Working 
mechanism in this paper describes the detailed procedures for coding and 

decoding of medical images. This is achieved through the following steps: 

To apply the image encryption and decoding mechanism, we are required 
to provide four gray images with 256 x 256 pixels as the test-image in the 

experiment. Here is the DCT-Matrix (discrete cosine transform) as in fig 3 

(A1), as a base matrix Ψ here, keys assign to the measurement process such 

as (c1 = 0.11 and c2 = 0.24)  During the DFrRT operation, during this period, 
t = 1 and the 192 × 192 is set as a real random array P through the 

computer’s. Partial order (P) is used as a key thought (DFrRT) process and 

has a value of 0.2. The encrypted mode of the image (192 x 192). Appears as 
in figure 3 (a2)While the unencrypted image appears with the following keys 

c1, c2 and p, which is illustrated by figure 3 (a3), the results of the rest of the 

simulation are shown as above. 
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To avoid cyber attack by some attackers and decrypt medical images 

through statistical analysis of a section of cryptographic algorithms,to 

combat these attacks, the graph is often used to evaluate the performance of 
medical image coding schemes. The process of encoding depends on the 

principle of converting a natural image with a good view to the image is 

encrypted, similar to randomized with low links between the pixels of the 
archived image, it is better here that the graph of the archived image 

somewhat homogeneous, In addition, Histogram for encrypted images there 

are visible differences between the repetitive images of original pictures in 
distribution, while in the encrypted images we see that the repetitive 

drawings are similar, and the purpose of this is that the results show that the 

plan we suggested for him Ability to stop the attack in statistical analysis. 

 
 

 

 
 

 

 

 
 

 

 
 

 

 
 

 

 

 
 
Fig. 3: a1, b1, c1, d1 image original. a2, b2, c2, d2 encrypted image. a3, b3, c3, 

d3 decrypted image. 

 
In order to check the viability of our experiment to resist statistical 

attacks, we analyze the image and correlation graph. Figure (1) shows the 

shapes that correspond to the images shown in the first three columns of 

figure (3). It should be noted here that the illustrations of the source images 
are quite different. From this, we conclude that the histogram of the encoded 

text is similar to each other in the distribution. In the application of several 

parallel experiments, all results have similar distributions.  
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This is illustrated in Fig. 3 (3a). This is evidence of the strength of the 

experiment. The attacker cannot obtain useful information through analytical 

analysis. 
The method of binding of adjacent pixels is important as it adds another 

feature of images along with the repetitive drawings used, thus increasing the 

possibility of the encryption-system to resist high statistical-attacks, and the 

correlation-coefficient were calculated by the following equation: 

 
Where: There are thousands of contiguous pixels horizontally, vertically 

and diagonally. In the study, the directions are chosen respectively,  and 

randomly from the origin and encoded images so that we can measure the 

fluidity between two adjacent-pixels. The relationship between adjacent 
pixels in the original images is strong while in the encoded images it is 

disturbed. 

If the correlation coefficient between nearby pixels is close to one  in 
the original picture here, the effective coding system must have the potential 

to weaken the neighbor pixel association in the encoded images. Table 1 

shows us the association of neighbor-pixels of the origin and coded images in 

different ways. Here we note the following: 
Thus, Procedure followed in this paper is effective to delete the narrow 

relations between the neighbor-pixels in the original images and thus thwart 

the attacks in statistical analyzes. 
Table 1:  Correlation coefficients of adjacent pixel 

Correlation 

coefficient 
Algorithms Vertical Horizontal Diagonal 

A image 
Original 

CS + DFrRT 

0.9229 

0.2388 

0.9556 

0.0908 

0.9055 

0.0125 

Encrypted a 
CS 

DFrRT 

0.2666 

0.2529 

−0.0151 

0.2131 

0.0465 

−0.0104 

B image 
Original 

CS + DFrRT 

0.9276 

0.2963 

0.9363 

0.1544 

0.8849 

−0.0175 

Encrypted b 
CS 

DFrRT 

0.4859 

0.1677 

0.1085 

0.4394 

0.0075 

0.0181 

C image 
Original 

CS + DFrRT 

0.9646 

0.3279 

0.9800 

0.3758 

0.9500 

−0.0237 

Encrypted c 
CS 

DFrRT 

0.3830 

0.3463 

0.3425 

0.3939 

0.0352 

0.0096 

D image 
Original 

CS + DFrRT 

0.9889 

0.2431 

0.9912 

0.0949 

0.9833 

0.0151 

Encrypted d 
CS 

DFrRT 

0.2722 

0.1085 

0.2005 

0.2290 

0.0260 

−0.0031 
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6 Conclusion 
 
In this paper, the coding and decoding system for medical radiographic 

images was proposed based on the dual-dimensional sensor and DFrRT. By 

combining CS with anarchic theory, the primary values of the chaos map and 
DFrRT are the keys in the experiment. This means that the system is highly 

sensitive to keys and has high protection against various attacks. CS 

introduces effective with the amount of data to be minimized, little pressure 

is used, and here we notice that the reverse process of decryption first and 
then to rebuild using the algorithm (NSL0), Below we discuss some 

important keys in our experience. 

 

6.1 Key Secret Sensitivity 
 

The purpose of this analysis is to find out the effect of testing small 
variable keys when decoding. This algorithm must be sensitive to the keys. 

Here it is better to have the decrypted image differential from the original 

image so that was there a very simplistic difference-between the encryption-

keys used and the decryption-keys. It is through this conclusion, it is 
impossible to decode images are by guessing. Key sensitivity is calculated by 

using the average error of the MSE box between the encrypted image and the 

original images representing the quality of the decrypted image 

 
Where: We represent the pixel values of the image that were encrypted 

(D, x, y) and the original image O (x, y) while the size of the image is 
indicated by L x W  

Fig 4 provides the curves for MSE with the deviations of the keys and 

c2. By using different values to decode the image, resulting in distorted 
images, no information about the original image can be displayed even if 

there is a very slight deviation in c1 and c2. While the value of the MSE is 

small, this enables us to recognize the image decoding and image 

recognition, this conclusion is evidence that the algorithm is highly sensitive 
at c1 and c2  

By following this method, thus, different-values for p are specified to 

calculate (MSE) values using a certain range of fractions and the sensitivity 
of the structure of the fractions p is also high to a large degree because the 

curve is changing violently. This second conclusion indicates that the 

sensitivity of the algorithm is great for the keys. 
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Fig 4: Curve the MSE 

 

6.2 Use Incorrect Keys to Decrypt Images 
 
In the case of a weakness in the algorithm, it is possible to decrypt an 

image using incorrect numbers or through the initial conditions are 

incorrect,The correct key, c2 is decoded as in Fig 5 (a2) with the correct key 
c1 and the wrong key c'2 which equals 0.24 + 10-16. Thus, the image that is 

encrypted is shown by the correct replacement, partial structure (p = 0.2) 

with (p. '= 0.205) and this is seen in Figure 5 (a3). This can be applied to the 

image layer used in the application  

 
Fig. 5: Images that have been decrypted using incorrect keys 

 

6.3 Main Space Analysis 
 
As per the basic sensitivity analysis, we use the FRFT logistic map and 

orders as keys, and hear the results, as indicated in paragraph 5.A, show that 

the main distance consists of the parameters of the logistic map, namely 

 , so, the keyspace formed with fractal 

applications will be , the keys are independent of one another, and 
the key-space (S) is the product of one key-space The following equation 

illustrates this 
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This indicates the magnitude of the required resistance to attacks, and 

thus we can strengthen the security of the proposed scheme by increasing the 

number of duplicates, in addition to increasing the orders of fractions, noting 
that random matrices can be changed in every frequency and this is useful in 

increasing the expansion of the keyspace. 

 

6.4 Resistant 
 

The strength of the algorithm is measured by having a wide core space 

and at the same time sufficient to resist the attack of those who wish to detect 
encryption information. This means that the cryptographic algorithm remains 

obsolete even if a section of the key is known to those entities. Here we must 

clarify the following 
N: Number keys in the encryption-algorithm 

Si: The main space the (i- th) 

The initial-conditions (c1, c2) in the partial order (p) is the key in the 

proposed-schema, so the distance c1 is obtained by the following equation 
 

 
 

6.5  Analysıs Of Durabılıty 
 
During the transfer and storage of images, we notice that the encoded 

text may be exposed to noise and may lose part of its information, so it is 

important to consider the power of the proposed scheme. To conduct a 
capacity-tested noise test that occurs,here we must note that the severity of 

Gaussian noise varies by modifying the parameter (k) which is added to the 

ciphertext (C) as illustrated by the following equation 

C′ = C(1 + kG) 
Where: G denotes zero noise Gaussian with a standard deviation of 1. (C 

and C′) indicate the encryption, images and the encryption image noise, 

respectively. k is a noise-related coefficient, And Fig 6 (a-c). Images-
reconstructed with k, although I am here, the reconstructed images are 

blurred with increased noise strength, but the main information in the image 

can be identified. The reconstruction of the unfinished text was also 

examined. This is shown in Figure 7 (ab). Here are the reconstructed images 
from the cell text with a loss of 20 x 20 and 30 x 30 pixels respectively. 

Retrieved images provide us with key information for source images, which 

confirms that the schema resists occlusion to a large extent. 
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Fig. 6: Images reconstructed with k 

 

 
Fig. 7: Images а reconstructed with occlusion from image encrypted 
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