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Abstract 
 

The paper presents a single integrated platform to connect all the 

organizations at the time of disaster to manage the disaster more efficiently 

and quickly. At the time of any disaster, the whole system is thrown into 

chaos and is disorganized. This leads to various mistakes and loss of 

communication between the parties who are responsible for managing the 

disaster. By providing a common platform for everyone to communicate, we 

can avert many mishaps and provide an effective relief to the disaster, allows 

us to reduce the cost of damage, helps us to save more lives and provide 

better support. We propose the idea of using cutting edge technologies to 

make this happen. 

 

Keywords: Disaster, Blockchain, Smart Contract, Chain code, Cloud, 

AWS, IOT. 

 

1 Introduction 
 

There are many disasters occurring all around the world frequently and it 

is very difficult to manage the disasters and provide proper support for the 

residents [1]. This becomes a very hectic process because the system present 

now is not well organized [2]. Errors may occur due to this and lives are lost 

before help can arrive [3]. This also impacts the country’s wealth and 

growth. So a common platform for providing agile services to the residents 

during disaster and management of the works is a  need of the hour [4]. 

 
Journal of Green Engineering, Vol. 10_10,8838-8848.  

© 2020 Alpha Publishers.  All rights reserved 

 

 

mailto:hodcse@sairamit.edu.in,


                                                                                                                  
 

 

 

 

 

8839 B. Sreedevi 

 

We propose the best way to manage disasters by using advanced 

technologies like Blockchain, Cloud & IOT, each of which has its own 

crucial role. 

Organizations involved in the network are : 

1. Government i.e., The Disaster Management Department 

2. Telecom operators 

3. Residents 

4. Food suppliers 

5. Auditor 

6. Transporters 

7. Medical suppliers 

8. Medical service providers 

9. Shelters 

A Dapp (Decentralized Application Deployed on Cloud) enables users to 

access services offered by multiple providers [5]. For instance, maps that 

display safe zones, integration points that help in gathering the existing 

emergency systems, count of users accumulated in the safe locations, 

weather updates [6]. 

D_Block displays the recent News feeds about the disasters that occur. End 

users can look up for safe zones marked in the map and use the GPS to 

navigate safely to the safe areas and get food and medical treatment. 

Requests for rescue can be made [7]. 

Smart Contracts deployed on the Hyperledger validates them and 

responds to the request with appropriate service automatically. Blockchain 

logs all transactions, so it is easy to manage the post disaster works and be 

prepared for the future. 

Remaining sections are summarized as: Section 2 reviews the related 

work. Section 3 details the methodology used in the study. Section 4 

discusses the experiment results and Section. 5 suggests future potential of 

the Dapp. 6 presents the conclusion and Section 7 lists the references for this 

paper. 

 

2 Related Work 
 

 Preethi C Mohan, Has written an article to build a system which can 

manage the disaster very effectively, track lost persons, track food and other 

supplies during the disaster,  identity  management 

system using Blockchain, IOT and cloud. She has proposed that using 

Blockchain we can find best solution for disaster relief [8]. 

We developed the software architecture for the application based on her 

guidelines in the article . 

Gaurav Khatwani, has briefly expressed in paper about all the services 

that needs to be provided by a Mobile application during the time of the 

disaster. We have carefully considered his proposal and we provide all the  
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services along with our own new features in the D_Block (Dapp for Disaster 

Management). 

Kaidong Wu, Yun Ma, Gang Huang, gives the guidelines and 

instructions to design and develop a application which uses Blockchain as its 

core. By referring this paper we decided to use Hyper ledger fabric 

framework to develop the Blockchain network. 

The existing system to track the disaster only shows the affected area in a 

map. Some applications help to ask for services like requests for food and 

water . But there is no application which can provide all the services and one 

that can connect all the organizations involved in the disaster management 

and relief. 

The below image displays the disaster affected areas all around the 

world. Taken from, https://www.gdacs.org/ 

 
Figure 1 Disaster Affected Areas 

 

The below image shows the mobile application from which you can 

request for food, water, etc. and donate them by posting the available 

resources to the mobile application so that others can view the available 

resources and request for them. 

 
Figure 2 Mobile App for Providing Help 

 
3 Methodology 

 

The DAPP/web application is connected to the Blockchain network 

containing all the organizations, peers, and chain code(smart contracts) 

written in GO. The consensus used in the Blockchain network is  

http://www.gdacs.org/
http://www.gdacs.org/
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RAFT(Distributed). G-Maps API are used to plot the disaster affected areas 

and safe zones near the user in a map and GPS is used to navigate them 

safely the safe areas. The Blockchain network is setup using four AWS EC2 

instances to implement the raft mechanism and to increase the availability of 

the application. IOT devices are used to track the movement of assets within 

the network, for example food and medicine supplies can be tracked in real 

time and the transactions are stored in the Blockchain. Docker Swarm is an 

container orchestration tool, which is used to manage multiple containers 

deployed across four hosts and also bring them to single network. 

The user first has to register and complete the KYC to access the privileged 

services like requesting for food and water during the time of disaster. KYC 

is done by the telecom providers along with the creation of the wallets. Only 

authorized people can join the Govt., Military, Police, Doctor Organizations 

in the Blockchain network. Residents can create Rescue teams in the network 

to help others. Anyone can request for rescue without KYC. 

The architecture of the D_Bloack is extracted after considering the 

guidelines given by Preethi C Mohan, in her article published by IBM. 

The below image shows the use case diagram of our application. 

 

 
Figure 3 Use case diagram for D_Block 
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3.1 G-MAP API 
 

Google provides various API to display maps and markers in them to 

display places in an application. We need to create a new project in the 

Google API and generate a key to request services with the API. We use JS 

to call the API and display the map with given marker on the site. There are 2 

API used here. 

 

3.1.1 Affected Area With Circles  
 

This map takes the latitude and longitude along with density of people in 

that area to draw a circle on the map. The radius of the circle is calculated to 

draw on a map. 

SAMPLE : A sample data which is used to draw a circle in map at the 

given Lat & Lng based on the people in that area. 

tambaram: { 

center: { lat: 12.9249, lng: 80.1000 }, population: 1200 

} 

 

3.1.2 Safe Zones Plotting  
 

This takes latitude and longitude of all the safe zones stored in the 

database which are closer to the lat and log of the user’s current location and 

plots them on the map with the assets available in that particular safe zone. 

 

Figure 4 Markers Plotted Using Google Maps API 

 

3.2 Chaincode 
 

Chaincode is a code that is written and it is supported by the languages 

such as Go or Java but now currently written in Go and which is installed and 

instantiated through an SDK(Software Development Kit or CLI(Command-

Line Interface) onto a network of peer nodes by an appropriately authorized 

member. End users then invoke chaincode through a client-side application  
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that interfaces with a network peer. It initializes and manages ledger state 

through transactions submitted by applications. Chaincode runs network 

transactions, which if validated, are appended to the shared ledger and 

modify world state. The widely used name for smart conract is Chaincode. 

A smart contract is defined within a Chaincode. Multiple smart contracts 

can be defined within the same Chaincode. When a Chaincode is deployed, 

all smart contracts within it are made available to applications. 

In our scenario if Chaincode is known as Disaster management 

Chaincode then it contains Transport smart contract, Medical smart contract, 

User Registration smart contract etc.. from which we can determine that 

smart contract is a domain specific program where as Chaincode is a 

technical container of a group of related smart contracts to install and 

instantiate, isolated from endorsing peers. 

Each smart contract written within the Chaincode will have their own 

functions defined, for instance, User smart contract will have functions for 

creating an user, updating user details, requesting for transport and Transport 

smart contract will have functions for requesting transport, updating the 

member capacity for transport etc. 

Once the client/user invokes the Chaincode it checks for the endorsement 

policy defined within the channel, if the defined policy satisfies, then the 

valid transactions will be updated in the peer ledgers while invalid 

transactions won't have any effect on the world state but the transactions will 

be stored the ledger as invalid. The consensus also defines if the request from 

the user can be granted or not. The smart contracts automatically listens to 

the request and checks if it satisfies the given conditions. User has to be 

authorized and user request must be appropriate. If the user requests for 

supply, he must have completed the KYC, and there must be supplies 

available with the provider. The consensus also decides how it will respond 

to a bulk of requests. If there is a rescue request, it will be given to the 

nearest rescue team based on the request’s location. 

 

3.3 Cloud 
 

After the Dapp/Web Application is developed and ready for production 

level, it is best practice that the developed Dapp should be deployed on the 

cloud using the suitable services available to keep the application optimized 

and always available. 

We are using Amazon Web Services for deploying the Blockchain 

network and the web application. Amazon Managed Blockchain service is 

used for deploying Blockchain network, Amazon Elastic Beanstalk is used 

for deploying web application and get the domain name for the Dapp. 

Amazon SNS is used for sending notifications to the end user in case of 

emergency and alerts from the Dapp. 
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Lastly, Amazon Load Balancer is used for keeping the services always 

available by increasing the number of servers dynamically during more 

traffic and decreasing them if the traffic goes down. 

 

3.4 IOT 
 

IOT is used to track the movement of assets in the network. We can see 

who is the current owner of the assets and the history of the transactions of a 

particular asset. This helps us to manage the supply chain during the disaster 

and keep track of all the food and medicine supplies. This helps the 

government during the post disaster task where the impact of the disaster has 

to be calculated. 

By combining the IOT and Blockchain, we can increase the trust in the 

network. And we can make sure the supplies have reached the safe zone or 

not by digitally signing the transaction and storing it in the Blockchain after 

receiving the supplies. We use RFID tags to keep track of the supplies. Each 

asset (Food, Medicine, etc) is given a RFID tag and this data is stored in the 

Blockchain along with their ownership details. When the Govt. dispatches a 

supply, the ownership of the asset it changed to the transporter. On receiving 

the supply, the user has to scan the RFID to receive it. This is taken as 

transaction and the ownership is logged into the Blockchain. 

The below image shows the structure of the RFID used to keep track of 

the food and the medical supplies and the assets within the Blockchain 

network. 

 

 
Figure 5 RFID Circuit 

 

4 Simulations and Experimental Results 
 

The Decentralized application was developed as a web application using 

HTML,CSS, JS. The UI was made so that it is easy to use. The Blockchain is 

developed using the Hyperledger Fabric Framework. The YAML files are  
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used to configure the network. Docker uses these YAML files to bring fabric 

network up and running in the form of containers, each containing one 

component/node. NodeJS SDK connects the DAPP/web application and 

Blockchain network and uses CURL requests to fetch the data from the 

Blockchain. 

The Dapp is hosted on a free website for now. 

The prototype is here. 

The below figure shows a screenshot from the Dapp which allows users to 

choose from the available services provided by the D_Block. 

 

Figure 6 Services Provided By D_Block 

 

The Dapp has been tested for offline services for the GPS mapping and 

routing. The services worked perfectly even without any network 

requirements. 

The test result for marking the affected areas around the user in the map 

using red circle with diameter of people affected is shown in the below 

figure. 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 7 Affected Areas Circled in MAP Using G-Maps API 

 

The below figure is the result for the search for the nearest rescue zones 

shown in the G-Maps. User can use the GPS in-built in the device to navigate  

http://dblock.cf/
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safely to the nearest safe zone. The map also shows the available assets in a 

particular safe zone. 

 
Figure 8 Safe Zones Near The User 

 

Since the system is deployed on cloud, the DAPP can listen to multiple 

requests at the same  time and can balance the load more effectively. Any 

user can join the network after proper registration and validation by the 

consensus. System works perfectly and can provide multiple services with 

high potential for development and easy maintenance. 

A form is designed in the Dapp to get user data while he/she is 

requesting any supplies or when he/she donates supplies. After the KYC 

verified user makes the request from the form, the request is passed to a 

smart contract in the Blockchain network. The smart contract verifies the 

request and based on the demand and the stock in the network, it send 

response to the end user and assigns a transporter on successful transaction. 

The below image shows the form in the Dapp in which the user has to enter 

the data for the request to get supplies and to join a rescue team. 

Figure 9 Request to join Rescue Team & for supplies 
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5 Future Developments 
 

 Kubernetes can be used to deploy the Blockchain network for better 

maintenance. 

 AI algorithms can be used to respond to requests. 

 AI algorithms & Game Theory can also be used to effectively respond 

for the requests for food & medicine based on the demand from the request 

and the supplies present in the Blockchain network. 

 Machine Learning can be used to take the vast data from the Blockchain 

and extract the features to better understand the cause and  effect of the 

disasters. 

 Past data can be used to prepare the people and the government by 

creating awareness programs so that everyone can be prepared for future 

disasters. 

 Instead of telecom wallets or cash, we can use crypto currencies for all 

the transactions in the network. 

 This Dapp can be extended to protect the identities of people during the 

disaster. Hence stopping identity theft during the chaos which may lead to 

missing supplies and benefits for user. 

 Using Satellite data feed to get uninterrupted data about the affected 

areas, safe zones, the available resources and to request for rescues. 

 

6 Conclusion 
 

After analyzing and testing the Dapp, it clearly proves that use of 

Blockchain, Cloud & IOT is the best solution for managing the disaster and 

also for disaster relief. D_Block can integrate all the existing services and it 

can also gracefully combine all the organizations in a single platform for a 

better communication among the parties. By using D_Block, we can easily 

manage the disaster relief and can provide swift help to the needy  and the 

system is well organized and easy to communicate. 

The use of smart contract to respond for the requests reduces the human 

intervention. Therefore human errors are removed from the system and the 

system is automated to respond for any request. Cloud give the power of 

availability and the power to store massive data to the Dapp.IOT keeps track 

of all the movement of assets. Blockchain logs all the transactions with high 

privacy and security. The blend of these cutting edge technology gives an 

effective solution for disaster alerts, disaster management & coordination for 

relief. 
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