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Abstract 
 
In IP networks, fault management is a set of tasks that detects and rectifies 
faults. An efficient fault management approach compensates for domain 

changes, includes preserving and exploring error logs, and also acts on error 

detection notifications for tracing and identifying faults. It carries out a 
sequence of distinct tests, for fault correction and reporting the error 

conditions, as well as locates and rectifies faults by examining and 

manipulating database information. A network component will often send a 
notification to the network operator if a fault or event occurs. An alarm is a 

pertinacious signal of a fault that clears only when the triggering condition 

has been resolved. A network administrator will monitor events or faults 

from multiple systems, and carry out corrective action based on the 
information. Ideally, a fault management system should be able to identify 

faults and automatically take action by means of notification software  
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appropriately. A fault management strategy is also designed to establish the 

location of the fault effectively and precisely, without human intervention, 

after it has occurred. Fault management is vital to get the network back to 

normal.To properly operate and maintain a complex network, the system as a 
whole, and each of its essential individual components, must work in tandem. 

 

Keywords: Fault Management, ARM Algorithm, Router Faults, Link 

Faults, Path Faults. 
 

1 Introduction 
 
ISP backbone networks are involved with various challenges that include 

identifying the precise location of the fault and rectifying it immediately. The 
exact root cause and shared component failure in the network need to be 

identified. The ARM algorithm is implemented for handling shared failure 

components using the protection approach. The algorithm transmits data 

packets to their destinations even if any of the components in the IP network 
fail. The focus is on managing the shared risk components failure occurring 

in the network. Router metrics are used to manage faults and transmit data 

packets to the destination, thereby avoiding dropping of packets and improve 
network performance as well[13]. 

 Complexity makes IP network configurations are liable to errors in terms 

of the following: 
•  The consistency of neighboring routers 

•  Complex configuration options 

•  Rapid changes to the network 

•  Limited configuration tools 
The fault management ability of IP networks incorporates the following:  

 

Detection: Fault identified, but determining the failed component is yet to be 
done. 

Diagnosis: Identifying component that failed. 

Recovery: Reimpose the system to normal 
Repair: Reinstate the system to full capability, including eliminating all 

redundancies  

Notification: Notifying the fault at every step in the process. 

In the case of optical networks, faults are normally detected within 50ms. 
With IP networks, however, faults are normally detected based on hello 

messages embedded in the protocols. Another major drawback in IP 

networks is that a fault that occurs degrades QoS attributes and causes packet 
loss, delay, and jitter. The fault recovery of IP networks depends on the  
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reconvergence time of the network, and also on the size and topology of the 
networks. Normally, recovery time for IP networks is within 50 to 500ms. 

 

2 Router Failures  
 

It must be noted, in the case of a router failure, that an IP network is built 

with different link access connected with different routers overlaying the 
optical network. [17] If a packet size increases when it is transmitted from 

source to destination, and many packets are transmitted on the same path 

with the same count of router capacity, it results in link degradation and node 

failure. The failure of an underlying component of the optical network can 
cause a higher layer component to fail as well. Data packets will be dropped 

and do not reach their destination. Such failure signatures lead to loss of 

connectivity, overloading nearby nodes and causing them to fail. 
Consequently the constituent elements are pushed so far beyond their 

capacity that they become overloaded and shift their loads to other 

elements[18]. 

An overloaded, failed node will transfer its load to other nodes, leading 
to the collective failure of those other nodes or routers. This forms a shared 

risk among links, routers and groups of routers. A model of the IP topology 

is constructed with nodes and a group of routers connected with links, all of 
which are interconnected to other networks through switches. Interdomain 

and intradomain protocols are used to exchange messages[3]. 

Router overload is averted by having routers share the load equally The 
time interval between two failures is set at 1.0 seconds, and failure symptoms 

in the higher layers identified by the following: the time taken to reach 

destination from source, percentage of average packet transmission, average 

delay, and router weightage. So then, faulty paths are identified based on 
router capacity and the number of nodes connected from source to 

destination. Router failure is identified, based on the symptoms of router 

overloading, and results in a decreased percentage of average packet 
transmission for routers, links and path routers connected to the failed 

routers. By setting a threshold value, the average packet transmission is 

evaluated for shared components in case of router failure[9]. 
 

2.1 Route Failure Impact 
 

Periodic messages are time-bound. However, packet loss can happen at 
any time, even during periodic message intervals. Packets that failed to reach 

their destination during routing overhead and  due to link breakage (RO) is 

shown in equation 1. [1]. 
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RO = ( pr))   (1) 

 

•  RO = Routing Overhead  
•  Qr

l
(Tpr) the probability of change during the first r hop 

•  NaTpr = Arrival of packets at time Tpr 

•  Tpr = Route update time  
•  Li = length of Pi( i

th
 Path) 

•  PA = Group of all paths in the network  

 

 
3 Link Faults 

 
Alarms are normally associated with the optical network in set-ups like 

these. If there is a failure, alarms are generated automatically and a network 

operator identifies the fault and rectifies it, though the actual fault may lie in 
a failed link connected to the routers and nodes. The basic IP topology 

connected with links and nodes is considered here, where each optical 

component can carry multiple IP links. [19] These IP links overlay the top of 

the optical network so the components together form a shared risk. Apart 
from these shared risk link groups, another shared risk could be from a router 

connected to other nodes, links and modules. Faults in links, paths, and 

routers are identified, based on the packet transmission through a hello 
message received at the destination and message sent back to the source. If a 

hello or an acknowledgment message is not received, the fault identified 

could be in any component[8]. 
Link capacity is calculated by total number of messages handled ny a 

link,  usually measured in bits per second. For a given link, error-free 

transmission provided across the link at a rate, R,is R ≤ L, where L is the link 

capacity[11]. 
Link utilization depends on the traffic that flows through the network. It 

depends on intensity distribution, packet size distribution, flow length, and 

aggregation [4]. 
Based on the Poisson distribution,  independent events occurs in a certain 

period of time is determined: for instance,it is number of packets received at 

destiantion. , when provided with a time interval, returns an integer that 

represents the number of packet arrivals in particular time intervals 

                 (2)                             
   

              (3) 

 Let X1, X2,X3,……Xn be the packets transmitted of size n. 

 The link capacity is defined as shown in Equation 4 

 B = RTT X              (4) 
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 Where B refers to the size of the buffer, RTT is the round trip time 

average of  flow passing through the link, and  the data rate of the link, as 

shown in equation 2 and 3 [2]. 

 The point-to-pint link capacity C, having H consecutive links is as shown 
in Equation 4. 

 C = 
iHi C...1min 
            (5) 

 The link capacity and its shared component failure are evaluated, based 

on the link capacity or link throughput to avoid the packet dropping caused 
by link degradation[10]. 

 

4 Path Faults 
 

When switches interconnected to many networks fail, paths and 

components relying upon those components fail as well, culminating in 
higher layer failures. If a router and its connected links fail, the path 

connecting switches also fails and forms a shared risk link group[16].The 

path fault and its shared component failure are evaluated, based on the 

performance metric end-to-end delay[7]. 
 Let Pω represents the paths, connected between nodes ω. Let P represents 

the group of all paths connected in the network and J is source destination 

pairs of nodes for the set Ω. Let xp denote the path flow on p and let ƒa be the 

flow on link a. where np denotes the number of paths in the network and  

represents of links connected in the network. The requirement for each 

source and destination pair dω, is denoted by dω for ω ∈Ω [14]. 
 In the network, the following conservation of flow equations must hold:  

 dω = , Ω,                      (6) 

 Where xp ≥ 0 and ∀p ∈ P; that is, the total path flows between an source 

and destination pair ω must be equal to the required demand, dω as shown in 
equation(6) [15]. 

 In addition, 

 fa = , ∀a∈             (7)  

where δap = 1, if link a is contained in path p, and 0, otherwise. Expression 

(7) states that the flow on a link a, is equal to the sum of all the path flows on 
paths p that contain (traverse) link a. 

 The given, equations (6) and (7) assure that the flow in the network are 

reserved, that is, it does not get lost in the network and arrive at the 

nominated destinations from their source.  
 

5 Active Risk Modeling Algorithm (ARM)   

 

The ARM algorithm is implemented mainly in case of shared failure 

components that fail on account of the failure of another component. The 

ARM algorithm helps transmit data from source to destination without  
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disruptions, chiefly in three failure scenarios link, path and router failures. 

Using the proposed ARM algorithm, data are transferred from source to  

destination, based on the router capacity of the link length and the routers 
connected from source to destination. The capacity of each router is 

calculated, based on the size of the data packet and transmission time. To 

avoid overloading components as well as packet dropping, the average delay 
is estimated for each component along the path from source to destination. 

The primary objective of the ARM algorithm is to manage faults in the 

router, link and path faults of shared components. At the outset, link, path, 

and router values are initialized to zero. When packets start transmitting from 
source to destination, link, path, and router states are updated. 

If failures are identified in the link, path, and router, their respective 

states will be updated and iterated for the next level till all the symptoms are 
identified. Each time link, path, and router failures are identified; their state 

value will be incremented. The threshold value is checked for the time 

interval between two faults. Then average delay and the number of nodes 

connected are calculated. The average delay is based on the time the packet 
is sent by the sender and received by the receiver, and the cache size is 

calculated based on the packet size and capacity of the router to transmit data 

packets to their destination without overloading the routers [5]. 
 The Active Risk Modeling algorithm for shared component fault 

management is as follows. 

Step 1: Identify symptoms based on failure signatures. 
Step 2: Initialize variables for the link, path and router when transmitting 

packets 

Step 3: Set the path, link, router, time interval, and count=0. 

o Set a=path, b=link, c=router, based on source and destination. 
o If link=1, select routers from the source. 

o Set router=1 and select the path from the link. 

o Set path=1 and select the destination from a router. 
Step 4: If link failure==1, detect the symptom and update the link state. 

else, in case link failure==0, go to the next iteration. 

Step 5: If path failure==1, detect the symptom and update the path 
state.else, in case path failure==0, go to the next iteration. 

Step 6: If router failure==1, detect the symptom and update the router 

state.else, in case router failure==0, go to the next iteration 

Step 7: Check the threshold value and time interval for the occurrence of 
a fault. 

Step 8:    If threshold=1, go to each previous iteration. 

Step 9: Check b (source) =HELLO to generate a (destination) =ACK. 
o During packet transmission, check for failure symptoms. 

o If symptoms are identified 

o Calculate the router strength based on the hop count of the  routers 

o Increment the count, based on the number of routers in the path. 
Step 10: Calculate the average delay. 
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 Set the transmitted packets with an average delay time to reach the 

routers and avoid overloading. 

 Calculate the router strength and identify the shortest path to the 

destination  

 If symptoms for failure exist, update with failure signatures. 

 

6 Experimental Results 
 

 The NS-2 simulator is used to measure the performance of the ARM 

algorithm. To measure the performance of the ARM algorithm, 

 

 Red Hat / Fedora core 8 / Linux / Windows XP 

• Network Simulator 2 

• Network Animator 
• C/C++ 

 

6.1 Performance Analysis 
 

 The ARM algorithm is used to handle shared component failures in 

Internet backbone networks. After the shared component failures are 
identified, the ARM algorithm is implemented to manage shared component 

failures and transmit data packets to their destination. Since the shared 

component failure risk leads to network congestion or degrades network 

performance, this algorithm applies a protection mechanism for fault 
management and transmits data packets to their destination[12]. 

The existing LOLS algorithm is implemented to handle multiple link 

failures to avert loopbacks and message dropping using the labeled cost for 
links. The existing LOLS algorithm, however, drops packets and causes 

packet looping in case of route convergence The ARM algorithm is applied 

to three major failure scenarios - router, link, and path faults in Internet 

backbone networks and eliminates looping and packet dropping in case of 

route convergence[6]. 
 

6.2 Test Parameters for the ARM Algorithm 
 

 The proposed ARM algorithm is implemented using C language. The 
parameters used in the ARM algorithm are tabulated as shown in Table 1. 

Fault management is carried out by transmitting data packets from source to 

destination. Hello messages are transmitted from source to destination and an 
acknowledgment is received from the destination. In the absence of an 

acknowledgement from the destination, the fault is identified in the network. 

Faults are located, based on the shared risk components and rectified for 

three main scenarios: link, path, and router failures. (Szemelyes Adatok) 
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Table 1 Parameters used in the ARM algorithm 

 

Nodes 24 

Routers 24 

Size of the Network 2000X1100 

Range 500m ( 300m – 600m) 

Throughput 60 Mbps 

Bandwidth 400 Mbps 

Frequency 50 Hz 

Data Transmission 1000 to 15kbytes 

Packet Rate 200 Packets per second (pps) 

Request message interval 10 – 50 Seconds 

Protocol Dynamic routing protocol 

Initial Energy Assigned 100 Joules 

Energy Consumption 85 Joules 

Simulation Time 2800 seconds 

 
6.3 Test Results of the ARM Algorithm 

 
 The solution obtained using the ARM algorithm is evaluated on the basis 
of metrics like throughput, average accuracy, and packet transmission. 

 

Test Results for Throughput 

 
 Throughput is the data transmitted in a link per second. Throughput can 
be calculated by dividing the size of the packet in bits per second, as shown 

in Figure 1. 
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Figure 1 Comparison of throughput for the LOLS and ARM algorithms for one failure 

 

 
Table 2 Test results of throughput for the LOLS algorithm 

 

Threshold 
LOLS 

Failure 1 

LOLS 

Failures 2 

LOLS 

Failures 3 

LOLS 

Failures 4 

LOLS 

Failures 5 

1 40 35 30 24 20 

5 45 40 34 29 25 

10 50 44 39 33 30 

15 55 49 44 37 36 

20 60 54 48 42 41 

25 65 59 54 48 47 

30 70 64 58 53 52 

35 74 69 64 57 59 

40 80 74 69 64 64 

45 84 79 74 69 68 

50 87 84 79 72 73 
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                             Table 3 Test results of throughput for the ARM algorithm 

 

Threshold 
ARM Failure 

1 

ARM 

Failures 2 

ARM 

Failures 3 

ARM 

Failures 4 

ARM 

Failures 5 

1 45 40 36 30 28 

5 50 45 40 35 34 

10 55 48 44 39 39 

15 60 52 48 43 44 

20 64 58 52 47 50 

25 69 64 56 54 54 

30 74 68 61 59 60 

35 78 73 66 63 67 

40 83 78 74 70 72 

45 87 83 78 76 78 

50 90 87 83 81 80 

 
As the threshold value increases, throughput increases for failures, 

varying from 1 to 5. In the ARM algorithm with a threshold value of 50 

seconds, throughput measured for 1 to 5 failures varies from 90 to 80 Mbps, 

and in the case of the existing OLS algorithm, throughput varies from 87 to 
73Mbps for 1 to 5 failures, as shown in Table 2. Compared to the existing 

algorithm, the proposed ARM algorithm shows improved throughput, as seen 

in Table 3. 
 

 Test Results for Average Accuracy  

 
The average accuracy of the algorithm is plotted, based on failures 

varying from 1 to 5 that occur within a certain interval. As the threshold 
increases, the average accuracy increases. Figure 2 shows the graph plotted 

for the existing LOLS algorithm and the proposed ARM algorithm. The 

threshold value is plotted along the x-axis in seconds varying from 0 to 100, 

and the percentage of average accuracy plotted along the y-axis.  
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Figure 2Comparison of average accuracy for the LOLS and ARM algorithms for 

one failure 

 

 For the proposed ARM algorithm, the average accuracy is calculated 

based on the varying threshold range from 0 to 100 seconds. It is seen from 

the graph that the maximum average accuracy shows improved performance  

varies from 96% to 78% for failures varying from 1 to 5, as shown in Table 4 

and Table 5. 

Table 4 Test results of average accuracy for the LOLS algorithm 

 

Threshold LOLS Failure 1 
LOLS Failures 

2 

LOLS Failures 

3 

LOLS Failures 

4 

LOLS Failures 

5 

0 60 55 50 45 40 

10 64 58 53 46 43 

20 68 62 57 47 46 

30 73 65 61 50 49 

40 77 68 63 53 52 

50 81 72 65 57 54 

60 85 76 68 60 57 

70 89 82 72 63 60 

80 91 86 74 65 63 

90 92 87 78 68 66 

100 94 90 82 72 70 
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Table 5 Test results of average accuracy for the ARM algorithm 

 

Threshold 
ARM Failure 

1 

ARM Failures 

2 

ARM Failures 

3 

ARM Failures 

4 

ARM Failures 

5 

0 70 65 57 51 46 

10 74 68 59 54 50 

20 78 72 63 56 53 

30 82 75 67 58 57 

40 84 79 69 60 61 

50 88 82 71 64 64 

60 90 85 74 66 66 

70 92 89 78 68 68 

80 94 91 81 72 72 

90 95 93 85 74 75 

100 96 94 87 75 78 

 
Test Results for Packet Transmission 

 
 Packet transmission is successful only when the transmitted packets 
reach their destination safely. The threshold measured in seconds along the 

x-axis, and the rate at which packets are transmitted along the y-axis, are 

shown in Figure 3. For failures varying from 1 to 5 in the case of the existing 
LOLS algorithm with threshold values ranging from 0 to 100, the packet 

transmission rate is between 92% and 76%, but for the proposed ARM 

algorithm, the packet transmission rate varies from 98% to 90%. The ARM 
algorithm shows improved performance, compared to the LOLS, as shown in 

Tables 6 and 7. 
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                Figure 3 Comparison of the packet transmission rate for the LOLS and 

ARM for one failure 

 

                          Table 6 Test results of the packet transmission rate for the LOLS 

 

Threshold 
LOLS 

Failure 1 

LOLS 

Failures 2 

LOLS 

Failures 3 

LOLS 

Failures 4 

LOLS 

Failures 5 

1 62 58 53 50 45 

5 66 61 58 53 48 

10 72 64 62 56 51 

15 76 68 66 59 53 

20 81 72 71 61 57 

25 84 74 73 64 60 

30 86 79 77 68 63 

35 89 82 80 71 66 

40 90 86 83 73 70 

45 91 90 87 76 73 

50 92 90 89 80 76 
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   Table 7 Test results of the packet transmission rate for the ARM 

 

Threshold 
ARM 

Failure 1 

ARM Failures 

2 

ARM Failures 

3 

ARM Failures 

4 

ARM Failures 

5 

1 78 75 71 68 62 

5 80 77 75 71 64 

10 82 80 78 74 66 

15 84 82 81 78 68 

20 86 84 83 81 70 

25 89 86 85 83 74 

30 91 88 87 85 78 

35 93 89 88 87 82 

40 95 91 90 89 84 

45 97 94 92 91 88 

50 98 95 94 93 90 

 

 
Performance Metrics of the Proposed Algorithm 
 

 The ARM algorithm is evaluated in terms of performance metrics like 

throughput, average accuracy, and packet transmission for effective fault 

management, enabling the transmission of data packets to their destination 
without dropping. This algorithm is used for fault management that outputs 

the best hypothesis of shared failures and transmits data packets by managing 

faults that occur chiefly in three scenarios router, link and path faults. 
Compared with the existing LOLS algorithm, our proposed ARM algorithm 

outputs nearly 78%, with an average accuracy of 90% for packet transmission, 

and 80Mbps of throughput for 5 failures. 
 

7 Conclusion 

 
 The tables presented in this work offer a brief performance analysis of 

the fault management algorithm with respect to the chosen metrics of 

throughput, average accuracy and packet transmission. The comparisons and 
performance analysis are the result of our experiments performed, represented 

graphically here as well as in previous sections. Also, the test results of 

throughput, average accuracy and packet transmission for the LOLS and  
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ARM algorithms are provided. The active risk modeling algorithm is 

implemented, based on the shared component failure, to transmit data packets  

without dropping them by calculating router capacity and average packet 
delay. This algorithm is evaluated with performance metrics like throughput, 

average accuracy, and packet transmission rate. The capacity of each router is 

calculated, based on the size of the data packet and transmission time. In order 

to avoid overloading a component, the average delay is estimated for each 
component along the path from source to destination to avoid packet 

dropping. The aim of the ARM algorithm is to ensure the forwarding 

continuity of data packets when different components of the network fail or 
degrade. The ARM and OLS algorithms are compared with the existing 

algorithm, LOLS, for fault management. 
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