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Abstract 

 Adaptive image steganography, identify exact color adaptive regions or 

the payload locations of the image to conceal the secret message. The counter 

measure for the adaptive image steganography is called as adaptive image 
steganalysis in which the hidden messages are extracted from the color 

adaptive regions of the image for a familiar or unfamiliar steganographic 

algorithm that was used for steganography. A blend of feature extraction and 
feature selection method eases working intricacy of image classifier. In 

feature extraction phase, ensemble of feature extraction methods and feature 

selection using enhanced ranking basked approach is done to improvise the 

extracted features and to produce the best features from the adaptive pixels to 
be considered for classification in this adaptive image steganalysis scheme. 

Overall structure of adaptable feature extraction methods, feature selection 

schemes and Convolution Neural Network image classification of the 
proposed system is figured out in this paper to exhibit better performance of 

the proposed method. 
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1. Introduction 

Color based features and texture based features are retrieved from 

segmented adaptive regions by using histogram of oriented gradients and 

MX Quadtree decomposition method. The extracted feature vectors are the 
MX Quad histogram. It is grouping of HOG features and MX Quadtree 

feature vectors. Best features are retrieved by selection scheme called feature 

subset vector by enhanced ranking and performance evaluation methods. 
These features curtail the computational intricacy of Convolution Neural 

Network image classification. 

1.1 Feature Extraction 

The dominant focus of feature extraction and feature selection methods in 

the proposed work is to extract the decisive and non-redundant features 

which involves in improving the accuracy of the proposed model.  Major 
motivation for applying feature extraction and feature selection are as 

follows, 

 Dimensionality minimization of huge volume features that are to 

be considered for the image classification. 

 Training time of proposed model gets reduced by enhanced 

classification accuracy. 

 Minimizes over fitting. 

Feature extraction and selection is extremely subjective by the evaluation 

criteria. The subsequent sections define about the feature extraction and 
selection methods with their experimental results of the proposed model in 

detail. 

The performance of the classification method solely depends on the 

feature sets that have been extracted from the images. This helps in the 
classification of the image as stego or cover image. The major varieties of 

feature extraction methods are Image quality metrics, Co-occurrence 

features, Markov features, Contourlet transform features, Wavelet transform 
features and Merged features of both spatial and frequency domain of image 

steganalysis is presented in Figure 1. 
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Figure1.Categorized Literature Review for Feature Extraction in Image 

Steganalysis 

  

 2. Literature Review 

 2.1Feature Extraction 

Ghareh et al. (2017), recommended Artificial Bee Colony method for 
separating the sub-image of an image by considering density change in 

accordance with cover to stego images [1]. Image steganalysis was done by 

artificial bee colony feature selection method which extracts features from 
sub-images.Then Feature Vector was generated to improve the accuracy of 

Steganalysis.   

2.1.1 Image Quality Metrics (IQM) Based Feature Extraction 

Avcibas et al. (2003), experimented images based on statistical 

differences among the images before and after embedding the secret 

messages by extracting image quality metrics of 26 images [2]. The author 

also introduced Analysis Of Variance (ANOVA) technique to test similarity 
of features. Multivariate Regression was used to differentiate the cover (with 

no concealed message) andstego (with concealed message) images based on 

the relevance of features. 

2.1.2 Markov Based Feature Extraction 

Shi et al. (2006), used Markov empirical transition matrix to extract the 

intra-block dependencies of JPEG image by Discrete Cosine Transform  
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(DCT) coefficients of the blocks [3]. The intra-block dependencies were 

calculated in the directions of vertical, horizontal, diagonal and minor 

diagonal. Approximately 81 features of all the directions were measured to 
analyze the intra-block dependencies. 

Ng et al. (2011), upgraded the performance of the steganalyzer by 

escalating the Markov features classes [4]. The author extended the Markov 
features by joining the original JPEG arrays with JPEG arrays of first order 

and the second order JPEG arraysRBFNN with localized generalization 

error model (L-GEM) was used to classify the stego images from the cover 

images. 

2.1.3 Wavelet Transform Based Feature Extraction 

Hany (2003), considered the gray-scale images for which nine high 

frequency subbands were constructed using 3-Level wavelet breakdown with 
Quadrature Mirror Filters (QMF) [5]. Fisher Linear Discrimination (FLD) 

analysis was done to identify the stego images by classification algorithm. 

The author worked mainly on the skewness, variance, kurtosis and mean of 
the Wavelet Factors. 

2.1.4 Co-occurrence Based Feature Extraction 

Zong et al. (2009),discussed an innovative blind steganalysis 

methodology of JPEG stego images [6]. The steganalysis was done by 

breaking down of images into wavelet coefficients. The co-occurrence matrix 
of the nearby wavelet coefficients was calculated and Laplace transformation 

function was applied. The stego images were classified from the set of 

images using Back Propagation (BP) neural network classifier by applying 
Laplace transformed variance and Characteristics Function (CF) moments.  

The author presented the accuracy and higher detection rate with the 

performance of the system.  

2.1.5 ContourletTransformBased Feature Extraction 

Sheikhan et al. (2012), presented the steganalysis method grounded on 
the features from the contourlet transformation [7]. The contourlet 

transformation had the additional features like the non-separable filter banks 

along with directional filter banks. 192-D contourlet features were obtained 
from the transformation in 3 levels, 8 directions and 3 color (RGB) channels. 

The author explained that the system performance could be improved by 

combining the DCT coefficient to detention inter-block dependencies.  
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2.1.6 Merged Features 

Jing et al. (2009), experimented splicing detection technique 

forsteganalysis based on features [8]. Merged features of Markov based 

features and Discrete Cosine Transform (DCT) were used for splicing 
detection forsteganalysis process. Markov based features exposed the DCT 

coefficients of intra and inter block dependencies of the stego image. Merged 

feature methodology performed better with higher rate of accuracy with 109 

dimensional feature vectors. 
Yu et al. (2010), merged the features of the Discrete Cosine Transform 

(DCT) of the spatial and transform domain [9]. Merging of the features was 

done next to the decompression process of the JPEG image. The authors 
classified the stego images based on merged features with higher detection 

accuracy.  

 

2.1.7 Feature Selection                                   

F Ghareh et al. (2017), proposed Artificial Bee Colony method to find the 

sub-image of an image by considering the density difference between cover 
andstego images [1]. Image steganalysis based on Feature selection using 

Artificial Bee colony extracts the features from the Sub-images then Feature 

Vector is generated that improves the accuracy of Steganalysis.  

3 PROPOSED WORK 

The proposed work confides on Feature extraction and Feature selection 

in proper design of tri modules: image segmentation, adaptive features 

extraction and classification.  
The payload location identification and extraction of concealed 

information is performed after ordering the images as cover (with no 

concealed message) or stego (with concealed message) images. In order to 
achieve better performance, new technique called enhanced canny edge 

detection operator, MatriXQuadtreeand Naïve Bayes classification for 

adaptive image steganalysis is proposed for image segmentation, feature 

extraction and classification respectively and it is shown in the Block 
Diagram Fig 2. 
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Figure2 Block Diagram for the Proposed Methodology 

 

3.1 Feature Extraction Approaches 

Color based features and Texture based features are considered for 

feature extraction by Pixel level feature extraction based on color models and 
MX Quadtree neighbor finding mechanism respectively. 

3.1.1Pixel Level Feature Extraction Based On Color Models 

Based on color models of every pixel, two levels features are extracted. 

The two levels are minimum-level features and maximum-level features. 

Maximum-level features are second level features retrieved from minimum-
level features. Usually minimum-level features are acquired from cover 

images. Color values play a major role in extracting the features. 

Adaptive color image steganalysis works on the principle that highly 
textured and adaptive color regions of the image hold large size of hidden 

messages. In this proposed work, color and texture plays a vital role in 

holding the hidden message, if it is a stego image. The advantages of 
considering the color features for the proposed work are as follow, 

Computational simplification; Robustness; Generous implementation and 

accuracy in results. The color of the image is represented as single point in 

3D sub-space color coordinate system [10]. Figure 3, shows the color pixel 
as a mixture of three color stimuli called Red, Green and Blue colors i.e. 

RGB colors. These three colors are the primary colors.  
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                 Figure 3Red Green Blue Color Space 

The color system called HSV andYCbCr are acquired from the RGB color 

model. These colors are called as derived colors. HSV is given as Hue, 

Saturation and Value shown in Figure 4. 

  

Figure 4.HSV Color Space 

 YCbCr is given as luminance, Chrome difference of blue color and 
Chrome difference of red color as shown in Figure 5. 

  

Figure 5YCbCr Color Space 
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The amplitude of pixels is referred as histogram. Histogram peaks with 

the higher amplitude of pixel. The histogram of an image refers to intensity 

values of pixels. Histograms that are narrow show the low contrast region. 
Histogram features of first order statistics are variance, mean, median; 

kurtosis, energy andskewness [11]. Global or local color descriptors of image 

have many histogram descriptors. Color correlograms, moments and 
coherence vectors are the color descriptor [12]. Histograms are invariant to 

the image transformations and it does not give any valuable information 

about the image.   

Histogram of Oriented Gradients (HOG) is a method of counting the 
incidences of gradients in local space of an image. The method such as 

histogram based on edge adaptation, feature transformation descriptors and 

histograms based on shape are similar to HOG.  
 

 

Figure 6Representing Histogram of Oriented Gradients 

 The best feature in HOG is usage of normalization of local pixel 

intensity contrast overlapping and computation of cells that has equal 

distances. The important feature of HOG is that it is constant to regular and 
intensity based transformations. The HOG method is represented in Figure 6, 

which deals with calculation of gradient values by having one dimensional 

seed point with horizontal and vertical direction consideration and filters the 

intensity values of the image using kernel. 
The cell histogram is computed for local normalization to form clusters 

and it gets repeated with block normalization. These result in Histogram 

feature vectors of the identified region of Interest. Algorithm of Histogram of 
Oriented Gradients explains the sequential to be followed for histogram 

based feature extraction. 
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Input       : Segmented region of interest for feature extraction. 

Method   : Gradient and orientation based block normalization. 

Output    : Histogram of Oriented Gradient based extracted feature vectors 
 

Algorithm :Histogram of Oriented Gradients  

  1:  Consider the seed point in 1- Dimensional vector to compute 
gradient value in both X and Y-axis. 

  2: Apply filter to intensity values of the image using a 

kernelfunction [-1, 0, 1].  
  3: Compute Local normalization on cells histogram to form clusters.  

  4: Block Normalization is done on the histograms in non-normalized 

clusters. 

  5: Feature vector of the normalized histograms are obtained from the 
blocks. 

  6:  Return the HOG features. 

Since HOG extracts features with respect to intensity levels of pixels, 
these feature retrieved by HOG is an important feature vector set to be 

considered for adaptive image steganalysis. The selected block histogram 

feature vectors reduce the working overhead of feature selection to improve 

the accuracy of the feature selection process. Color related features are 
retrieved by HOG. 

3.2 Texture Based Feature Extraction 

The pixel based feature extraction should be done to analyze every pixel 

of the image. Since the important feature should not be left for consideration. 
Quadtree is the best data structure to extract the features from the individual 

pixels by decomposing the regions into the smallest unit called as pixel. 

Figure  a, b and c, show the block decomposition of the image into sub 
blocks with directions, tree representations of the blocks with directions and 

finally the Quadtree representation of the image respectively. This can be 

implemented by MatriXQuadtree mechanism in feature extraction phase. The 

MatriX Quartered works on the principle of block based wavelet 
decomposition method. 

3.2.1 MatriXQuadtree 

MatriXQuadtree (MX Quadtree) represents the texture based feature 

extraction by dividing the blocks at higher level into quad sub blocks 
repeatedly as shown in Figure 7. While considering the blocks from the root, 

unnecessary features are eliminated. The segmented region is subjected for 
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feature extraction. MatriXQuadtree repeatedly subdivides the image into four 

blocks until it quads into a single pixeland it is given in Fig 7&8. 

 

 

(a) 

 

(b) 

 

( c ) 

           Figure 7 a) Direction Representation of Quadrant tree b) Representation of 
Quadrant directions c) Quadtre Representation of pixels 

During the division of blocks, the pixel features are extracted to 

identify whether, the features are relevant for classification of images 

into stego image or cover image or else the pixels are found to be irrelevant 

and are rejected. The pixels are represented as 2
n
 X 2

n
 matrix of n value. MX 

Quadtree works on the pixels feature to improvise the performance of feature 

extraction. 

 

 

 

                       Figure 8MatriXQuadtree (MX Quadtree) Representations 
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Table 1, shows the Quadrant computation of image „I‟.„𝑄𝑤 ‟ is quadrant 

width. North West (NW), North East (NE), South West (SW) and South East 

(SE)are directions of quadrants. Definitions forXLB, XUB, YLBandYUB are 
given as follows: 1: XLB is the Lower Bound along X-axis, 2:  

 

XUB is the Upper Bound along X-axis, 3: YLB is the Lower Bound along Y-

axis and 4:YLB is the Upper Bound along Y-axis 
 

Table 1 Quadrant Computations for the Image „I‟ 

 

Quadrant 
Direction 

X-axis Lower 

Bound 
(XLB) 

X-axis Upper 

Bound 
(XUB) 

Y-axis Lower 

Bound 
(YLB) 

Y-axis Upper 

Bound 
(YUB) 

NW I.XLB I.XLB+(𝑸𝒘/2) I.YLB +(𝑸𝒘/2) I.YLB+𝑸𝒘 

SW I.XLB I.XLB+(𝑸𝒘/2) I.YLB I.YLB+(𝑸𝒘/2) 

NE I.XLB+(𝑸𝒘/2) I.XLB+𝑸𝒘 I.YLB+(𝑸𝒘/2) I.YLB+𝑸𝒘 

SE I.XLB+(𝑸𝒘/2) I.XLB+𝑸𝒘 I.YLB I.YLB+(𝑸𝒘/2) 

 

Color and texture relevant features, retrieved by HOG and MX 

Quadtreeforms the MX Quad histogram feature vector set and which 
comprises of 540 features. These features are subjected to the next phase 

called as feature selection process as suggested by Guyonet. al [13]. 

 
Algorithm of Matrix Quadtree explains the sequential s to be followed for 

texture based feature extraction of pixels. 

Input  :    Segmented region of interest for feature extraction. 
Method        :    MX Quadtree mechanism using XLB, XUB, YLB and YUB. 

Output      : MX Quadtree based extracted feature vectors. 
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Algorithm :MatriXQuadtree 

 1: Fragment image as quadrant unit of dimensions2
n 
X 2

n
. 

 2: Image is padded to a standard size format.  

 3: Assume XLB,XUB,YLB and YUB as 0,2
n
,0 and 2

n
 

 4: Find the quadrant direction. 

 5: Repeat 4 for every individual pixels to extractthe feature  

vectors. 

 6: Return the MX Quadtree feature Vectors. 

 
3.3 Markov Features Extraction 

Markov features are extracted by decomposing the image into 8 X 8 

Discrete Cosine Transform Coefficients (Shi et. al 2006). The  
X-axis, Y-axis, minor diagonal and diagonal differences are computed to 

extract the markov features of an image as follows, 

𝐷𝑥−𝑎𝑥𝑖𝑠  𝑃𝑖 ,𝑃𝑗 = 𝐷 𝑃𝑖 ,𝑃𝑗 − 𝐷 𝑃𝑖 + 1, 𝑃𝑗 (1)  

𝐷𝑦−𝑎𝑥𝑖𝑠  𝑃𝑖 ,𝑃𝑗 = 𝐷 𝑃𝑖 ,𝑃𝑗 − 𝐷(𝑃𝑖 ,𝑃𝑗 + 1) (2) 

𝐷𝑑𝑖𝑎𝑔𝑜𝑛𝑎𝑙  𝑃𝑖 ,𝑃𝑗 = 𝐷 𝑃𝑖 ,𝑃𝑗 − 𝐷(𝑃𝑖 + 1, 𝑃𝑗 + 1)   (3) 

𝐷𝑚 _𝑑 𝑃𝑖 ,𝑃𝑗 = 𝐷 𝑃𝑖 + 1, 𝑃𝑗 − 𝐷 𝑃𝑖 ,𝑃𝑗 + 1 (4) 

Markov features extraction is done by transition probabilities of transition 
matrices. 

𝑀𝑥−𝑎𝑥𝑖𝑠  𝑝,𝑞 =
𝛴𝑃𝑖=1

𝑠−2 𝛴𝑃𝑗 =1
𝑡 𝛿(𝐷𝑥−𝑎𝑥𝑖𝑠  𝑃𝑖 ,𝑃𝑗  =𝑝 ,𝐷𝑥−𝑎𝑥𝑖𝑠  𝑃𝑖+1,𝑃𝑗  =𝑞)

𝛴𝑃𝑖=1
𝑠−1 𝛴𝑃𝑗 =1

𝑡 𝛿 (𝐷𝑥−𝑎𝑥𝑖𝑠  𝑃𝑖 ,𝑃𝑗  =𝑝)
              (5) 

 𝑀𝑦−𝑎𝑥𝑖𝑠  𝑝, 𝑞 =
𝛴𝑃𝑖=1

𝑠 𝛴𝑃𝑗 =1
𝑡−2 𝛿(𝐷𝑦−𝑎𝑥𝑖𝑠  𝑃𝑖 ,𝑃𝑗  =𝑝 ,𝐷𝑦−𝑎𝑥𝑖𝑠  𝑃𝑖 ,𝑃𝑗 +1 =𝑞)

𝛴𝑃𝑖=1
𝑠 𝛴𝑃𝑗 =1

𝑡−1 𝛿(𝐷𝑦−𝑎𝑥𝑖𝑠  𝑃𝑖 ,𝑃𝑗  =𝑝)
          (6)  

 𝑀𝑑𝑖𝑎𝑔𝑜𝑛𝑎𝑙  𝑝, 𝑞 =
𝛴𝑃𝑖=1

𝑠−2 𝛴𝑃𝑗 =1
𝑡−2 𝛿(𝐷𝑑𝑖𝑎𝑔𝑜𝑛𝑎𝑙  𝑃𝑖 ,𝑃𝑗  =𝑝 ,𝐷𝑑𝑖𝑎𝑔𝑜𝑛𝑎𝑙  𝑃𝑖+1,𝑃𝑗 +1 =𝑞)

𝛴𝑃𝑖=1
𝑠−1 𝛴𝑃𝑗 =1

𝑡−1 𝛿(𝐷𝑑𝑖𝑎𝑔𝑜𝑛𝑎 𝑙  𝑃𝑖 ,𝑃𝑗  =𝑝)
  (7) 

𝑀𝑚 _𝑑  𝑝, 𝑞 =
𝛴𝑃𝑖=1

𝑠−2 𝛴𝑃𝑗 =1
𝑡−2 𝛿 (𝐷𝑚 _𝑑 𝑖+1,𝑗  =𝑝 ,𝐷𝑚 _𝑑 𝑃𝑖 ,𝑃𝑗 +1 =𝑞)

𝛴𝑃𝑖=1
𝑠−1 𝛴𝑃𝑗 =1

𝑡−1 𝛿(𝐷𝑚 _𝑑 𝑃𝑖 ,𝑃𝑗  =𝑝)
           (8) 
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Where s and t are the image dimensions and𝛿 = 1  assigned when 
condition is met.The markov (Shi et. al 2006) features are extracted using a 

threshold value of -4 and +4 as lower and upper limit respectively for p and 

q. The pixel position at (i, j) is represented as 𝑃𝑖 ,𝑃𝑗  . The values range from 

the axis band of about [-4 to 0] and [0 to +4]. Thus features from every 

direction are calculated. 

 4 Feature Vector Combination 

Features that extracted by the color and texture based feature extraction 

by HOG andMatriXQuadtree (MX Quadtree) forms the MX Quad histogram 

feature vector set. The statistical properties of the images before and after 

embedding the hidden messages are measured to extract the features based 
on histogram and the texture properties like intensity, luminance etc. which 

are measured by using the MX Quadtree. This collection of features from 

Histogram of Oriented Gradients (HOG) and MX Quadtree generates MX 
Quad histogram. 

4.1 Feature Selection 

Selection of best features from the extracted MX Quad histogram 

features improves classification accuracy, reduces computational overhead of 

classification and over fitting. Feature selection method is organized as 
follows, 

1. Feature Subset Generation using Filter Approach 

2. Feature Subset Evaluation by Ranking using Wrapper Approach 

3. Selected  adaptive features by performance evaluation test 

4.1.1 Feature Subset Evaluation by Ranking Based Enhanced    
          Wrapper Approach 

The effectiveness of the features extracted by univariateand multivariate 

filter approach cannot be identified till it gets classified using a classifier. 

This increases the computational complexity of the classifier and overheads 

the classifier to classify the image into stego or cover image based on the 
features obtained.  

Wrapper approach rectifies this difficulty by imposing performance 

check using classifier and its decision. Performance based classification with 
selected features are then fed up into the classification system to improvise  
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the classification accuracy. The wrapper approach uses a ranking technique 

to select the best feature to be considered for further processing.  

There are two passes (Ruiz et al. 2004) in the feature selection based on 

ranking system in wrapper approach which is explained in Algorithm and 
they are as follows: 

1. Initial ranking of every attribute is done and the Number of Label 

Classes is calculated for the training dataset. 

2. Error rate for every feature is measured using Naïve Bayes classifier 

by comparing the first and second attribute. This comparison is done 

by marking the selected attribute. 

3. Based on the accuracy obtained during classification of marked 

features, ranking the features is done. 

Input : „F‟ training feature samples. 

Method : Sorting, Number of Label Classes, Error rating and Ranking. 

Output : Reduced Feature set „F‟. 
 

Algorithm  : Feature Subset Evaluation by Ranking Based Wrapper 

Approach 

    1: for every feature in the Feature set do Perform Quicksort (F,i) 

        Compute Number of Label Classes NLC(i) Initial Ranking 
         F (first ranked feature.) allotted to „R‟. 

         Initial feature set allotted to „n‟. 

   2: Calculate the Error Rate (ER) 

   3: Ranking Based on error rate. 
   4:  Repeat for all features. 

 

The wrapper approach selects the best adaptive features in a descending 

ordered list based on its performance using Naïve Bayes classifier for further 
classification module. This method improves the classification accuracy of 

the system. 

5 Results and Discussion 

The experimental outcomes of the recommended adaptive image 

steganalysis system and their implication are discussed in this segment. Also, 
the efficiency and effectiveness of proposed scheme is enlightened. In 

recommended system, image classification is performed with different 

embedding ratio. Implementation of image segmentation and there after 
feature extraction, feature selection and classification by Naïve Bayes 

Classifier evaluates overall performance of proposed system. Total available 

images in the image database are shown in table 2. 
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Table 2.Image type Vs # of images in database 

Image Type 

Embedding 

Ratio 

Subset # Stego 

Images in 

Subset 

# Cover 

Images in 

Subset 

Stego image 

5% Subset 1 200 300 

10% Subset 2 200 300 

15% Subset 3 200 300 

20% Subset 4 200 300 

25% Subset 5 400 100 

50% Subset 6 400 100 

100% Subset 7 400 100 

  

 The proposed system is evaluated using the F-score and Matthew‟s 

correlation coefficient value for various image segmentation, feature 
extraction and selection methodologies. Based on their performance, the best 

methodology for every module is chosen for the proposed system. In order to 

get maximum accuracy for adaptive image steganalysis, the classification in 

the proposed system is done by two stages followed by payload location 
identification and message extraction. 

 In the first stage, Adaptive region identification and feature 

extraction are done. 

 In the second stage, the given image is classified into stego /cover 

image. If the result is a stego image, then it is further processed for 
payload location identification and hidden message extraction. 

 To accomplish these tasks, two-class classification algorithms are 

designed. In each stage, the classifier is trained by using 

appropriate cover images in each class. 
 

5.1.1 Analysis of the Proposed Feature Extraction based on HOG    
and MX Quadtree Methods 

Figure 9, shows the Feature extraction using the Histogram analysis of 

the images using Histogram of Oriented Gradients for pixel level feature 

extraction based on color models of the image. 
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Figure 9.Histogram of Oriented Gradients Based Feature Extraction 

 

 

Figure 10.MatriXQuadtree Based Feature Extraction 
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Fig 10, represents the texture based feature extraction using 

MatriXQuadtree method. In this method the image gets split into quadrants 

iteratively until further more quadrature of the image is not possible, means 
image cannot be split based on contrast and intensity of the pixels further. 

 
5.1.2 Image Classification Accuracy 

 
 In Image Steganalysis, the most general assessment method is image 
classification accuracy. If the classification accuracy is higher, then classifier 

performance is also higher. Accuracy is given by equation  

𝐴𝑐𝑐  % =
𝑇𝑜𝑡𝑎𝑙  𝑁𝑢𝑚𝑏𝑒𝑟  𝑜𝑓  𝑐𝑜𝑟𝑟𝑒𝑐𝑡𝑙𝑦  𝑐𝑙𝑎𝑠𝑠𝑖𝑓𝑖𝑒𝑑  𝑖𝑚𝑎𝑔𝑒𝑠

𝑇𝑜𝑡𝑎𝑙  𝑛𝑢𝑚𝑏𝑒𝑟  𝑜𝑓  𝑖𝑚𝑎𝑔𝑒𝑠  𝑖𝑛  𝑡𝑒  𝑑𝑎𝑡𝑎𝑠𝑒𝑡
 𝑋 100    (9) 

5.1.3 Adaptive Image Steganalysis Classification Metrics 
 
 Confusion matrix for adaptive image steganalysis is demonstrated by the 
classifier output for a binary class problem. Table 3 shows the table metrics 

for constructing the confusion matrix. Table 4 present‟s adaptive image 

steganalysis classification metrics for binary classification of Class „A‟ 
(Stego image) and Class „B‟ (Cover image). 

    Table 3.Classification Metrics 

 

Case Image Classifier Output Metrics Case 

1 Concealed Data Concealed  data True positive (TP) 1 

2 Concealed  Data 
No Concealed 

data 
False Negative(FN) 2 

3 No Concealed Data Concealed data False Positive (FP) 3 

 

 

Table 4.Confusion Matrix for Two Class Classification 

Experiment result 

Classification 

Class „A‟(Stego Image) 
Class „B‟(Cover 

Image) 

Class „A‟(Stego Image) True Positive (TP) False Positive (FP) 

Class „B‟(Cover Image) False Negative (FN) True Negative (TN) 

 
In table 3and table 4, 
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CASE 1 - True positive:  The stego image (with hidden data) is correctly  
classified as stego image (with hidden data) i.e. Class „A‟ object  

is correctly classified as Class „A‟ object. 

 
CASE 2 - False Negative: The stego image (with hidden data) is wrongly  

classified as cover image i.e. Class „A‟ object is wrongly  

classified as Class „B‟ object. 

 
CASE 3 - False Positive: The cover image (with no hidden data) is wrongly  

classified as stego image (with hidden data) i.e. Class „B‟ object is  

wrongly classified as Class „A‟ object. 
 

CASE 4 - True Negative: The cover image (with no hidden data) is correctly  

classified as cover image (with no hidden data) i.e. Class „B‟  
object is correctly classified as Class „B‟ object. 

5.1.4 Analysis of the Proposed Feature Selection    
              by Ranking Based Enhanced Wrapper Approach 

Ranking based Enhanced wrapper approach is used to improve the 

efficiency of the classifier. The classification accuracy of the wrapper 
approach using Naïve Bayes classifier determines the best wrapper approach 

to enhance the systems performance. The experimental result of the wrapper 

approach is evaluated by considering the univariateand multivariate approach 
using the Naïve Bayes classifier. Table 5and Table 6shows the ranking based 

wrapper approach of recommended system by Naïve Bayes classifier for 

different approaches. 

 

 
 Table 5. Classification Accuracy of Proposed System by Naïve Bayes  

classifier in Feature Selection 

 Feature Selection 
Classification Accuracy Using 

Naïve Bayes classifier 

Distance Correlation Coefficient Method – 

Univariate Approach 
93.65% 

Markov Random Field Cliques- 

Multivariate approach 
92.28% 

Ranking Based Enhanced Wrapper 

Approach 
94.26% 
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Table 6 Classification Accuracy of the Implemented System Using Naïve 

Bayes classifier in Feature Selection 

 Feature Selection 
Classification Accuracy Using 
Naïve Bayes classifier  

Pearson Correlation Coefficient Method – 

Univariate Approach 
91.33% 

Multiple Linear Regression- Multivariate 

approach 
89.45% 

Ranking Based Wrapper Approach 92.46% 

 

These concepts are illustrated using the graphical representation in the 

Figure 11,12 and 13 and Table  7. 
 

 

 
 

Figure 11.Graphical Representations for Naïve Bayes Classification 
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Figure 12.Graphical Representations for Naïve Bayes Classification Accuracy of 

Other Feature Selection Methods 

 

Table 7 Comparison of Proposed System with Other Feature Selection                             

Methods 

 
 

 
 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 
Figure 11.Graphical Representations for Comparison of Naïve Bayes Classification 

Accuracy of Proposed and Other Feature Selection Methods 

  

 

 

Feature Selection 

Classification Accuracy Using Naïve Bayes Classifier 

Proposed Feature 

Selection Method 

Other Feature Selection 

Method 

Univariate Filter 
Approach 

93.65% 91.33% 

Multivariate Filter 

Approach 
92.28% 89.45% 

Ranking Based 

Enhanced Wrapper 

Approach 

94.26% 92.46% 
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7. Conclusion 

These adaptive regions are considered for adaptive feature extraction and 

selection process in which perfect features of adaptive regions are obtained to 

identify whether the image has any concealed information. Histogram of 
Oriented Gradients and MX Quadtree mechanism performs better compared 

to other pixel level based feature extraction method and texture based feature 

extraction method. The Naïve Bayes classifier classifies the given image into 
stego or cover image. The Naïve Bayes classifier provides higher 

classification accuracy. The recommended methodology is tested on a huge 

set of images in image database and over 96% accuracy is obtained for the 

proposed methodology. The categorizing accuracy of the recommended 
system is measured for various embedding ratio. The proposed system 

provides a constant improvement during the computation of classification 

accuracy.   
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