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Abstract 
 
Hospitals are combining all their remote apparatus on a very big scale to 

world wide area networks for the  promoting  instant remote data access. A 

safe and effective verification pattern for the combined EPR information 
system provides protecting electronic patient records (EPRs) which benefit 

health care workers and medical personnel for promptly making correct 

medical decisions. This article enables the observation of unusual details 

and unauthorized entry in huge-scale censorious networks, especially 

patient care infrastructural. In addition, approach to health care data needs to 

be continuously screened for malevolent action. Patient confidence must be 
maintained by hospitals and ensure that the principles of security like 

truthfulness, obtain-ability and Privacy are predominant for EPR data. The 

peculiar behaviors of patient records are extracted and visualized through 
outlier detection model and K-means distance computation. This helps to 

find the accuracy of anomaly score and visualization of the results. Finally, 

the results are visualized to highlight the outliers. 
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1  Introduction 
 

Due to the emerging technology development the heath sectors are 

consistently receiving the more integer number of reported data protection 

[1] incidents as electronic patient registration data depicting the most 

sophisticated and valuable data available. Electronic Patient Record (EPR) is 

a digitally organized set of exercise information stored in the patient's 
electronics. At the time of EPR systems is generally driven by solutions, 

which are governed by participatory access [2]. Hospital networks are often 

updated with new digital technologies. The health system contains sensitive 
data on many devices. These information infrastructures rely heavily on ICT 

to smooth communications and computerization. Within the database of 

medicine, the need for valuable and accurate information is increasing. 
Hospitals are therefore largely dependent on information technology (IT) 

infrastructure and rely heavily on electronic patient registration (EPR) data. 

Patients should be self-assured that their data will be stored securely.As 

such, it is now beneficial to the patients to routinely review their medical 

records with clinical documentation about their diagnoses though the record 

created by the doctor it is truly the patient’s information. Patients essential to 
be guaranteed of few vital safety principles. 

1) The data which is stored is reliable and precise.  

2) Facts could be continuously regained by health care experts when 
wanted.  

3) Merely authorized patient care experts has to access the data when it is 

appropriate to do so.  
This paper is systematized as follows. First, data set is collected from a 

specialist hospital. Therefore the data navigation task for abnormal operation 

is substantial. [3] Data is pre-processed for feature extraction. The values are 

subjected to data measurement and feature measurement for easy access and 
analysis, to make the best decision in the shortest time. In general, analysis is 

considered a machine learning approach. By balance behaviors, thickness -

based external observation can be identified behavior changes. [4] The data 

set is trained and tested using the Local External Factor (LOF) algorithm and 

K-distance. Calculation. The Local External Factor procedure exposes 

abnormal view by calculating own abnormality. [5]Then the visualization of 

anomalies is done to highlight the outliers. This provides situational 

awareness to detect for erratic or uncommon action proactively. And finally, 
result of the findings and the upcoming work of the paper was discussed. The 

Figure 1 represents the overview of data analytics process. 
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Figure 1  Outline of data analytics 

 

1.1 Electronic Patient Record(EPR) Data in Hospital Networks 
 
A data set is a collection of records. The source of information set lists 

values for each of the adaptable, such as feature and characteristic of an 

article, for each member of the information set. Source of information sets 

consist of an assemblage of documents or files. If the source of information 

is missing or suspicious an imputation method may be used to complete an 

information set.[6] Data sets are an integral part of the field of machine 

learning. Usually, patient data is not made available to all internet users as 

the data is very sensitive. The data used in this study article are from a 
specialized hospital. The Data set is collected from the Repository 

“KAGGLE” “https://www.kaggle.com/speedoheck/inpatient-hospital-

charges”. 
 

The data set getting reorganized periodically.The data set presented 

contains following subsequent fields.  
1) Date and time: The date and time of the patient's registration 

corrected. 

2) Device: The device on which the patient's record was edited. 

3) User ID: The token representation of the user who accessed the 
patient's record. 

4) Routine: The routine when Patient access record (record updated, 

printed letter, etc.); 
5) Patient ID (Tokenise): Tokenized representation of the accessed 

patient's record; 

6) Record Duration: The number of seconds the patient's record is 

accessed. 
7) Recent Admission Date: The date the patient was current admitted to  

https://en.wikipedia.org/wiki/Imputation_(statistics)
https://www.kaggle.com/speedoheck/inpatient-hospital-charges
https://www.kaggle.com/speedoheck/inpatient-hospital-charges
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the medical. 

 

8) Renewed discharge date: The date the patient was the last send out 
from the hospital. 

 

1.1.1 Problems in Hospital Networks                 
 

Although safeguarding patient data concept looks simple but, it is 

challenging problem that the data within patient care infrastructural require 

to be continuously observed for malevolent, unpredictable. The provocations 

include low accuracy, time and computational complexity, labeled and 

unlabeled data sets, privacy, velocity, lack of adequate facts, and no 
consistent description for an anomaly across different patient records. 

 

1.2 Pre-Processing of Data 
 

On providing significant visualization, the database begins with the 

before-process phase. The survey source is stored by the EPR and each user 

contact. The source is take out in CSV format and stored in a database. To 

promote meaningful insights of the data before-process is carried for data set. 

Data pre-processing is a data mining method that convert raw data into useful 

information. Real source is often unfinished, unpredictable, and/or missing in 
definite behaviors enclose many faults.  

Recognized technique of resolving such problems.  Data cleaning, data 

selection, data reduction, removal of missing data, and removal of 
undesirable data. Moreover, it prepares raw data for further processing. 

 
1.3 Extraction of Features 
         

Extraction of features starts from primary data resolute and develop 

resulting characteristic deliberate to be useful and never permit, ease 

generalization steps and the following learning. Extraction of features is 

related to dimensionality reduction. [8] Extraction of Maximum and 
Minimum duration, exclusive features and frequency of interval Figure 2 

shows.  

During the intial stage, features on the basis of statistical approach are 

implemented. The measures of variance are distinguished by fixed 

deviation, minimum, maximum, 1st quarter and 3rd quarter  
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features. Finally, the two measures of position are calculated by the 

five percentile and the ninety-five percentile features. Figure 3 shows 

the extraction of mean, mean, mode and constant deviation. Figure 4 

shows the extraction of the 3rd quarters. Frequency, mode, average, 

minimum, maximum, five percentile, ninety-five percentile, 1st 

quarter and 3rd quarter are calculated using type functions. 

 
Figure 2 Extraction Of Maximum And Minimum Duration, Exclusive Features And 

Frequency Of Interval 

 
Figure 3: Extraction Of Mean, Median, Mode And Standard Deviation 

 

 
Figure 4: Extraction Of 3rd Quartile 
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1.3.1 Feature Scaling  
             

In order to normalize the data within a particular range and to speed up 

the calculation in algorithm feature scaling is applied for dataset which is 
Pre-Processing step. It mainly applied to features of data or to independent 

variable in the dataset.  

 
1.3.2 Min-Max Scaling 
            

The Min-Max approach scales consists of fixed range of data , and 

rescaling holds range of features to scale  the range in  between [0,1] The 
limited limit as a result of low fixed deviations suppresses the effect of 

aliens. Selecting the mark range depends on the nature of the data.Figure 5 

displays the Min-max scaling. 
    

 
Figure 5 Min Max Scaling 

 

1.4 Data Inspection 
            

It is the act of viewing data for verification and debugging purposes, 

before, during, or after a translation. 
 

1.4.1 Generation of Heatmap 
              

A heat map is a graphically visualized illustration of source that uses-end 

a system of colour-coding to characterize various values. Heat maps are 

widely used in various forms of analytics. They are  used to display user 

behaviour either on specific webpages or in webpage patterns. Proving data 
as a thermal graph of loops is a great approach to finding data points. 
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interest.  
The effect of the heatmap is shown in Figure 6. However, the density of 

the database does not allow valuable perception from being obtained, and 

the real-time map is inefficacious. The size of the data prevents all data 

points from being displayed.  

 
Figure 6  Outcome of Heatmap 

 

2  Density Calculations  
                 

Density is the relationship between observations and their possibility. 
The calculation of random variable probabilities for specific outcomes is 

performed by a probability density function. It is right important to 

distinguish probability density purpose for source to know outlier anomaly 

whether it should be removed.  Figure 7 shows results of density calculation. 

The results are keenly observed to choose appropriate learning methods that 

need input data to have a specific probability distribution. 
 

 
Figure 7 Results Of Density Calculation 
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                    2.1 Data Visualization 
           

This visualization enables the formation and history of the demonstration 

of information, which implies the “information that has been abstracted in 

some schematic form, including characteristics or variables for the 
information units”. The initial objective of knowledge visualization is to 

transfer information efficiently and clearly via information graphics, 

statistical graphics plots.  

 
2.2 Result of Visualization 
 

         The Figure 8 shows the Boxplot graph to spot outliers. With Boxplots 
we will understand the distribution of information in dataset. The information 

set is split into three quartiles. The results represents the minimum, 

maximum, median, first quartile and also the third quartile within the data 
set. It's also useful in relating the spreading of knowledge across data sets by 

drawing boxplots for every of them. The boxplots were made through 

matplotlib. Box plots are non-parametric: they display difference in statistical 

population of samples without making any assumptions of the underlying 
distribution .The spacings between the various parts of the box indicate the 

degree of dispersion and skewness within the data, and show outliers. 

 

                           
                                                 Figure 8  Results Of Boxplot 

 

3  Subplots 
   

The Figure 9 subplots help in making common layouts of enclosing 

figure object, in a very single call. The function returns a figure object and a 

tuple containing axes objects capable n rows*n cols. Each axes object is 

accessible by its index. 
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Figure 9  Result Of Subplot 

 

Figure 10 shows the colorbar displays a vertical colorbar to the right of 

the current axes or chart. Its properties are to control the behavior and 
appearance of a ColorBar object. Colorbars indicate the mapping of data 

values into the colormap and display the current results. By changing 

property values, we can modify certain aspects of the colorbar. 

 
 

 
Figure 10  Result Of Colorbar 

 

4  Local Outlier Factor 
 

The approach is often second hand in Internet search algorithms, referral 

systems, stock market trading, pharmaceutical design, and many everyday 
applications [6]. Machine learning method usually consist of three 

components, for example, evaluation and optimization, where the database is 

sculpted into a set. This system depicts a local external factor algorithm 
based on a synchronization. [7] Local external factor (LOF) is one of the 

most popular methods of detection. The scores of outlierness is measured on 

the basis of density relativeness of each point to its nearby resident for the 

purpose of detecting outlier.Figure 11 represents the basic idea of LOF.  
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Figure 11 Basic Idea Of LOF 

 

The Local Outlier Factor (LOF) process consists of  various steps: 

Step 1: Kth-distance Computation 

Step 2: LRD Computation 

Finding the appropriate k value: 

2.1 Since our dataset training count is 80, let’s take more than half   

i.e. 41.   
2.2 Finding error rate for k values 1-41.  

2.3 K value with minimum error rate is finalized. 

      2.4 From the error rate observed lets conclude the K value with 

minimum error rate. 
2.5 Here 7, 9,10,14,16 have the minimum error rate of 0.20 let’s fix 

the k value to 7.  The report of classification is shown figure 12. 

 

 
Figure 12  The Classification Report 
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Figure 13 Result Of KNN Final Accuracy 

 

The LOF uses the density of a coefficient of immunity to its neighbors 

because the article size indicator is a foreign one. The LOF process describes 

abnormal source of data points by calculate local deviation. In expression, 

patterns of data that do not betray the expected behavior will emerge. [9] A 

global external detection process is carried out to examine data points that 

are distant from the rest of the database. Figure 13 indicates the results of the 
KNN final accuracy. 

 

5  Outliers Detection and Removal 
 

Outliers are utmost values that deviate from other recordings on data;  
they might impose variations during a experimental errors or a novelty. 

Beside from this, an eccentricity is an observation that diverges from an 

overall pattern on a sample. Outliers may are available alternative ways, 

betting on the environment: point outliers, contextual outliers, or collective 
outliers. Point outliers are single data points that lay in distance from the 

remainder of the distribution. Figure 14 represents the results of generation 

of outlier scores. 
 

 
Figure 14  Result Of Generation Of Outlier Scores 
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5.1 Feature Testing 
            

Each feature is said to have a characteristics that is designed to be useful, 

intuitive and effective.[10] Every feature is tested individually for its 
behavior. Feature testing is made clear by using scatter matrix. 

 

5.2 Scatter Matrix 
                  

The scatter team exposes the discreet and unreliable relationship between 

the data. [11] In this case, from visual examination, the key features have a 
practical connection. [12] The scattering team visualizes the correlation 

between features to analyze the primary appropriate method for LOF 

classification. 

6  Experiment and Results 
 

The performance of the presented approach is assessed by Anaconda 
software with Pandas Tool (Jupiter) [13] The external score measures the 

local distraction of the density (k gives the maximum value) that determines 

how the value given by the k-neighboring neighbors is extracted.[14] By 

using scatterplot, the range limit for the total patient records is identified:[15] 
 Normal(below 200) 

 Abnormal(above 400) 

             

 Figure 15,16, and 17 represents the result of Scatterplot for Overall  
Dataset,Normal Dataset and Abnormal Dataset 

 

 
Figure 15  Result of Scatterplot for Overall Dataset 
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Figure 16 Result of Scatterplot for Normal Dataset 

 

 

 

   
Figure 17  Result of Scatterplot for Abnormal Dataset 

 

 

7  Conclusion 

 
            Patterns in EPR data are proactively monitored for the purpose of 

finding and screening the anomalous activities. [16]The unusual behaviors of 

patient records are extracted and visualized through deviance detection 
model. The system is proposed in such a way that it adds security walls to the 

healthcare infrastructures.[17] Finally, the results depicts a way for 

discovering deviating patterns from a compounded dataset which is 
impossible from the single visualization of the entire dataset.Atlast,outcomes 

are visualized to highlight the outliers 
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8 Future Work 
          

    The anomalous behaviors are detected from the feature duration that is  

how long the record has be  viewed . Others features aside from duration are   

can  also be consider for Outlier detection. Additionally, a frequency  and 

concatenation of happening during the fundamental interaction of the user 

with the EPR are explored can be detected as anomalous behaviors.  
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