
 

 
 

 

 

 
 

 

 
 

 

 

A IOT Based Approach Towards Water 
Outlet Monitoring and Controlling 

Integrating Prevention Measures Against 
Congestion and Intrusion in Cloud 

Environment 
 

1R.Shobana and 2M.Nithya 

 
1Department of Computer Science and Engineering, AarupadaiVeedu Institute of 

Technology, Vinayaka Missions Research Foundation (Deemed to be University), 
Paiyanoor, India. E-mail: shobanasenthil29@gmail.com                      
2Department of Computer Science and Engineering, Vinayaka Mission’s 

KirupanandaVariyar Engineering College, Vinayaka Missions Research Foundation 

(Deemed to be University), Salem, India.  

E-mail: nithya.Ph.D@gmail.com 

 

Abstract 
 
In the current scenario digitization plays a greater impact on world’s 

economic growth. In India, due to internet growth and huge availability of 

smart phones, digitalization is easily achievable and would be a greater 

advantage for the consumers. The consumers can view the required data from 
anywhere and pay their bills from anywhere using Internet of Things (IoT) 

technique. Our proposed system majorly researches on cyber security 

systems, Internet of Things, load balancing in cloud environment. Our 
proposed architecture involves secure user identity management, Internet of 

Things, secure data transmission, Load balancing, Automatic intrusion 

detection and prevention against web vulnerabilities and data repository 
(cloud storage). Identity management involves fingerprint and secure 

external device based authentications. Efficient load balancing technique has 

been adopted to monitor and file access to avoid congestion / overloading of 

the server using Honey bee algorithm. Load balancing technique also 
focuson two levels: Data reliability and Data availability. In our system, 

automatic intrusion  detection  and  prevention  for  spoofing  attack  is been  
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implemented. In this prevention measures are predefined as security policies 

while developing the application. Finally for data recovery / data repository 
our proposed system involves migrating the user files to the cloud 

environment. For cloud storage, in this paper we integrate public cloud 

storage. The data are secured by encrypting the user files using Attribute 
based Encryption (ABE) during data upload. Our experimental results 

provide high accuracy and security when compared with the existing 

systems.  
 

Keywords: Internet of Things, Fingerprint, Load Balancing, Intrusion 

detection and prevention, Attribute based Encryption, Cloud repository. 
 
 

1 Introduction 
 

 Water is one of the basic needs for human life existence. Around 70% of 

our universe is covered with water, hence many think water is plenty and 

hugely available. But the perception is wrong, only 3% of the world’s water 
is fresh and can be consumed for drinking, bath and personal purpose [1] 

 At present, 2.7 billion of populations are victims of water scarcity at least 

one to two month of the year. Many worlds’ wetlands have been disappeared 
due to water scarcity and environmental change. If the same situation 

continues, in the year 2025 two-thirds of world’s population won’t be able to 

access fresh water.   
 In this paper, we propose an intelligent water saving technique invoking 

secure identity management, smart meters / sensors to monitor water 

consumption, Internet of Things (IoT), load balancing technique (LOAD 

BALANCER) to avoid congestion, secure data transmission and automatic 
intrusion detection and prevention against spoofing attack. Hence hereafter 

consumers start consuming water with high responsibility when they are able 

to view the water consumptions when they use. Thus water wastage would be 
highly reduced. 

 Though cloud computing has many advantages, there are few significant 

challenges which still needs to be effectively addressed, they are security and 

privacy cloud applications. The files are stored in the cloud server for easy 
access; hence user authentication is very important in cloud applications. In 

existing system username / password based authentication is adopted. This 

approach is not secure and privacy preserving, because of the availability of 
spyware injected into the web browser it’s easy for the intruder to fetch the 

user details [2]. Our proposed system overcomes the existing challenge by 

implementing two factor secure authentication using fingerprint based 
biometric authentication during signup and secure device authentication 

(USB) during payment process.  
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 The existing problems such as excessive water consumption, information 

on water usage, leakage, demand forecasting and requirement, tariff plans, 

payment and theft can be resolved using IoT based smart metering system. 
Water consumption is been monitored using automatic smart meters using 

water flow sensors. It’s not possible / viable to collect the water consumption 

data from 7.4 billion users and analyse them on a day to day basis and the 
data might be inaccurate as well [3]. Hence traditional approach is not 

feasible. Thus centralized smart meters for water monitoring with IoT based 

access and control system is been proposed. This system would bring both 

consumers and utility provider closer and providing real time usage data for 
the consumers would reduce the water consumption and costs. The 

consumers can able to view the usage by authenticating into their respective 

webpage. The consumers can fix the usage limits, pay bills and turn On/Off 
the devices from elsewhere using IoT technique. The supplier can also cut off 

the supply if the consumer bills are not been paid. Thus integrating water 

flow sensors which are been installed in all water devices with internet will 
motivate the consumers to monitor and reduce the consumption of water 

energy. The consumer and supplier can monitor the data through smartphone 

/ any wireless terminal [4,5]. 

 In IoT, physical objects are been embed with software and sensors to 
obtain the data.  Data are been transmitted using wireless communication. 

Several devices can be interconnected using IoT technique. A survey states 

during the year 2013, there are 9 billion physical objects are been connected 
using IoT and by the year 2020 it would raise up to 24 billion [6]. It’s been 

predicted in future a user will be accessing up to 20 physical objects to IoT. 

Since the data are been exchanged between the network central unit (CU) and 
enormous objects, huge network traffic / congestion happens. To overcome 

this challenge we proposed dynamic load balancing concept. 

 Previous researches with regard to load balancing in cloud environment 

focus on theoretical algorithms [7]. Many research papers on load balancing 
are survey papers which explain only the load balancing algorithms. We 

examine real load balancing environment to avoid congestion / overloading 

of Load Balancer during upload of data from various physical water sensors 
to the IoT environment. Also Load Balancer plays an important role during 

data access. Users from different location tries to access and view their water 

consumption and payment of bill.  In our proposed architecture, LOAD 

BALANCER adopts Hierarchical load balancing technique. In LOAD 
BALANCER the master or parent node will have complete knowledge of all 

the child nodes. In our proposed system, the heap memory space for the 

virtual machines is decided based on the specific application functionalities 
and locations. Maximum heap memory space is allotted to the most 

frequently accessed functionalities. By this architecture, overloading of 

parent node can be eliminated.  
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Fault tolerance is a method which allows a system to keep performing the 
tasks, though one of its parts stopped working. Thus fault tolerance makes 

the system perform the tasks rather than shutting down completely [8].  

 Fault tolerance in cloud environment invokes many parameters like 

availability, reliability, security, scalability, response rate, memory usage, 
CPU execution time, bandwidth consumption, throughput and associated 

over heads.  

 Reliability – Reliability in fault tolerance is defined as the acceptable 
 results provided by the respective system within the time. 

 Availability– Availability in fault tolerance is defined as the specific 

 virtual machine availability and functioning at the specific time under 

 defined conditions. 
 Memory Usage –The memory that is used for processing the task from 

 the total available memory provisioned is defined as the memory usage. 

 Response Rate –The response time is the time taken for the system to be 
 able to understand the request and respond to it. 

 CPU execution time –The actual time taken for processing a specific 

 task is called as the CPU execution time. 
 Bandwidth consumption –The sharing of network among the virtual 

 machines during request analysis is defined as the bandwidth 

 consumption. Usually it’s megabits per second.  

 In cloud computing, security is very important to gain the user 
confidentiality. To gain data integrity and security, automatic intrusion 

detection and prevention is proposed by implementing deep packet 

inspection (DPI) [9]. Automatic intrusion detection of IP spoofing attack has 
been considered in our system. Here all possible prevention measures are 

predefined, if any malicious message has been identified during DPI our 

application will automatically block the request from that specific IP or alerts 
the admin. In existing system, the network operator will be alerted once after 

the attack has been performed whereas in our proposed system the network 

operator will have sufficient time to think and react before the attack been 

executed.  
 For secure data repository, cloud service providers (CSP) are used [10]. 

Thus users are free from setting up dedicated serves, electric charges, 

manpower costs and maintenance costs. Also user can access their respective 
data from anywhere which provides more convenience. In this security is a 

major concern, thus our proposed system invokes attribute based encryption 

algorithm to encrypt the user data while uploading in the cloud server. Also 

for data transmission, we proposed a unique sequence table to generate 
dynamic sequence which intruder finds difficult to crack it.  
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2 Related Works 
 

 In [11], the author examines efficient resource allocation in cloud 

computing. In this article load predictor is proposed to predict the loads in 

each nodes. In [12], elaborates three types of techniques for load balancing 
approach, namely centralized load balancing, distributed load balancing and 

hierarchical load balancing. This research article also explains about the 

algorithms involved in static and dynamic environments. In [13], the author 
describes analysis of certain load balancing parameters like job request time, 

date; Job processing time by the specific VM; loads in each VM using 

CloudSim simulator. This research article also considers datacentres, VM 

and cloudlet. In [14], the author explains various load balancing algorithms 
in cloud computing. This research paper briefly analyse the advantage, 

disadvantage and performance comparison among load balancing algorithms. 

In [15], the author briefs existing load balancing algorithms during 2004-
2015. In this article a new algorithm named carton is explained in dynamic 

Load Balancer. Also this research article compares few load balancing 

parameters like response time, throughput, overhead, performance, speed 
among the load balancing algorithms. In [16], the author proposed an 

efficient model for high fault tolerance to the virtual machines in cloud 

environment. In this reliability of virtual machines are been analysed using 

time stamp. This helps to determine the best node in the cloud environment. 
In [17], the author describes a negotiation strategy for cloud providers 

analysing the user preferences i.e., deadline constraints, amount of reliability.  

 In [18], the author Focus on security attacks in cloud computing. Due to 
easy access and less hardware cost many organizations have migrated their 

applications to cloud. Hence security is very important for cloud service 

provider and data owners. This paper discuss different security attacks in 
cloud computing. In [19], the author details about IP Spoofing attack. This 

article discusses different types of IP Spoofing attacks, detection and some 

prevention measures to establish a secure communication between the sender 

and receiver. In [20], the author elaborates Virtualization and Fault tolerance 
(VFT) techniques which provides increased system availability and reduced 

service time. This research article comprises of two steps, First step performs 

load balancing and second step performs fault tolerance by redundancy. In 
[21], the author mainly focuses on two modules. In first module, machine 

learning approaches are used to predict the failure. In second module, actual 

failures are identified in the cloud test bed. In [22], the author explains the 

importance of water on earth. This paper defines three monitoring systems: 
tank water level monitoring, water pollution monitoring and water pipeline 

leakage monitoring. Water leakage is been detected in pipelines using force 

sensitive resistors (FSR). The water is monitored in smartphones and laptops 
using wireless sensor network. 
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3 Proposed Architecture 

 
Figure 1. Proposed Architecture 

 
 In this paper, we proposed to develop architecture to control and preserve 

water resource integrating user identity management, Internet of Things, 

secure data transmission, Dynamic Load balancing, Automatic intrusion 
detection and prevention against web vulnerabilities and data repository 

(cloud storage). 

 

4 Proposed Methodology 
 
4.1 Identity Management 
 

 To authenticate and provide access for the consumers to monitor the 

water consumption, access the data and pay bills, we have proposed two 

factor authentication technique. First fingerprint based authentication using 
orientation maps (OM) during user registration. Second is a secure external 

R.Shobana et. al. 9986



 
 

 

 

 
 

 

 
 

                   A IOT Based Approach Towards Water Outlet Monitoring and Controlling 

 Integrating Prevention Measures Against Congestion and Intrusion in Cloud 

 

 

device through USB during payment of bills. Fingerprint based 

authentication is secure and highly feasible when compared with other 

biometric authentications. This prompts the consumers to use the exact 

secure device during payment process.  

 

4.2 Fingerprint Feature Extraction:  
 
Orientation Map (OM):  
  

 Generally orientation is defined as the ridge direction and angle formed 
by the horizontal line. Usually the angle varies from 0-180 [23]. The 

fingerprint image is segmented into several non-overlapping block size of 

n*n. Each block size is dependent on inter-ridge distance [24]. The blocks 
should include minimum one ridge and one valley. The orientation block can 

be determined by, 

 

Ɵ(j, k) = 0.5 tan−1 (
Vi (j,k)

Vh (j,k)
)                  (1) 

 

Vx(j, k) = ∑ ∑  2Gi(u, v) Gh(u, v)
j+w/2

v=j−w/2

j+w/2
u=j−w/2                                       (2) 

 

Vy(j, k) = ∑ ∑   (G2i(u, v) G2h(u, v)
j+w/2

v=j−w/2

j+w/2
u=j−w/2 )                                (3) 

 

 Where, W indicates the size of the block, Gi and Gh are gradient 

magnitudes in i and h directions respectively. Applying these equations, a set 
of fingerprint templates are determined. According to Galton-Henry 

classification, 95% of the fingerprints fall in five classes namely arch (A), 

tented arch (T), right loop (R), left loop (L) and whorl (W) [20]. Thus the 

fingerprint patterns are stored in the database and matching score is obtained 
during user authentication. If the matching score is above the threshold value 

the user is permitted to access the IoT webpage to monitor the water 

consumption details, control the flow sensors fitted in the outlets to prevent 
wastage.  

 During payment process, security external device based authentication is 

performed [25]. The secret key in the security device should match with the 

database to allow access for payment. The key is secured by using hash 
function which will create a random number. Our system supports flexible 

attribute based access to change the attributes / policies in different scenarios.  

The user creates the key y € Zp. The user setup stage provides UPK = Y = 
h0y and establishes USK = y. This defines user public key in the security 

device with values TY=ˆ e (g, Y), TG=ˆ e (g, h0) and tsk [26]. Thus once the 
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secret key is generated hash function is applied to convert into random 

numbers of 0-9 and A-E.  
Example: B199ABCB D34ED0F9 085FADC1 359C189E F30AF10A 

C0EFB624 7E0764BF 3E53053E 

 

4.3 Internet of Things Based Water Management (IoT) 
 
 U.S National Intelligence Council (NIC) [27] projection states that by the 

year 2025 everyday utilities like power, home appliances, food packages, car 

parking system, transportation system, healthcare and logistic services would 
be integrated with Internet of Things [28].  With the increasing smart phones 

availability internet of things will have a greater impact in the economic 

development of the country.  
 IoT transforms everything into “smart”.  IoT based buildings would 

provide renewable energy production and monitoring, automatic disaster 

management, reduce greenhouse gas emission, every utilities are been 

monitored and controlled automatically depending on the human level of 
comforts. Thus providing high level of comfort and efficiency. Example 1: 

Once a human enters into his home automatically temperature, humidity, 

light, air conditioner, television, computer and lighting are adjusted based on 
the human level of comforts. Example 2: IoT based disaster management is if 

the fire sensors detect any fire, automatically ventilation system inside the 

building are turned OFF so that spread of fire is prevented. Example 3: IoT 
based power energy management is to fix renewable energy resources [29-

32] and produce energy. The energy produced from the renewable resources 

are been monitored and controlled using IoT. The excess energy can be 

provided back to the government or private organizations through grid.  
 Water is an important resource for each and every life in this universe. 

Water preservation and management is important in current scenario. There 

is a huge cost and energy behind the availability of water what we consume. 
Mostly water source for cities are from rivers, lakes and ground water 

reservoirs. A pump house is constructed near every source of water. Water is 

been pumped to water treatment plant. From water treatment plant, the 

drinking water is been sent to reservoirs of each area. An pump house, pumps 
the water from reservoirs to all overhead tanks of specific area and supplied 

to all connected consumers. Thus there is tremendous effort behind a drop of 

water. Thus preserving and water management is very essential and can be 
achieved using IoT based water management.  

 In this paper, for better understanding of our proposed architecture 

involving Internet of things, secure data transmission, load balancing, 
intrusion detection and prevention and analytics we have considered water 

consumption monitoring and pipe outlet leakage detection and prevention 

using IoT. Consumers login into the application for monitoring the usage and 
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payment. Thus to make the application accessible for everyone at every time 

we integrate congestion control using dynamic load balancing technique. 

Volumetric digital flow sensors are integrated with each taps, shower, 

washing machines, dish washer, toilets etc. The water flow in each outlets are 
calculated in units of time (flow of water per minute). The total quantity of 

water used in each water outlet are collected and sent to the master unit. The 

master unit determines the total quantity of water consumed and its 
respective pricing. Both the data are updated to the web server using IoT 

module fixed in the master unit. A water level sensor is been placed in 

overhead tanks to monitor the water been pumped from reservoirs. The 

quantity of water flow in each outlets like taps, shower, washing machines, 
dish washer, toilets etc., calculated using, 

 

(Total number of minute’s used + Total number of uses) * Flow of water per 
minute = Total water consumed 

 

 Thus each unit updates the total water consumed to the master unit and 
the master unit sums up the data from all the units and updates the total 

consumption and pricing for each house, industries, hotels, colleges and 

agriculture areas to the government web server. The user will be notified 

when water is consumed more and during water leakage by analysing the 
historical consumption of that particular user. The main advantage of 

integrating IoT is during leakage of water, the consumer can close the valve / 

outlet by signing into his webpage from anywhere. Thus IoT based water 
management system saves water and reduces the water bills. The pricing can 

be determined using, 

Total water consumed * Cost of water per litre = Total cost for water 
consumed.  

L/min = cc / Rev X RPM ÷ 1000 

L/min = 14 cc/Rev X 1450 RPM ÷ 1000 = 20.3 L/min 
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Figure 2. IoT based water consumption monitoring and secure transmission 

 In the IoT based water management, huge quantity of data from all 

several sensors are been uploaded in an IoT environment (cloud server). Thus 
it would lead to huge traffic and overloading the server. To prevent the 

skewness, over loading of servers (hotspot) distributed and efficient load 

balancer has been implemented. 

 

4.4 Data Transmission 
 

 Secure data transmission is very important factor to be considered 
against web vulnerabilities. Our application should be secure against 

malicious intrusion who tries to change the units of consumption in the 

network during transmission. Example: Consider a household 1 has 6 
members and uses 8,316 litres of water in a month. The cost for 1 litre of 

water is INR 3.49. Hence total bill amount for water consumed is INR 

29,022.84. On an average 277.2 litres of water is consumed per day. Thus the 

water consumption data units should be securely transmitted from the 
household, industry master unit to the IoT environment in a secure mode. 

The data are transmitted securely using unique sequence table [1]. The 

master unit of household 1 determines and transmits the water consumed 
from all outlets to the IoT web server.  In a particular point of time, the 

master unit transmits 12 litres of water consumed during a peak time like 

early morning to the web server.  

 
Table 1. Unique Sequence table for data transmission 

 
 9 8 7 6 5 4 3 2 1 0 

1 R F V T G B Y H N U 

2 q P L M x v n O K C 
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3 I J B U H B D G J L 

4 a B C D c f g H i J 

5 = % $ & / + \ @ # ! 

6 W Q C V E F u J i X 

7 Q A Z X D S & # @ + 

8 k v e f $ $ * G H J 

9 T h U K o l n a b r 

 
 The data is transmitted in a secure manner by considering a random 

number 13 for 2 digit odd remainders and 78 for 2 digit even remainders. In 

the same manner 123 for 3 digit odd remainders and 144 for 3 digit even 

remainders. These random numbers will be constantly changed by the utility 
provider.   

 Example:  Consider at a point of time, the water consumption is 12 litres 

and the master unit tries to upload the units consumed to the government 
server. Before transmission of data (12 litres) from the master unit, the data 

would be converted to base 10 (12 / 10). The remainder would be 2. Hence 

the random number for 2 digit even remainder 78 is been considered for 

computation. Analysing 12 (litres of water consumed in a particular period of 
time) and 78 (2 digit random number) with the unique sequence table, the 

random sequence is been for formulated and transmitted to the IoT web 

server.  

Random Sequence 

 In the unique sequence table, see column 1 vs 7th row, the 

coincidence value would be @ 

 In the unique sequence table, see column 2 vs 8th row, the 

coincidence value would be G 
 The final random sequence is @G. This sequence is been transmitted 

from the master unit to the IoT web server. In the IoT environment, the 

random sequence @G is changed to 12 litres and updated in the respective 

user web page. Also to avoid intruder trying to access the user data and to 
make sure the request came from the trusted source, Deep Packet Inspection 

(DPI) and Spoofing prevention measures are been effectively considered and 

predefined as software policies within the application. Thus the units are 
securely transmitted to the web server. This unique sequence table would be 

changed on a regular basis by the service provider.   

 

4.5 Spoofing Attack 
 

 Data packets transmitted from the physical objects (sensors) are secured 

against intrusion through our proposed system architecture. The biggest 
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challenge integrating IoT into the real world is security and privacy. The 

physical objects (sensors) are cheaper and simple thus making them 
vulnerable to attacks. To achieve data integrity and confidentiality automatic 

intrusion detection and prevention system (IDS and IPS) is been proposed in 

our architecture. There are many network attacks like Denial of Service, 

spoofing, session hijacking, cookie hijacking, click jacking, phishing, cross 
site scripting (XSS), cross site request forgery (CSRF), parameter tampering, 

SQL injection etc. Our load balancer system should make sure the data sent 

or received should not be accessed or modified by an unauthorized user. The 
consumption of water can be modified by an intruder at the sensor node or 

while transmitting in the network.  

 
 Load balancer protects the data packets from the attackers in accessing 

the data and changing the usage in the network. In this system, automatic 

intrusion detection and prevention system focus on data confidentiality 
against spoofing attacks. 

 Spoofing is defined as forging the header internet protocol (IP) to access 

the message by changing the source and destination address. In an IP 
spoofing attack, the intruder identifies the IP address of a trusted node and 

changes the headers so that the Load Balancer determines the packets and 

transmits the packets to the available virtual machines for processing 

assuming the requested packets are from the trusted source. Once the intruder 
establishes the connection and gain access to the virtual machines, he can 

completely access / modify the data in the IoT environment.  

 
 

Figure 3. Demonstration of IP Spoofing attack 

 
 Our proposed system architecture aims at automatic detection of IP 

spoofing through cookie management, random encryption, MAC address 

validation policies and prevent the intrusion by blocking the IP or send an 

automatic alert to the network operator. This is predefined in the load 
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balancer module as a security policy so that automatic intrusion can be 

detected and prevented.  

 

       4.6 Load Balancing 
 

 Load Balancing, the term defines distribution of user input requests 
equally avoiding hotspot among the resources (virtual machines) available. 

Our Load Balancer adopts Hierarchical load balancing technique. In Load 

Balancer the master or parent node will have complete knowledge of all the 
child nodes. Load Balancer is used in 2 areas. First is the access point where 

sensors from different households, industries etc update the respective water 

consumption and pricing data in a single IOT server. Second is the access 

point where user tries to access the data from n number of virtual machines. 
Load Balancer performs the below tasks,  

 Load Balancer can be used for user request monitoring and efficient 

file access without overloading the virtual machines.  

 Routing table is been integrated to choose the shortest path in 

processing the user requests to the respective virtual machines.  

 Load Balancer involves Distributed rate limiting (DRL): Responsible 
for equal distribution of requests among the virtual machines.  

 Load predictor function is been integrated with Load Balancer to 

keep track of the load in each virtual machines.  

 Load Balancer keeps track of the virtual machine status (busy or 

ideal).  

 Load Balancer performs deep packet inspection (DPI) to avoid 
malicious request.  
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Figure 4. Explanation of load balancing concept to handle hotspot and cold spot 

 
 In the working of Load Balancer, each virtual machine disk allocation is 

decided based on number of households, industries from which water 

consumption data are been updated and payment process within a specific 

area. In this case, for a specific location, two virtual machines are been 
allotted for updating the usage and for paying the bills. The heap memory 

space of a virtual machine is increased / decreased by predicting the user 

requests.  By differentiating separate virtual machines for monitoring and 
paying bills, we can attain minimum response time and avoid overloading of 

requests in the node.  

 The datacenter (DC) receives all the user requests and transmits to the 
Load Balancer. The Load Balancer identifies the virtual machines status and 

loads in each virtual machines. Based on the acknowledgement the user 

request is been allocated to the virtual machines. The request are been 

transmitted to the respective virtual machines based on the routing table to 
identify the shortest path. During file access, paying bills the user requests 

are been deeply inspected using security policies which are predefined. If the 

Load Balancer identifies any malicious request, an automatic alert is sent to 
the network administrator. The network administrator can block or 

quarantine the IP address of the intruder.  

 Thus our proposed Load Balancer provides virtual machine 

information’s like sessions created, sessions in progress, virtual machine 
name, type, hostname, port address, packet size requested, state of the virtual 

machine (busy / idle / recovery / forced recovery), number of requests in 
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progress by each virtual machines, number of bytes transferred, number of 

bytes read, number of reply timeouts and number of failed requests.  

 Thus Load Balancer eliminates skewness, over loading of servers 

(hotspot) thus achieving high response time and reduces the energy 
consumption significantly (carbon emission). Thus skewness can be analysed 

for a server (s) using,  

 

Skewness (s) =  √∑ ( rj

r

− 1) 2

n

j=0  

                                                (4) 

  

 Where r is average utilization of every resources for the server s. 

 
The temperature of a Load Balancer (h) is defined as the square summation 

of resource been used beyond the threshold,  

 

Temperature (h) = ∑ (r − rt)r∈R 2                                                                 (5) 
 

Where R is the set of overloaded resources in server h, rt is the overloaded 

threshold for the resource r.  

 

                  4.7 Data Repository & Attribute Based Encryption 

 

 Our proposed architecture also focuses on data recovery (DR). For data 

recovery we have used public cloud storage named CloudMe. Clouds are of 3 

types: public, private and hybrid. In this application we have used public 
cloud storage named CloudMe. The consumer information’s and billing 

history are encrypted using attribute based encryption (ABE) during 

uploading and decrypted during downloading. ABE provides few advantages 
like reducing the communication overhead in the network and provides easy 

access control. Also performance is predominately good even if the user 

count is increased there is no impact in the performance level [31].   
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Figure 5. Fingerprint dataset obtained from IIIT-Delhi fingerprint database. 
 

 In figure 5, the fingerprint dataset obtained from IIIt – Delhi fingerprint 

database is displayed 
 

 
Figure 6. Minutiae Map algorithm, IP, MAC address based secure authentication 

 
 In Figure 6, the Minutiae Map algorithm, IP, MAC address based secure 

authentication is displayed. 
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Figure 7. Job allocation by analysing each virtual machine status 

 

 From figure 7 to 11, the varipus analyses for various job allocation in the 
virtual machine status of the proposed work is presented 

 
 

 
 

Figure 8. Job allocation by analysing each virtual machine status 
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Figure 9. Job allocation by analysing each virtual machine status 

 

 
Figure 10. Job allocation by analysing each virtual machine status 

 

 
 

Figure 11. Encrypt the data owner file using ABE and upload 
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Figure 12. Usage of public cloud for data repository 

  

 The encryption of data and the statistics of usae of public I depicted in 

figure 11 & 12 

 

5.1 Experimental Work 
 

Table 2. Analysis of fingerprint extraction algorithms 

Methods Processing Time (mSec) 

Orientation Maps 30 

Minutiae Maps 150 

Core point detection 1100 

Gabor Feature 2600 

 

 Table 2  represents the analysis of fingerprint extractio algorithms and it 
is graphically represented in figure 13 

 
Figure 13. Fingerprint extraction algorithm execution time 

0

500

1000

1500

2000

2500

3000

Orientation
Maps

Minutiae
Maps

Core point
detection

Gabor
Feature

Processing Time (mSec)

Environment  9999



 
 

 

 

 
 

 

 
 

 

 
                    
 

 

 

 The tabulation and the graphical representation for Time taken to upload 

the data owner file in 2 different virtual machines is given in table 3 and 
figure 14 

 
Table 3. Time taken to upload the data owner file in 2 different virtual machines 

 

Virtual Machine 
Total time to complete the 

request (File Size 5KB) 

VM 1 5.08 s 

VM 2 5.5 s 

 
 

 
 

Figure 14. Executiontaken to upload the data owner file in 2 different virtual machines 

 
Table 4. Analysis of encryption time among different encryption algorithms 

 

Encryption Algorithm 

(File Size 5 KB) 

Execution Time (mSec) 

3DES 9.1 

DES 6.8 

ABE 2.3 
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Figure 15. Encryption time taken to encrypt the data owner file among different encryption 

algorithms 

 
 The Encryption time taken to encrypt the data owner file among different 

encryption algorithms of the proposed algorithm is preented in table 4 and 

figure 15. 

 

6 Conclusion 
 
 Thus the proposed architecture for monitoring water consumption and 

controlling the water outlets using Internet of Things (IoT) is the first 

initiative for avoiding water leakage and wastage. The proposed system 

much focus on security by providing two way authentication using 
fingerprint based biometric authentication using OM algorithm along with 

secure device based authentication. Integration of secure data transmission 

with anti-spoofing technique provides confidentiality to the users against 
cloud attacks. To make the proposed system available for data owners we 

address the resource scheduling issue using dynamic load balancer with fault 

tolerance technique. Finally the proposed system addresses data repository 

problem by encrypting the file using ABE algorithm and storing in public 
cloud data center. Thus our proposed system integration of two stage 

authentication, Internet of Things based water consumption monitoring and 

controlling, secure data transmission, Load balancing along with Fault 
tolerance technique, anti-spoofing based cloud attack and data repository 

(cloud storage) provides an way to save water been wasted along with 

promising accuracy, security and gains users confidentiality.In future we can 
integrate the risk identification aspects an automate using NLP techniques. 
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