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Abstract 
Secure coding is a method of developing a program as a coding guide to 

eliminate software security weaknesses in the coding stage, and allows to 

develop software that is safe from hackers. Software security weakness for 

secure coding refers to a basis cause that can occur as a vulnerability after 

logical errors, bugs, mistakes, etc., which can become defects in software 

development. Security weaknesses should be analyzed before deployment to 

prevent software security incidents. However, it is difficult to analyze 

security weaknesses in the presence of repetitive statements in the software 

because the control flow is not sequential and the presence of branches inside 

the repetitive statements creates path explosion problems that exponentially 

increase the number of paths that can be executed. 

In this paper, we studied a secure coding method through the security 

weakness analysis using the loop unrolling technique. The loop unrolling 

technique can reduce the branch penalty by reducing or removing the 

command that controls the iteration, so it can solve the path explosion 

problem caused by the iteration, and It is easy to analyze security weaknesses 

by removing the repetition and controlling the control flow sequentially. The 

proposed security weakness analysis method analyzes the security weakness 

while traversing the loop unrolled source code after reducing or eliminating 

iteration if there is a loop through the loop unrolling technique. This analysis 

method can efficiently find the security weakness inside the loop that is 

difficult to analyze the security weakness. 
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1 Introduction 

  

 Secure coding is a method of developing a program as a coding guide to 

eliminate software security weaknesses in the coding stage, and allows to 

develop software that is safe from hackers. Software security weakness for 

secure coding refers to a basis cause that can occur as a vulnerability after 

logical errors, bugs, mistakes, etc., which can become defects in software 

development. Software developed with security weaknesses can be a target 

for hackers and cause serious security threats. Therefore, developed software 

needs to be analyzed for security weaknesses before deployment. 

 Software security weakness analysis is a process of inspecting the 

security weaknesses inherent in the developed source code to remove 

security threats by finding and removing the security weaknesses inherent in 

the software in advance. However, it is difficult to analyze security 

weaknesses if a loop exists in the software, the control flow is not sequential, 

and If a branch exists inside the loop, a path explosion problem occurs that 

increases the number of executable paths exponentially [1-3]. 

 In this paper, we studied the security weakness analysis method using the 

loop unrolling technique. The loop unrolling technique can reduce the branch 

penalty by reducing or removing the command that controls the iteration, so 

it can solve the path explosion problem caused by the iteration, and It is easy 

to analyze security weaknesses by removing the repetition and controlling 

the control flow sequentially. The proposed security weakness analysis 

method analyzes the security weakness while traversing the loop unrolled 

source code after reducing or eliminating iteration if there is a loop through 

the loop unrolling technique. This analysis method can efficiently find the 

security weakness inside the loop that is difficult to analyze the security 

weakness. 

 

2 Related Studies 
 

2.1Security Weakness Analysis for Secure Coding 
  
 Software security weakness analysis for secure coding is an analysis 

technique that diagnoses whether the security weakness which is the basis 

cause of security vulnerability exists inside the software, and it  is a method 

that proactively eliminates the possibility of causing security threats such as 

hacking by detecting and removing potential vulnerabilities such as defects 

and errors in software in advance. Security weakness analysis method is 

divided into static analysis and dynamic analysis [4-5]. 
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 Static analysis is usually done by code review and is performed during 

the implementation phase of the security development life cycle. The ideal 

static analysis is to find software defects automatically. However, this 

increases time and resource costs. Therefore, it does not automatically find  

security weaknesses, but enables security weakness analysts to efficiently 

find security weaknesses in areas of interest. Dynamic analysis, unlike static 

analysis, does not have access to source code, and is a method of finding 

security weaknesses in a running application program, such as vulnerability 

scanning and penetration testing [6-8]. 

 

2.2 Loop Unrolling Method 
 

 The loop unrolling technique optimizes the execution time of the 

program by reducing or eliminating instructions that control iteration. This 

technique can reduce all branch penalties, including delays in reading data 

from memory [9-10]. Because of the advantage of reducing the branch 

penalty, research has been conducted to apply a loop unrolling technique to 

software vulnerability analysis such as buffer overflow or null pointer 

dereferencing, which is highly affected by the control flow [11-12]. 

However, as the program code size increases, it may not be desirable for 

embedded applications. Also, because the code becomes simpler, it becomes 

easier to analyze, while the usage of registers can increase. Figure 1 shows a 

example of a loop unrolling. 

 

 
 

Figure 1 Example of a Loop Unrolling 

 

2.3 SMT Solver 
 

 The SMT(Satisfiability Modulo Theory) generalizes boolean 

satisfaction(SAT) by adding equality reasoning, arithmetic, fixed-size bit 

vectors, arrays, quantifiers, and other useful first-order theories. The SMT 

solver is a tool for determining the satisfaction (or dual effectiveness) of 

equations in this theory [13]. The SMT solver allows applications such as  



 
 

 
 

 

software validation, application analysis, extended static checking, predicate 

abstraction, test case generation, and boundary model inspection for infinite 

domains [14-15]. 

 
Figure 2 SMT Solver Execution Structure 

 

3Security Weakness Analyzer with Loop Unrolling 
Technique 
 

 In the case of static analysis during security weakness analysis, it is 

difficult to analyze because a loop explosion problem may occur if a loop 

exists in the program. In order to solve this problem, the security weakness 

analyzer in this paper checks security weaknesses by unrolling iterations as 

much as the desired inspection range when there is a loop in the source code. 

This method of inspection can solve the path explosion problem caused by 

loop statements because it eliminates iteration in the security vulnerability 

inspection range. 

 The proposed security weakness analyzer targets program written in 

SIL(Smart Intermediate Language) codes, which is an intermediate language 

for SVM(Smart Virtual Machine) [16-19]. Figure 3 is the overall structure of 

the proposed security weakness analyzer. 

 

 
 

Figure 3 Structure of the Security Weakness Analyzer 

 

3.1Control Flow Graph Generation 
 
 The control flow graph(CFG) is created for data flow analysis when 

analyzing security weaknesses. Control flow graph generation consists  
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of SAF(Smart Assembly Format) loader that loads assembly files, code block 

generator that generates code blocks through loaded assembly code, and 

control flow graph generator that connects blocks in the generated block 

table to generate a control flow graph.  

 The SAF loader receives a SAF file, the assembly file format of 

SVM(Smart Virtual Machine), and loads SIL(Smart Intermediate Language) 

codes into memory. SIL codes are processed into pre-classified code 

information for ease of use in security weakness analyzers when loaded into 

memory. The code block generator generates code blocks that are the basic 

elements of the control flow graph. Code blocks are based on block 

classification, and instructions are grouped into one block. The criteria are as 

follows. 

 First, the instructions are grouped into one block based on the label code. 

The label code indicates the beginning of the control branch, which generates 

a block of jump commands to indicate the branch or indicates the beginning 

of the repeating statement. Next, the previous code set is generated as one 

block based on the branch code, and the branch code is generated as one code 

block. 

 Finally, when the return instruction indicating the end of the function is 

encountered, the previous instructions are created as a block, and the return 

instruction is generated as one code block. Figure 4 is an example of dividing 

the SIL code into block units according to the block generation criteria. The 

blocks generated in this way are checked for the existence of a loop pattern 

in the loop analyzer. 

 
Figure 4 Code Block Division according to the Block Generation Criteria 



 
 

 

 

 

 

 The control flow graph generator (CFG Generator) connects blocks of 

the block table generated by the code block generator to generate a control 

flow graph for security weakness analysis. When a branch block exists in the 

process of connecting blocks when generating a control flow graph, blocks 

belonging to a control flow corresponding to an unconditional path of the 

branch block are processed first. When the processing of the unconditional 

path is completed, the blocks corresponding to the condition path are 

processed, and then each graph is connected according to the control flow. 

 

3.2 Loop Unrolling for Security Weakness Analysis 
  
 Among the security weakness analysis, the purpose of data flow analysis 

of static analysis techniques is used for vulnerability analysis such as buffer 

overflow and null pointer dereference. However, if a loop exists in the data 

flow analysis process, there is a path explosion problem in which the 

executable path increases exponentially, so it takes a lot of time and 

resources to analyze the security weakness. 

 The proposed security weakness analyzer uses a loop unrolling technique 

to solve this problem. The loop unrolling technique eliminates or reduces a 

loop in program, thus solving the path explosion problem, saving time and 

resources when analyzing security weaknesses. Figure 5 shows the structure 

of the loop code unroller of the proposed security weakness analyzer. 

 

 
Figure 5 Structure of the Loop Code Unroller 

 

 The loop pattern analyzer receives the control flow graph generated by 

the control flow graph generator and analyzes whether a loop pattern in the 

graph exists. Then, the blocks corresponding to the loop pattern are divided 

into loop condition regions, loop end branches, and loop body regions, and 

loop tail branches. In the case of the loop condition region, it is merged into  
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the loop head block because it is the start point of the iteration, and in the 

case of the loop tail branch, it is merged into the loop tail block because it is 

the end point of the iteration. Figure 6 shows the loop pattern structure. 

 

 
 

Figure 6 Loop Pattern Structure 

  

 The loop pattern is analyzed in the following way. First, the loop pattern 

analyzer traverses the code blocks of the control flow graph to find the 

branch blocks. After analyzing whether the target block of the branch block 

is in the reverse direction, if it is in the reverse direction, the branch block is 

assigned as a loop tail branch, and the target block is assigned to the 

condition area, and the branch block following the condition area is assigned 

as the loop end branch, and the code blocks in between the loop end branch 

and the loop tail branch are assigned to the loop body. 

 When the loop pattern analysis is completed, the loop unrolling starts. 

The loop unrolling process is as follows. First, the control flow graph 

traverser traverses the control flow graph to find the loop head block, the 

starting point of the loop pattern. If the loop head block does not exist even 

though the control flow graph has been traversed to the end, execution ends. 

 Next, the inner loop checker checks whether an overlapping loop 

statement exists inside the loop block. If an overlapping loop statement 

exists, the loop unrolling starts from the overlapping loop statement of the 

lowest level. 

 The label converter converts the label so that do not overlap during loop 

unrolling and cause problems with the control flow. If there is an inner loop 

pattern, the label of the inner loop pattern is duplicated during the unrolling 

process of the outer loop, so all the labels existing in the loop pattern are 

changed. If there is no inner loop, only the labels existing in the loop body 

are converted.  
 



 
 

 

 

 

 

 

 Finally, the loop unrolled SIL code is generated by copying and adding 

the loop body code from the loop body code unrollers as many times as the 

user wants. Figure 7 is a flowchart showing the loop unrolling process. 

 

 
 

Figure 7 Loop Unrolling Process 

 

 Unrolled codes through the above process can solve the problem of path 

explosion caused by repetition when checking for security weaknesses. If 

security weaknesses are not checked in unrolled codes, an execution within 

the scope of loop inspection can ensure safety. 

 First, the operator processing is performed when the code generation 

visits the operator node. Using the type system of Golang, a language that 

writes chain code, determines the type of operator intermediate code and 

generates intermediate code using a code matrix that maps this type 

information to intermediate code. Next, symbol processing generates an 

intermediate code using the base, offset, address, and value information of 

the symbols stored in the symbol table. 

 
3.3Security Weakness Inspection using SMT Solver 
 

 This section deals with security weakness analysis methods using the 

SMT(Satisfiability Modulo Theory) solver. Security weakness items covered 

in this paper examine CWE-125: Out-of-bounds Read, and CWE-787: Out- 
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of-bounds Write among security weaknesses defined in common weakness 

enumeration. 

 First, CWE-125: Out-of-bounds Read security weakness occurs when the 

index referenced when reading data from the buffer is out of the size of the 

buffer. In the case of SIL(Smart Intermediate Language) code, when reading 

data from the buffer, the address of the buffer is calculated, and the 

corresponding value is read through the ldi (lod indirect) command. 

Therefore, in the case of CWE-125, the point at which the SMT solver 

checks is to traverse the SIL codes of the control flow graph and perform the 

check when the ldi command is reached. Security weakness inspection is 

done as follows. 

1. In the case of a local buffer, the buffer size is calculated in advance using 

the offset of the instructions. 

2. If it is not a local buffer, it calculates the buffer size at the time of dynamic 

allocation while traversing the SIL code. 

3. When the buffer size calculation is completed, generate an index 

calculation that accesses the buffer in the address calculation area while 

traversing the SIL codes. 

4. If there is a branch statement during instruction traversal, add a branch 

conditional expression to the solver. 

5. When the ldi command is reached, the solver compares the index 

calculation formula and buffer size generated so far, and in the case of 

SAT, generates all the variable information used when the CWE-125 

occurred. 

 Next, CWE-787: Out-of-bounds Write security weakness occurs when 

the index referenced when allocating data to the buffer is out of the size of 

the buffer. Then, when allocating data to the buffer on the SIL code, the 

address of the target buffer is calculated, and the value to be allocated is 

assigned to the address through the sti(store indirect) command. Therefore, 

in the case of CWE-125, when the solver checks, the SIL codes of the control 

flow graph are traversed and then the check is performed when the sti 

command is reached. The test method is the same from step 1 to 4 of the 

CWE-125 test method, and the difference is that in case of step 5, the test 

point is checked when the sti command is reached rather than the ldi 

command. 

 
4 Experimental Results and Analysis 
 
 The results of the implementation of the loopunrollers implemented to 

analyze the security weaknesses of the software applied with the 

loopunrolling technique and the results of the security items CWE-125: Out-

of-bounds Read and CWE-787: Out-of-bounds Write inspection in the loop-

unrolling code are as follows. 



 
 

 

 

 

 

4.1Execution Results of the Loop Unroller 
  

 The loop unroller experiments with the CWE-787: Out-of-bounds Write, 

CWE-125: Out-of-bounds Read example program as shown in Figure 8. A 

loop exists in Figure 8.  

 

Out_of_bounds.c 

void main() { 

intw_buffer[10]; 

intr_buffer[10] = {1,2,3,4,5,6,7,8,9,10}; 

intbufSize = 10; 

int i; 

//if i is greater equal than 8 Out_of_bounds Read and Write 

for ( i = 0 ; i <bufSize; i++ ) { 

w_buffer[i+2] = r_buffer[i] + r_buffer[i+2];  

      }  

} 

 

Figure 8 Example C Source Code 

 

 Figure 9 shows the result of unrolling the intermediate code SIL in which 

the loop of the example C source code was translated by the loop unroller. 

 

 
 

Figure 9Unrolling Results of the SIL codes of Example C 
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 In figure 9, the loop body part between the fjp, the repetition end branch, 

and the ujp instruction, the repetition tail branch, is unrolled. If the security 

weakness check is performed after performing the loop unrolling, a basis 

explosion problem due to repetition can be solved, and if the security 

weakness is not detected during the loop inspection, execution within the 

range of the loop unrolling number can ensure safety. 

 

4.2Security Weakness Inspection Results 
 

 The following shows the results of actually checking the CWE-125: Out-

of-bounds Read, CWE-787: Out-of-bounds Write security weaknesses in the 

loop unrolled SIL code. When i in an example source code is 8, 

Out_of_bounds Write security weakness occurs for w_buffer, and 

Out_of_bounds Read security weakness occurs for r_buffer. Figures 10 and 

11 show the test results of the CWE-125 and CWE-787 by the security 

weakness analyzer. 

  
Figure 10 CWE-125 Inspection Results 



 
 

 

 

 

 

 

 The red boxes in Figs. 10 and 11 are conditional expressions to check 

CWE-125 when the SMT solver reaches the ldi command. If the condition is 

satisfied, it outputs that CWE-125 has occurred, and displays all variable 

dataat the time the CWE-125 occurred. The security weakness analyst can 

determine the variables that affect the occurrence of security weaknesses by 

looking at the values of the output variables. 

 The security weakness analyst can confirm that the CWE-125 and CWE-

787 security weaknesses are checked when the value of the variable i with an 

offset of 84 is 8 by checking the result of the outputted variable. In addition, 

since i is a variable that affects the number of iterations, it can be judged that 

it is safe from security weaknesses. 

 

 
 

Figure 11 CWE-787 Inspection Results 

 

5 Conclusion and Further Researches 
 
 Static analysis among security weakness analysis methods for secure 

coding helps security weakness analysts to efficiently find security 

weaknesses in areas of interest. However, if a loop statement exists in  
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program, the control flow is not sequential, and a path explosion problem 

occurs in which the number of executable paths increases exponentially.  

 Therefore, it is difficult to analyze security weaknesses when a loop 

exists in the program. 

 In order to solve this problem, this paper studied a security weakness 

inspection method using a loop unrolling technique when analyzing security 

weaknesses. The proposed inspection method can solve the basis path 

explosion problem caused by repetition because it removes the loop using the 

loop unrolling technique when the loop statement exists, and solves the 

problem of the path explosion caused by the loop. In addition, by looking at 

the number of unrolling when the security weakness is inspected, it is 

possible to infer the number of iterations that can ensure safety. 

 In the future, we will apply the proposed security weakness analysis 

method to solidity, a language for writing smart contracts on the ethereum 

platform, to utilize it in the analysis of security weaknesses that may occur in 

the blockchain environment. 
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