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Abstract 

 
Providing security on the cloud is of major concern where majority of the 

applications are deployed on it in the recent past. Securing the data being 

transmitted on fly requires techniques that make a tunnel between the 

receiver and transmitter. Intruders concentrate on the hacking these systems 

using novel techniques. Hence, there is a need for development of security 

techniques that provide secure as well as fast transmission. In this, paper a 

novel Zstandard combined coding scheme is proposed to provide such 

security and fast transmission. Zstandard is known for its better compression 

in contrast to the existing compression techniques. Using this standard data 

compression is performed initially. The compressed data is then processed 

using an AES algorithm that provides an unreadable format which can also 

be unaltered using any decryption techniques that uses apriori knowledge of 

dictionary based schemes.  The keys are randomly generated and a two-level 

key generation is applied for providing additional security. Several attacks 

are simulated on the proposed framework to observe the intrusion status. 

Results show that the proposed system is effective in providing better 

security on the side of reducing storage and computational complexity. The 

system is effective in transmitting data at a faster rate when compared to the 

single stage compression technique.  
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1 Introduction  

 
Securing data that is being transferred on a rapid speed with the access 

that is been carried out by the users at such a rate creates chaos on the 

security measures that are been taken by the admin personnel maintaining the 

servers and also protecting them from hackers is somewhat tricky and trivial. 

The need of hour for providing better security has enthralled major 

developments in the design of algorithms and processes that assess the nature 

of data and also having better encryption by the side way providing security 

on a large scale. Figure 1 shows the block diagram of cloud-based 

communication. The clients continue to access the data from the server that is 

being processed using various algorithms. The processed data is then stored 

on the cloud that reduces the storage complexity in the cloud. The processing 

load on the server increases exponentially as the number of requests 

increases. Hence, the data need to be optimized while storing in the cloud. 

This also necessitates the increase in the optimization algorithms while 

transmission as well. Hence, this work exploits the use of optimization prior 

to cloud processing storage. 

Cloud computing has evolved in the recent era which made peer to peer, 

gird, distributed and utility computing making the resource availability and 

hosting of applications via providing services made easy to provides different 

types of services on demand to the users. The main advantage of cloud 

computing is that the industry need not spend time as well as money on 

acquiring the data and for further maintenance. The users are provided access 

to various computing and storage provisions that are offered by the cloud to 

handle various complex problems. Thus, cloud computing and storage 

systems helps users to have mass storage at less cost making them to share 

information between users [4]. 

Increase in the number of nodes that access the data from various devices 

on the fly uses cloud storage as well as processing data in the cloud. As an 

example, use of data through IoT in Transportation services uses data or 

information of arrival and departure of the vehicles and monitoring of road 

side traffic using different terminals. Such a system offers several advantages 

to the automobile service provider who can monitor the situation remotely 

and will inform the driver to have a different path to reach the destination 

quickly as well as safely [5]. The system so designed to have the capability 

of handling such big data. The data that is received by the server will be 

having different parameters that vary with time. If so, images need to be 

transmitted then the system will get more overloaded making the system to 

fail. Hence, this work suggests a novel framework that can be adopted for 

such situation. Till now different techniques are being adopted by various 

organizations that maintain cloud storage. Still there is a lack of a best 

suitable model for accessing the  
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data. The cloud storage can be accessed by a simple username and password-

based authentication model. The system must be capable enough to provide 

security by having multi-factor and a flexible system [6]. As a part of the 

cloud security attacks on the proposed need to be studied. For this purpose, 

brute force attack is applied on the proposed system. The results of the 

proposed system are shown in the results section. Another type of attack that 

can be a rampant is DDoS, that exhausts all the resources that are available 

making the system vulnerable to fail.  This can be eliminated by the use of 

abundant resources and blocking unauthenticated users and allocation of 

users dynamic resources [7]. Cryptography is a technique that is used to 

encrypt the data. But it is a known fact that when a message is encrypted 

using any of the cryptographic techniques, it will be known to the end user. 

A low cost and effective system called as RS-IBE [8] is used that supports 

simultaneous identification and updating of ciphertext to bar the previously 

shared access to a revoked user. 

 
Figure 1 Block Diagram of Cloud based Communication 

 

An extending model of cloud computing is fog computing that has 

several security as well as privacy issued that are inherited from cloud 

computing. The advantage of such computing is heterogeneous in nature and 

wide range [9]. The security on the cloud can be significantly improved by 

the use of conference key agreement protocol [10]. This further ensures that 

the data is protected over the attacks [11]. The challenge in providing 

security on the cloud arises when multiple clients with different policies, 

agreements and requirements use the same interface that is the cloud 

infrastructure [11]. The gain in popularity in cloud storage has increased the 

number of users who access the cloud dramatically resulting in duplication of 

the data. The servers store only non-repetitive and non-redundant data that 

leads to the loss of the data that is immeasurable [12]. The data that is stored 

as non redundant creates loss and if so, it is stored as it is, making the system 

to have an increase in the storage complexity. Thus, big data[13] analytics 

play a vital role in the analysis   
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of the data that is being stored. Traditional security systems that provide 

security on the cloud that stores vulnerable data such as personal, health and 

trade information will not have any impact on the attacks. Hence, data need 

to be classified first to improve the security. But such an operation will 

increase the computational complexity. Hence, this paper provides a novel 

security over the attacks that may be passive or active using two-fold 

encryption-based security, making the system robust against storage and 

computational complexities. 

 

2 Problem Statement 
 

Securing the data on the fly is of great concern with the increase in the 

transmission of information and the devices that are connected to net over the 

years. The data that is being sent is currently seemed to increase with the 

lockdown environment in the current year 2020. This made hackers and other 

net savvy to handle the data that being secretly transmitted over the net as 

they intend to observe, share and steal the data. The data is being transmitted 

at a faster rate till date is secured via SSL. But still hackers tend to hack the 

data using stronger algorithms. Hence, it is the need of the hour to enhance 

the security while transmitting the data at a faster rate. Existing algorithms 

prove to be efficient in transmitting data at a faster while maintaining 

security on the other hand. But still when the clients are increasing, servers 

may not be able to handle such requests. So, it is quite necessary to develop 

techniques pertaining to the development of algorithms that can send data at 

a faster pace. 
 

3 Implementation of Proposed Solution 

 

Providing security while data is being transmitted parallelly can increase 

the efficiency of the system. Hence, in this paper it is proposed to use 

Zstandard algorithm which is a lossless compression algorithm that provides 

better compression ratio in contrast to the Huffman and LZMA. Figure 2 

shows the plot of compression and decompression times for different 

techniques. It can be observed that Zstandard provides better compression 

with less time in contrast to the Huffman [3] and LZMA [2]. 
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Figure 2 Comparison of Compression and Decompression Times for ZStandard, 

Huffman and LZMA 

 

The Based on this analysis, it is experimentally confirmed that 

ZStandard[1] provides better compression in contrast to the existing 

techniques, hence, it is used in this work prior to transmit the data from client 

to server. It is observed that such a compression phase increases the 

transmission speed from client to server thus helps in reducing the load on 

the network and also reduces the usage of the spectrum on the other side.  

Figure 3 shows the block diagram of the proposed technique. Initially, 

the process starts with initializing the input package at the client side. The 

input package consists of several types of files that are considered as input. 

Several experiments are conducted by taking different types of files viz., 

image, text, pdf, ppt, word etc. The input files are listed with an index at the 

input side inside the package for queuing them. The next step is to queue the 

input package that consists of files of different types in a media queue. the 

queued media is then transferred to stream encoder, wherein the input media 

is encoded using block by block encoding which speeds up the process, 

further ensuring the security. These blocks are sent into an in-stream buffer 

which is compressed using ZStandard algorithm. The compressed output is 

then stored in an outstream buffer and sent over network. This ends up the 

client-side operation.  
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Figure 3 Block Diagram of Client-side Operation of the Proposed Technique 

 

The next stage is the server-side operation. Figure 4 shows the block 

diagram of operations that are carried out on the server side. The advantage 

of this type of framework that is used in this work is that the process of 

transmission is very fast as the data is sent in a compressed format which 

reduces the burden on the network. The data integrity is also taken into 

consideration and is ensured using stream encoder and decoder at the 

transmitter and receiver sides respectively. In the server the instream buffer 

acquires the received data and uses ZStandard decompression to decompress 

the files or media and then they are decoded using stream decoder that are 

received from outstream buffer. The stream decoder completes the decoding 

mechanism in a way which is a simple reverse process of the stream encoder. 

The stream decoder assembles are the blocks that are decoded and forms into 

a single file. The files that are formed so will be again queued as media. The 

queued media is then formed into a package again and distributed to the 

server. Then the package is divided into parts as input to the slave process. 

Considering an example of 10 files or media in the package. Each slave is 

provided with three, three and four media respectively as there are three 

slaves on the server side. The entire slave process is shown in Figure 5. 
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Figure 4 Block Diagram of Server-Side Operation of the Proposed Technique 

 

Figure 5 shows the block diagram of the slave process that is carried out 

in the proposed system. The partial package that is shown in the block 

diagram is nothing but the input media that are given to a particular slave.  

 
Figure 5 Block Diagram of Slave Process of the Proposed Technique 

 

3.1 Key Encryption Phase 
 

Concern over the security arises when the individual files along with the 

keys that are encrypted are stored. As there is a chance to get access to these 

keys, hence, making way to access the files as data maintaining personnel 

have access to keys. Hence, in this work it is proposed to encrypt the key 

using RSA. Such a design of using public keys which are encrypted using 

RSA is chosen, as these cannot be used to decrypt the data in the cloud, 

hence, making the system stable. In this work, AES-256 is used to have a 

balance between speed and security taking complexity into consideration [2]. 

Figure 6 shows the flow chart of the proposed algorithm i.e, ZStandard 

algorithm that is implemented in the client-side. Table 1 shows the algorithm 

of the proposed system. 
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Figure 6 Flowchart of the Proposed Technique 

 

3.2 Pseudo code / Algorithm 
 

Step 1: Retreive Input media Files(s) 

Step 2: Create a Queue Data Structure 

Step 3: For each retrieved media, queue the file for feeding through the 

encoder 

Step 4: While Queue is not empty dequeue each file and pass it to the 

Stream Encoder 

Step 5: Create a Stream Buffer for accumulation of the stream data 
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Step 6:  Retrieve Stream Data and populate the Stream Buffer 

Step 7: Pipe the Input Stream Buffer through the Zstandard Compression 

Block to Compression the incoming blocks of Stream Data 

Step 8: Create an Output Stream Buffer 

Step 9:  Pipe the output of Compression block to Output Stream Buffer to 

populate it  with output of compression block. 

Step 10: Create a TCP/IP socket 

Step 11: Set the server IP Address and Port 

Step 12: Connect the Socket to the server 

Step 13: Feed the Output Stream Buffer to the network socket to the 

transmit the data to the Server. 

Step 14: Repeat the same steps in a reverse order on the server side to 

retrieve the Media File(s)  

Step 15: Evenly distribute the package into partial packages on the server 

depending upon the number of slaves created. 

Step 16: Queue the partial package in each slave and generate a random 

AES key for each partial package to be encrypted. 

Step 17: For each file in partial package apply the appropriate 

compression algorithm and requeue output files. 

Step 18: Encrypt each file in the queue with generated AES Key in step 16. 

Step 19: Redistribute the generated AES key to all slaves. 

Step 20: Retrieve the public key of the current user and encrypt AES key 

with public key of the current user using RSA. 

Step 21: Create a cloud storage object with AES key set as metadata for 

each file in the output queue. 

Step 22: Group all the cloud objects created from each slave as finalized 

partial package. 

Step 23: Merge all the partial packages from each slave and push them to 

the cloud bucket. 

Step 24: Repeat Step 15 to 23 in reverse order to decompress and decrypt 

the file using private key on the client side. 

 

4 Experimental Results 
 

The proposed system is simulated using AWS cloud services on a 

standalone system with Linux Mint 19, 4 GB RAM. Different types of media 

viz., word, text, image, pdf are compressed to improve the speed in 

transmission from client to server. Table 1 shows the comparison of different 

types of compression techniques that are used to compress an image. It can 

be observed from Table 1 that Zstandard outperforms the existing techniques. 

Hence, in  
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this work Zstandard is used prior to transmission of the data to the server for 

further encryption. The entire operation depends on the media that is used for 

operation. The information contained in the file tells how much compression 

can be achieved. As the file size is increasing, Zstandard applies block by 

block compression to achieve complete compression. It is a known fact that 

as small as the compression time faster will be the transmission. In other 

words, if the compression time is less when compared to the size of the file, 

such a compression technique is considered as the best. 

 
Table 1 Comparison of compression time and size of the compressed file for 

different techniques for media as image 

 

 

 
 

Figure 7 shows the decompression and decryption time for various 

techniques in contrast to the proposed technique. It is evident that Zstandard 

has achieved better decompression and decrption time in contrast to Huffman 

[2] and LZMA[3]. Based on this reason, ZStandard is selected prior to 

server-side operation.  
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Figure 7 Comparison of decompression and decryption time for different techniques 

for image as media 

 

Figure 8 shows the comparison of compression and encryption time of 

the proposed technique with existing techniques. It is evident that the 

compression and encryption time of LZMA is far better when the file size is 

increasing. Experimental investigations are carried out using LZMA by 

varying the file size and media and it is concluded that LZMA can be 

preferably used at the server-side for better operation. As the server will be 

having much advanced resources when compared to the client, LZMA is 

preferred to outperform on the server side. The data or media is transferred 

from client to server using Zstandard which has proved to send data at a 

faster and LZMA at server side with less time for compression along with 

encryption. Hence, the proposed framework of having Zstandard prior to 

LZMA proves to be faster in contrast to the use of a single technique.  Figure 

9 shows the compressed and encrypted file size for different techniques. It 

can be observed that the size of the file reduces exponentially with LZMA. 
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Figure 8 Comparison of compression and encryption time for different techniques 

for image as media 

 

 
 

Figure 9 Comparison of compression and encryption file size for different 

techniques for pdf as media 

 
4.1 Enhanced Experiments 
 

 Basically, attacks can be classified as passive and active. Passive attacks 

are the attacks in which the attackers try to have a covert operation on the  
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 network by observing the open ports. Based on the vulnerabilities, attackers 

find a path to intrude into the network, thus gaining information regarding 

the network. This make access to the network, but there will be no change in 

the data. On the other hand, active attacks are more dangerous. The attackers 

try to change the data and mislead with false information. This work tries to 

enhance the security of the system by having a critical study on these attacks. 

Several attacks are applied on the proposed system and it is observed that the 

system is stable. 

The length of the key that is used for encryption determines the 

capability of the brute-force attack. It is observed that the keys that are used 

in this work made difficult to crack the system that is developed. It is a well-

known fact that the brute force attack checks all possible combinations of the 

key until it is found correct. As the system developed uses two factor 

authentication such as encryption using AES and further encrypting the keys 

using RSA improves the stability of the system. Experiments are conducted 

on a system with Linux Mint 19, 4 GB RAM, Amazon Web Services. The 

system is scaled for a super computer. Assuming the number of flops that are 

required to a check a key combination is 10000. The supercomputer till date 

is known to have 150 pentaflops. So, the number of combinations that can be 

checked per second is  

(150 x 10
15

)/10000 = 1.5 x 10
13

 

Number of seconds in one year = 31536000 

No. of years to crack AES with 256 bit key =  

(1.1 x 10
77

)/[ ((150 x 10
15

)/10000) x 31536000] = 2.32 x 10
56

 years 

So, it can be observed from the calculation that the number of years to 

crack the key is a very large number. Hence, it can be concluded that the 

system is very effective in providing security to the cloud. The transactions 

that are carried out in the system that is developed will be of seconds to 

minutes, hence, the time to crack is large, proving that the system is stable 

over the attacks. It is also observed that the system is stable over DoS attack. 

5 Conclusion 

 

Secured access to a cloud server that is shared has become imperative 

with the growing demand of the applications that are deployed on the cloud 

in the recent past. There are many short backs that hinder the performance of 

the system making it vulnerable. These limitations are taken into 

consideration and are exploited in this paper. Storage complexity is vital on 

the cloud server as the data that is being transmitted also vary with demand. 

Further, it is to be noted that the data that is being transmitted is of 

heterogeneous in nature. These factors have motivated to propose a novel 

technique that can reduce storage and computation complexity of the system 

on the side providing better security over attacks. Different types of media 

viz., word, simple text, pdf, image are sent from the client side by  
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compressing it using ZStandard algorithm. Such a compression has proved to 

have faster transmission. On the server side, after receiving the file, it is 

decompressed and further compressed using LZMA and encrypted using 

slave processes based on the load. Double key encryption is used to improve 

the security. The encrypted files are stored on the cloud for further usage of 

various applications and only for authenticated recipients. Applications/users 

that prove to be authentic will be decrypting the files in the reverse process 

using their private key. It is observed that the proposed system is having 

better safety over the existing system on attacks. 
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