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Abstract 

 Over numerous scalable services, cloud computing provides cost-effective 

solutions. Security issues related to the management of information, programs 

and communications, however, impede the rapid implementation on a large 

scale of cloud-based services. While there are several solutions, there are still 

problems that do need to be efficiently solved with performance, usability and 

demonstrated protection. This paper discusses the numerous problems, current 

solutions and cloud security constraints, with an emphasis on aspects of data 

utilization review, like storing data, database management and authentication. 

It ends with a discussion on possible directions for research that could lead to 

much more reliable confidentiality and cloud protection. 
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1 Introduction 

 Cloud computing offers a cost-effective utility to businesses and 

individuals, enabling enterprises by providing resources and knowledge to a 

broad user base over the Internet. The primary security challenges of cloud 

computing include protection of data stored, user access, data utilization 

strategic planning, and confidence [1, 2]. Using encryption algorithms is an 

eventful approach to enhance security of cloud. Conventional authentication 

techniques are not yet commonly utilized in cloud-based environments due to 

limits in computing efficiency gains and class contains. A high degree of 

security has been demonstrated by the proposed homomorphic cryptographic 

algorithms, but they take extensive computations; more reliable and flexible 

security solutions are therefore necessary [3, 4, 5]. A reliable facilitator in a 

cloud environment is also used to ensure the credibility, authenticity and 

confidentiality of all computing and information along with cryptographic 

methods [6-9]. 

 

2 Feasibility Study 

 Any comprehension including its major specifications for the system is 

necessary for strategic review. Three main factors relevant to the proposed 

study are Technological, Social, and Economic viability. The effectiveness is 

evaluated and a general plan and some growth projections are put forward for 

business proposal. The feasibility analysis of the suggested scheme ought to 

be performed out in device review [11, 12]. This is to make sure that the 

system proposed would not be a liability to the organization. 

 

2.1  Technological Viability 

The purpose of this study is to verify the technical viability, is to say, the 

advanced technologies of a process. Any procedures and ensuring may not 

have a strong demand for the technological resources available. This would 

contribute to high demands on the technological resources that are available. 

This will result in high expectations being imposed on the customer. The 

system built must have a modest requirement, as the implementation of this 

system needs only limited or null modifications. 

  

2.2  Social Viability     

 The aim of this study is to evaluate the user's degree of tolerance of the 

system. This requires the methods of learning the user to successfully use the 

device. The consumer should not feel demoralized by the device, but should 

consider it as a requirement. The level of user acceptance depends entirely on  
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the approaches used to inform the user about the system and make him 

acquainted with it. The level of trust must be improved so that, the final user 

of the system is able to make any constructive feedback that is accepted.  

 

2.3 Economic Viability 

 This analysis is carried out to verify the economic effect on the enterprise 

that the device would have. The amount of funds that can be invested into the 

system's research and development by the organization is reduced. It is 

necessary to justify the expenses. Thus, within the budget, the developed 

system was also developed and this was done because much of the technology 

used is readily accessible. It was only appropriate to buy the personalized 

items. 

 

3 Related Work 

 We propose a homomorphic cryptographic algorithm in this work that has 

demonstrated to give a high degree of protection, but needs long 

computations; more reliable and flexible endpoint protection are therefore 

necessary. By implementing security measures, conventional distributed 

architectures uphold faith. Physical and logical control are however, assigned 

in cloud implementation models; conventional set of policies compliance thus 

poses a variety of difficulties. A crucial component of cloud platform 

consistency is efficient compliance.  

 A reliable negotiator in a virtual environment is also used to protect the 

credibility, integrity, and privacy of all computing and information along with 

authentication algorithms [13 -15]. A significant part of the bigger issue of 

managing access with cloud-based services is the security of a user profile 

from misuse. Solutions for computational encryption may assist in enabling 

the use of reliable services. 

 

4 System Design 

Fig-1 examines the implementation of a system's architecture, modules, 

functions, protocols, and information to meet quality standards. One can see 

that as the development of the methodology of systems to the development of 

products. There seems to be some correlation with systems engineering, 

design and structural technical fields. If the wider subject of product 

development incorporates the promotional, development and construction 

viewpoints into a specific course to project management, then engineering is 

the process of obtaining the promotional knowledge and to develop the 

performance of the system to be created. 
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4.1 Admin Role 

 Here we will post the reference between enormous quantities of data and 

the development of buckets. This analysis identifies the searching behaviors 

of users by identifying connections between the various data evidence that 

users put in their baskets. 

 

4.2 As Significance Network Access  

It is exclusively for cloud-based utility service models, as a value-added 

system that will serve network access. It is important to build sufficiently safe 

utility system to achieve this. An overlay service is usually considered by 

solutions that view the idea of protection as a value added service. 

 

4.3 Reliable Credential Management 

 In access control, effective encryption is essential: approvals are given for 

input validation only. The management of identification credentials is an 

essential part of this. To ensure efficient data usage management, reliable 

identification management is important. To estimate the reliability of 

protection, and to be provided as a cloud service provider, useful trust 

assessment metrics are proposed. To ensure secure open data sharing, data 

analytics and data procurement, the value of trust assessment is critical. 

 
Figure 1 Implementation of Proposed System's Architecture 
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4.4 User Role 

Here the user must first register, after login the user name, password so that 

the user can upload files, view files and download files. It is used mainly for 

only authorized persons, if unauthorized person login error message is wrong 

user name and password. 

 

5 System Implementation 

 Implementation is the process in which the theoretical concept becomes a 

working process. It can therefore be seen as the main necessary factor in 

achieving a good model system and providing the consumer with confidence 

that perhaps the system will operate and be effective. Careful preparation, 

examination of the current framework and its implementation constraints, 

design of methods for achieving changeover and evaluation of changeover 

methods are involved in the implementation stage. The page enables new 

users to register by presenting valid Unique Identity information as shown in 

figure 2. If the user wants to clear the entire information for new registration 

in the middle of entering data, the Reset option must be clicked and then 

registered from the beginning. 

 

 
Figure 2 Registration Home page 

 

 Registration Successful Page Description: If user entered valid 

information, then it will show the message „Register Successful‟ which is as 

shown in the below figure 3. 
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Figure 3 Registration Completion page 

 

 Login Page Description: After Registration, The user should Login with 

valid User name and Password for updating and viewing files as shown in 

figure 4. 

 
Figure 4 Login page 

 

 List Bucket Description: After Login with valid name and password, we 

can see the Bucket list, which has been created by the other users, has been 

deployed in figure 5. 

 

 

 

 

 

 

 

 

 



 

 
 

 

 

 

 

Homomorphic Approach in Green Cloud Storage to Develop and  

Deploy Data Surveillance 11532 

 

 
Figure 5 Bucket List page 

 

 Create Bucket Description: From figure 6 it is observed that the contents 

are stored uniquely where the user should create a bucket for identifying 

his/her files. 

 
Figure 6 Bucket Creating Module 

 

 User Information Description: After creating Bucket, User can see the 

Profile by clicking User Info button. The below figure 7 shows the display of 

all information of the particular user while Registration. 
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Figure 7 User Information – Displaying all Particulars 

 

 Upload File as Private Description: User can upload the Files in either 

Public, Private or Share as shown in figure 8. If User uploads file as Private, a 

key will be generated and that will be send to that user‟s mail. So that 

unauthenticated users can‟t able to see that file without key. 

 
Figure 8 File Uploading Privately 

 

 View Private File Description: If user wants to see a private file, they 

should compulsory enter their key to view. If unauthenticated user tried to 

open that file, then a message will be send to the authenticated user through 

mail.  

  View File as Public Description: If user wants to view public files in 

cloud, he can directly click view files option and then select the type as public, 

then he can able to see the other‟s files also without a key as shown in figure 

9. If the user wants to download they can precede the task. 
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Figure 9 Viewing File in Public 

 

6 Result and Discussion 

 The Proposed Homomorphic approach has been analyzed for its 

feasibility study. Random users of 300 respondents were given basic training 

about the proposed methodology and were asked for registration. The 

registered users were instructed to experience the working process of 

registration, login, bucket creation module, file uploading and file viewing. 

The users were asked to rate their understanding and easiness of the working 

process. The four major practices like (i) user registration - whether users 

were able to register easily, (ii) login process – whether they face any 

difficulty in login, (iii) file uploading – whether the module of bucket creation 

and uploading files are user friendly, and (iv) file viewing – whether users can 

view files privately and in public with proper authentication procedure. Figure 

10 and 11 shows the feedback distribution of the user responds and category 

wise response. Distribution curve resembling normal curve shows the 

effectiveness of the proposed work and normality of the user‟s responses 

category. 72%, 82%, 88%, and 70% of the users felt registration, bucket 

creation, file uploading and file viewing process as easy for implementation. 

This shows the effectiveness and easiness of the proposed methodology. From 

the Scatter plot figure 12 (a) for relationship between registration and bucket 

creation processes it is clear that users find difficult in bucket creation 

comparing to their registration. On the other hand from figure 12 (b) it is clear 

that there is a balanced relation between file upload and file view processes. 
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Figure 10 Feedback Distributions of all 4 Components 

11 (a)  

11 (b)  
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11 (c)  

11 (d)  

  
Figure 11 Category wise Response (a) Easy (b) Moderate (c) Difficult (d) Not 

responded 
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12 (b) 

Figure 12 Scatter plot for relationship between (a) registration and bucket creation 

processes (b) file upload and file view processes 

 

 

7 Conclusion and Future Work 

 Mostly in near times, as feasible solutions to secure data storage and 

authentication, encryption technologies have become extremely prevalent. In 

terms of privacy, reliability and usability, some encryption algorithms are 

attractive. At the cost of high computational overheads, advanced encryption 

schemes such as homomorphism encryption ensure good security. More 

research effort is needed to improve performance and robustness with regard 

to application service model and software demands. User analysis shows the 

effectiveness of the proposed methodology in future more user study case can 

be performed. For upgrading few more features can be included to enhance 

the approach. Detailed study in bucket creation such as multi folder creation 

and security issues can be carried out. 
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