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Abstract 
 

In Mobile Ad Hoc Networks (MANETs), the prevailing Sybil attack 

detection method needs enormous storage overhead and time intricacy. 

Therefore, in this article, Energy Efficient Light weight Privacy Preserving 

Sybil Attack Detection Method is suggested. At first some group of nodes 

are chosen as observing nodes depending on the neighbour density (ND) of 

the nodes. In the first step, an offline trusted third party (TTP) produces 

adequate amount of pseudonyms for every node and calculates a hash value 

for them. When the position demand message from a node is obtained, the 

observing nodes verify the pseudonyms and calculate the hash value. If 

however two pseudonyms of the similar hash value occur, a Sybil attack is 

perceived. Experimental results have shown that EELPPSAD technique 

increases the detection accuracy and minimizes the detection delay.  

 

Keywords: Mobile Ad Hoc Networks (MANET), Sybil attack, Privacy 

preservation, monitoring nodes, Trusted Third Party (TTP), Hash value. 

 

1 Introduction 
 

(MANETs are pounced on more than wired networks due to their active 

and adaptable nature. Since it is a decentralized network, there is no  
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appropriate mechanism for confirmation of individualities of nodes. Hence 

there is massive opportunity of malevolent nodes to interrupt in the network 

while concealing their individualities and performance in support of adjacent 

nodes, hence outflows significant data and create data sharing amid nodes 

which is dangerous and unsafe for the network. [1]. 

As MANET attains open medium, quickly altering topology, absence of 

dominant management and no vigorous defense mechanism, they sternly hurt 

from safety bouts. The additional aspects such as substructure less, wireless 

link usage, multi-hop, node effort, shapeless, power limits, retention, and 

calculation power restraint and physical susceptibility of mobile devices 

utterly devastate the safety aspects of the MANET [2]. MANET is vulnerable 

to several safety bouts. No national individuality management in MANET 

and the prerequisite of select and individual along with determined 

uniqueness for every node for their safety procedure to be feasible [3]. 

Sybil attack, like the remaining dangerous attacks in MANETs may lead 

to actual harm to the network. Sybil nodes direct false data about itself to the 

remaining nodes in the network, acquire data for the remaining nodes and 

don’t send it to terminus and make mistake amid standard nodes. Hence, 

Sybil attack leads to factual harm to the reliable communication of the 

network. [1]. This attack disturbs exactness by augmenting its repute or faith, 

and by using its essential individualities, lessening the repute or faith of 

others. Sybil attacks will thus have a severe influence on wireless ad hoc 

networks' standard function. It is highly significant to notice and remove 

Sybil attacks in a network.  

Usage of cryptographic-based verification or reliable guarantee is the 

conservative technique of averting Sybil attack. On the other hand, this 

method is not perfect for ad hoc mobile networks as it generally needs classy 

early arrangement and overhead proficiency associated to stowing and 

communicating the cryptographic keys [4].The authentication-based methods 

include puzzle solving method, Identity certificate method and identity 

registration-based etc [5].In authentication mechanism one-to-one charting 

amid entity (node) and its individuality and its inputting resources is 

significant [6]. 

 

1.1 Proposed Contribution 
 

In [9], to prevent the Sybil attack, the hash values are created for the 

pseudonyms allotted to each vehicle, which are stored at the RSBs and the 

DMV. In this paper, a Light Weight Privacy preserving Sybil Attack 

Detection Technique for MANET is proposed. 

 This paper can be organized as follows. Section 2 describes the literature 

review done on this topic. Section 3 explains the detailed methodology 

involved in the proposed solution. Section 4 presents the results & 

discussion. Section 5 contain the conclusion. 
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2 Related Works 
 

Salam Hamdan et al [7] have suggested a hybrid procedure using P
2
DAP 

approach. The suggested procedure is functioning as given, P2DAP acts well 

than footprint when the amount of vehicles rises. Instead, the footprint 

procedure acts well when the rapidity of vehicles escalates. The hybrid 

procedure relies on encryption, verification and on the course of the vehicle. 

The situations will be produced by means of SUMO and MOVE tools. 

UdayaSuriya et al [8] have used the message verification and passing 

technique for verifying the dependability of a Sybil node. The attacking act 

of a node with facsimile ID and data can occur only if the node has thorough 

data about the remaining nodes. Confirmation of the node requires the 

application of CAM-PVM. Rather than wasting time for CAM-PVM to 

verify every single node, the message verification and passing process is 

used for verification previous to communication. A node is not able to 

communicate with any other node in the network, if it does not have any 

approval by the network or by the base station. The message verification and 

passing technique is so effectual and is recognized for extra time consuming 

than the remaining technique. 

Tong Zhou et al [9] have suggested a light-weight and scalable outline to 

sense Sybil attacks. Prominently, the suggested system does not need any 

vehicle in the network to reveal its individuality and hence confidentiality is 

well-kept always. 

Abdessadek Aaroud et al [10] have designed a new technique to detect 

the misbehavior attack targeted at the MAC layer. In this technique, a 

warning will be generated if the values of throughput and packet-inter arrival 

time for each node, are more than a predefined upper bound.  

Menaka Pushpa et al [11] have introduced intelligent stealthy attack on 

multicast trees and its mitigation techniques. In this attack, the MAC layer 

was attacked thereby indirectly targeting the routing layer. A cross-layer 

based stealthy attack detection technique (SAMRP) was proposed to detect 

and isolate the attackers.  

 

 

3 Proposed Solution 
 
3.1 Overview 
 

In this paper, a Light Weight Privacy preserving Sybil Attack Detection 

Technique for MANET is proposed. Figure 1 shows the block diagram of the 

proposed Sybil attack detection system. Initially certain set of nodes are 

designated as monitoring nodes based on the neighbour density (ND) of the 

nodes. A source node transmits the location claim message (LOC_CL) by 

signing with its hash value, to the monitoring nodes. After receiving the  
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message, the monitoring nodes goes through each pseudonym p and 

computes the hash value. If however two pseudonyms of the similar hash 

value occur, a Sybil attack is perceived. 

 
3.2 System Model  
 

We consider a MANET consisting mobile nodes with unique Ids. We 

assume that mobile nodes are moving randomly with random waypoint 

mobility model. Each mobile nodes periodically measures its neighbour 

density and location information exchanges the information with its 

neighbors. In this work, each monitoring node executes the proposed Sybil 

attack detection algorithm to detect the Sybil attacked nodes.  

 
   

Figure 1 Block Diagram of Sybil Attack Detection System 

 

3.3 Selection of Monitoring nodes 
 

Initially certain set of nodes are designated as monitoring nodes based on 

the neighbour density (ND) of the nodes. ND is thoroughly connected with 

the node degree which discloses the amount of adjacent. It is utilised to 

discover the average distance of adjacent nodes that are associated to the 

nodes.   

ND =
 *

_ DegN
  (1) 

 = communication range 

Algorithm Selection of Monitoring Nodes 

 

Notations   Definition 

 

MN1,MN2, ….MNk  Monitoring nodes 

Dim    Node density of each grid Gi 

Average {Dim}  Average node density all grids 

Rwi    Reward value of MNi. 

Ne(MNj)   Nearest neighbor of MNj 
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1. Divide the network virtually into k  clustersC1,C2,….Ck 

2. For each Ci, i=1,2…k. 

3.             Choose any MNjCi 

4.             Estimate NDim of Ci 

5. If NDim>Average {Nim} 

6. MNj is selected 

7. Else 

8.                        Choose Ne(MNj)  

9.                         Repeat from step 4. 

10. End if 

11.             Else 

12. Find Ck = CiCi+1 

13. Repeat from step 3. 

14. End if 

15. End For 
 

 

In this algorithm, the whole network is divided in K equal sized clusters 

for convenience. Initially, one node Nj is randomly selected in each cluster. It 

estimates node density of its cluster. The decision for a node to act as a MN 

will be on the basis of the high density cluster. If the node density of that 

cluster is more than the average value, node Nj is selected as MN. Otherwise, 

the nearest neighbor node of Nj is considered. This process is continued until 

a node from the same cluster, satisfying the conditions is found. On the other 

hand, if the node density is less, the next cluster will be merged to form a 

new larger cluster, and the process is repeated.  

 

3.4 Privacy preserving Sybil Attack detection 
 

In this work, it is assume that the MNs receive the keys from the TTP 

and then can calculate the hash values of the generated pseudonyms. 

Let S and D be source and destination nodes respectively.  

Let MN be the monitoring nodes 

The Sybil Attack detection algorithm is presented below: 

 

Algorithm 

 

S   Source node 

D   Destination 

TTP  Trusted third party 

MNi  Monitoring nodes, i=1,2,…..m 

pj   Pseudonyms for the nodes Nj 

Hc   hash function 

Φj   hash value for group j 
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kc   Global key 

LOC_CL   Location claim message 

SUSPECT_CL Suspect claim message 

 

1. In the initialization step, TTP generates  pseudonyms pj for each Nj.  

2. For each pj, TTP computes the hash value as   

Hc (pi |kc)=φj 

3. TTP distributes the key kc to all MNi. 

4. S transmits LOC_CL along with its pseudonym ps to MNi.  

S   (ps, LOC_CL)     
5. After receiving the claim message, MNi checks ps and computes the hash 

value.  

6. If there is a           p’s such that  

7.           Hc(ps|kc) = Hc(ps′|kc), then 

8.        There exist two pseudonyms  with similar hash value 

9.        MN sends  SUSPECT_CL  signed with its key, to the TTP 

10.        After receiving the SUSPECT_CLAIM, TTP checks the signature of 

MNi 

11.        If signature MNi is verified, then 

12.               TTP computes the hash value  

13.                          = Hf (p|kf ) for p 

14.               If Hf (p|kf ) = Hf (p′|kf ), then 

15.                       Both p and p′ are from the same nodes   

16.                       Sybil attack is confirmed 

17.                       TTP send a SUSPECT_CONFIRM message  

18.                               with the original id of the Sybil attack node 

19.               End if 

20.        Else 

21.  MNi is considered as dishonest 

22.                   TTP ignores the claim 

23.         End if 

24. End if 

 

In this algorithm, pseudonyms for different nodes are generated by the 

TTP at the initialization phase, offline. For each p, the TTP calculates the 

hash value by concatenating p with a global key kc which is issued to all 

monitoring nodes.  

S transmits its location claim (LOC_CL) along with its pseudonym ps to 

its nearest monitoring node. When the monitoring node receives the claim, it 

goes through each pseudonym p calculates the hash value. 

On receiving this suspect claim message, the TTP first verifies the 

signatures If the MN proves to be honest one, the TTP calculates the hash 

value. If there exist two pseudonyms  with similar hash value, TTP concludes 

that they are  from the same node launching a Sybil attack. The TTP then 

sends  
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a suspect confirm message to all MNs stating the actual id of the Sybil attack 

node. On receiving this id, the MNs take further actions. 

 

4 Simulation Results 
 

4.1 Experimental Parameters 
 

The proposed Energy Efficient Light weight Privacy Preserving Sybil 

Attack Detection (EELPPSAD) method is simulated in NS2 [13] and is 

compared with the Accurate Sybil Attack Detection (ASAD) technique [12].  

Table 1 Shows the Settings and Parameters Used in Our Simulation 

 
                 Table 1 Simulation parameters 

Network Size 100 nodes 

 Size of the Area 1000 X 1000 m 

MAC Protocol IEEE 802.11 

Traffic Model Constant Bit Rate 

Number of Attackers  2 to10 

Assigned Energy 15 Joules 

Transmitter Power 0.8 watts 

Receiver Power 0.5 watts 

 

4.2 Results & Analysis 
  

To analyze the impact of attackers over the network size, the number of 

attackers is varied from 2 to 10 out of 100 nodes. 

 

4.2.1 Detection Delay 
 

It is measured as the total time taken (in ms) to detect a Sybil attack by 

the monitoring nodes. 

 
Figure 2 Detection Delay Vs attackers 
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The result of detection delay of both the techniques is presented in Figure 

2. As the attackers are increased, the delay of EELPPSAD increases from 8.3 

seconds to 16.1 ms seconds whereas the detection delay of ASAD technique 

increases from 14.9to 28.3 ms. Since the attacks are detected quickly by 

collaborative detection of monitoring nodes, the detection delay of 

EELPPSAD is 44% lesser than ASAD. 

 

4.2.2 Fraction of Affected Packets 
 

It is measured as the ratio of number of affected packets due to attack to 

the total number of packets transmitted. 

 

 
Figure 3 Fraction of Affected Packets Vs Attackers 

 

The results of fraction of affected packets for both the techniques are 

presented in Figure 3. As the attackers are increased, the fraction of 

EELPPSAD increases from 0.11 to 0.38 and the fraction of ASAD increases 

from 0.14 to 0.64.As EELPPSAD detects unauthorized attacks and Sybil 

attacks, the fraction of affected packets is 39% lesser than ASAD. 

 

4.2.3 Computational Overhead 
 

It is measured as the number of control messages or packets (in Kb) 

exchanged during the attack detection phase. 

 
Figure 4 Computational overhead Vs attackers 
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The computational overhead of both the techniques is shown in Figure 4. 

As the attackers are increased, the overhead of EELPPSAD increases from 

573 to 1097 and overhead of ASAD increases from 782 to 1290. Since 

EELPPSAD does not use any trace data, ithas18% lesser overhead than 

ASAD. 
 

4.2.4 Detection Accuracy 
 

It is measured as the percentage of accurately detected attacks out of the 

total number of attack attempts.  

 

 
Figure 5 Detection Accuracy Vs Attackers 

 

The percentage of detection accuracy of both the techniques is shown in 

Figure 5.As the attackers are increased, the accuracy of EELPPSAD 

decreases from 99.5 to 97.2 % and accuracy of ASAD technique decreases 

from 91.4 to 81.9%.Since distance based attack prediction and MAC based 

authentication are performed in EELPPSAD, its detection accuracy is 12% 

higher when compared to ASAD. 

 

4.2.5 Average Residual Energy 
 

It is measured as the average residual energy (in Joules) of all the nodes 

in the network throughout the simulation. 

 
Figure 6 Residual Energy Vs attackers 
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The percentage of residual energy of both the techniques is shown in 

Figure 6.As the attackers are increased, the residual energy of EELPPSAD 

decreases from 8.1 to 6.4 joules and residual energy of ASAD technique 

decreases from 5.9 to 4.1 joules. Since distance based attack prediction and 

MAC based authentication are performed in EELPPSAD, its residual energy 

is 19% higher when compared to ASAD. 

 
5 Conclusion  
 

In this paper, EELPPSAD technique has been proposed in this paper. 

Initially certain set of nodes are designated as monitoring nodes based on the 

neighbour density (ND) of the nodes. In the initialization step, an offline 

trusted third party (TTP) generates sufficient number of pseudonyms for each 

node and computes an hash value for them. When the location claim message 

from a node is received, the monitoring nodes check the pseudonyms and 

compute the hash value. Experimental results have shown that EELPPSAD 

technique increases the detection accuracy and minimizes the detection delay 

when compared to ASAD technique.  
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