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Abstract 
 

Authenticate and Communication is personality based on his physical or 

behavioral characteristics in the form of Biometrics play a vital role in 

today’s real life. Initially, in this work pre-processing technique Histogram 

Equalization is applied to our input biometric images in order to extract the 

features which are rich in information’s. Then Feature extraction techniques 

like Grey-level co-occurrence matrix, Grey- level Run length matrix are 

applied to extract the unique features. Then these numbers of features are 

getting reduced using Feature reduction technique like PPCA (Probabilistic 

principle component Analysis) and only optimal features are selected using 

Modified Ant Lion Optimization Algorithm. Finally, these selected optimal 

outputs will be given as the input to the Recognition technique to 

communicate a person. As an extension to this classification technique, the 

authenticated images are implemented in Deep learning concept and offer a 

strong foundation of Biometric physical features. Convolution neural 

network with Optimization technique provides best classification accuracy. 

This proposed Biometric authentication work is suggested and recommended 

for Text and Speech Communication and the yields the better results.  
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1 Introduction 
 

In the Recent times, instead of using uni-modal and bi- modal 

modalities, our multimodal modalities prove the higher security and 

recognition rate and the major application in many communication 

industries. In our work, the modalities selected are Finger print, Palm print 

and Knuckle print. The reason behind selecting these modalities is all are 

Ridges based traits. So it will be easy to correlate the components and ease of 

Recognition process.  

Multimodality comprises of a large number of conceivable outcomes, 

for example, the multi-sensor, multi-occurrence, multi-algorithms, multi-

tests, and multi-biometrics. The difficulties in multimodal biometrics are 

settling false rejections, throughput, cruel condition, adjusting security and 

comfort. As the continuation, these frameworks have been utilized to defeat 

the confinements of uni-modal biometrics and give high exactness 

recognition [1]. The biometric approach joined with cryptographic procedure 

is given, for high security over conventional cryptography.  

On the other hand, cryptography connected to images is Visual 

Cryptography. Here the separation of visual data into aimless trunks or 

shares [2]. The image must be reconstructed/stacked together to get the 

original input image. The individual share doesn’t reveal any in-depth 

information’s about the original image. These techniques don't require keys 

in light of the fact that the human visual framework decrypts the information 

[3]. Developed A cloud based Secured Storage Auditing with Empirical 

Outsourcing of Key Updates, also proposed risk assessment model in the 

cloud environment . An Intelligent solution provided for Dynamic Network 

Traffic Restriction using MAC Address and software based solution. 

Proposed a deep learning model to predict and analysis the stock market. 

 

2 Organization of Work 
  

The complete work is organized in the beginning with introduction 

section after abstract which completely describes the basics of Multimodal 

Biometrics, its uses and its applications. Then in related work all the 

Literatures surveyed related to this work are explained briefly with its pros 

and cons with applications. Then the methodology used in this work for 

feature pre-processing the input image, feature extraction, feature reduction 

of extracted image and Optimal feature selection techniques were described 

neatly with block diagrams and flow charts for increasing the recognition 

rate. Finally, the results were discussed with measurement parameters and 

graphs. Then conclusion part with future enhancement briefly describes the 

novelty of this work. 
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3 Related Works 
  

In the modern technology, the Biometric traits features are extracted 

using image feature extraction techniques and the features are getting fused 

to each other in order to increase the classification rate.  

Support vector Machine (SVM) is used to classify the number of classes 

in inputs [4]. In the fusion process, many fusion levels are presented to fuse 

the feature vectors. Score level fusion [5] in this process fuses only the score 

produced by the methods and decision will be made based on that. Optimal 

score will be selected based on Optimization Algorithm and decision will be 

taken. Optimization Algorithm like PSO (Particle Swarm optimization) plays 

an important role in selecting the optimal features for the classification 

process. Identical work of ECC by relates encryption by point multiplication 

method and decryption by selecting optimal private key using best optimal 

algorithm. It clearly shows how the input recognized images are divided as 

number of shares based on Threshold value. Only these shares will be given 

as an input to the ECC algorithm.  

 

4 Methodology 
 

In this work we have been proposed a novel methodology to 

recognize/classify image and for secured transmission. Initially GLCM and 

GLRLM techniques are used to extract the features. PPCA method is used to 

reduce the number of extracted features. Novel MALO is used to select the 

optimal features for the input to the classification technique MKSVM. These 

images are again classified with deep convolution neural network for better 

recognition rate. 

Initially the multimodal biometric images like fingerprint, palm and 

knuckle print images are taken from the database CASIA and poly U-

KNUCKLE. From these database images, we have to extract the surrounding 

regions and select the enrich areas in the process of region of interest.  

 

4.1 Histogram Equalization 
  

Histogram describes frequency of pixel values in the image matrix. It is 

the contrast enhancement technique to equalize the grey level values 

throughout the image. This contrast enhanced image will give more specified 

unique points.  

The Histogram Equalization is mathematically given in the equation (1). 

           (1) 
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4.2 GLCM 
  

Grey level co-occurrence matrix is the second order statistical feature 

extraction technique which describes number of co-occurrence pixels in the 

image. Frequency of the co-occurrence pixel values in the specified 

direction/orientation and distance are the parameters to be estimated. The 

size of the row and column of the GLCM matrix depends on the number of 

pixel values in the input image. Then normalization of the GLCM matrix 

leads to equalize the grey level values throughout the image. From this 

normalized matrix GLCM features are getting extracted. Some of the glcm 

features are, 

 Energy, Entropy, Cluster shade, Homogeneity, Maximum probability 

etc., 

 

4.3 Feature Reduction (PPCA)  
 

 
Figure 1 Proposed Architecture for Recognition Process 

 

Probabilistic principle component analysis is a dimensionality reduction (eg: 

3D to 2D) technique which transforms the higher dimensional data into lower 

dimensional data to reduce the number of extracted features. PPCA starts 

with finding variance and covariance matrix and ends up with nonlinear 

distribution of data. All the traits which we are using must be highly 

correlated in order to use the PPCA. The principle components can be  
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analyzed by finding Eigen values and Eigen vectors. The Max Eigen value is 

the principle component and we distribute the vectors throughout the 

component. Here in PPCA, the features around the probabilistic value 

selected are the reduces vectors goes to next level. 

 The relationship in eqn-2 speaks the PPCA 

              (2) 

 The proposed architecture for biometric authentication is illustrated in 

below Figure 1. The below figure clearly explains the step by step process of 

our proposed work. Initially pre-processing then feature extraction and 

feature reduction and selection and then classification for recognizing a 

person. 

 

4.4 MALO 
 

 The proposed novel Modified Ant Lion Optimization acts as an 

optimization technique which selects the best features to increase the 

recognition rate. The steps followed in Ant lion algorithm depicted below 

clearly. 

Step1: Initialization 

Step 2: Fitness Calculation 

             (3) 

Step 3: Ant’s Random walk. 

         (4) 

                           (5) 

               (6) 

Step 4: Ant Lion building traps for ants 

            (7) 

These steps will continue till the algorithm reaches the final iteration or it 

reaches the output or it shows the merely same values for many iterations as 

the stopping criteria. 

Step 5: Rebuilding pits 

            (8) 

 

4.5 MKSVM 
  

Multi kernel Support vector machine is a classification technique which 

classifies two or more classes. It is easy to classify the linear data with single  
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Hyperplane. SVM converts the lower dimensional data to higher dimensional 

in order to classify the non-linear data’s. Hyper plane are the linear lines 

which divides two classes and the hyper plane must be optimized to give the 

correct result of future testing data’s. Find out the support vectors of the 

classes and draw the hyper plane in the center of it. Kernel plays an 

important role in finding hyper plane in non-linear data. In this work multi 

kernel like Linear and Quadratic Kernels are used to find hyper plane. 

Quadratic kernel is the Polynomial kernel with degree 2. The Linear kernel 

function is addressed as takes after: 

               (9) 

The quadratic kernel functions shape a vast dimension feature space 

 

           (10) 

The average of these two kernels (quadratic and linear) gives the optimal 

best result as denoted in equation (11). The recognition rate of this proposed 

model can be the optimal value of the average of these two kernels.  

            (11) 

 

4.6 Deep Convolution Neural Network 
  

Final contribution of this work involves deep convolution neural 

network. CNN is a type of NN in Deep learning. Jaya optimizer based Deep 

Convolution Neural network (FJO-DCNN) for multimodal biometric 

classification gives you best accuracy rate. Here the input image is going 

through pre-processing stage and then features like Skewness, Variance, 

mean, Kurtosis, energy, Holoentropy and information gain are extracted and 

these extracted features are going through classification process for better 

results. 

 

 
Figure 2 Deep CNN Framework 
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In the Figure 2 the deep CNN has been elaborated. Initially the feature 

vector F is given as the input to the convolution layers. We have many 

convolution layers and pooling the convolution layer outputs gives you the 

exact output. Then these outputs are given to fc layer and produce you the 

output. 

 

5 Results and Discussions 
 

The efficiency of the proposed method can be evaluated by following 

measurement metrics. 

Performance of the proposed classification process can be measured by 

the parameters.  

Below Table 1 depicts the recognition results of comparison of all 

features with MKSVM and Optimal features with MKSVM. Our proposed 

method produces the best accuracy rate of above 90% for all biometric traits. 

 
Table 1 Recognition Results Ccomparison 

 

Biometrics 
All Features+ MKSVM Optimal Features+ MKSVM 

Sensitivity Specificity Accuracy Sensitivity Specificity Accuracy 

Finger 

Print 68.23 68.81 67.58 88.19 93.22 92.5 

Palm Print 60.01 64 64.25 84.69 91 91 

Knuckle 

Print 60 66.89 65 89.44 92.66 90 

 

The above table.1 shows the performance comparison of our biometric 

traits with optimal features and without optimal features. All features with 

MKSVM provide accuracy level of 67.58 for finger print, 64.25 for palm 

print and 65 for knuckle print. But after we selected optimal features using 

MALO, the accuracy has been raised to a satisfactory level as 92.5 for finger 

print, 91 for palm print and 90 for knuckle print. 

 

6 Conclusion and Future Enhancement 
 

A novel approach is proposed for classification of multimodal 

Biometric communication. This authentication process includes feature 

extraction techniques GLCM and GLRLM, feature reduction technique 

PPCA, our novel feature selection process MALO algorithm and 

classification technique MKSVM. The performance metrics results elaborate 

that out proposed model for classification gives the best accuracy value when 

compared to the existing methods. As an extension to classification, here 

deep convolution neural network has been implemented to increase the 

accuracy of performance in reasonable rate with suitable optimizer. Future 

work may include larger data sets of a palm print, digit prints, and 
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fingerprints features and can be implemented with 3D images. Future work 

can also concentrate to implement this novel algorithm for feature security 

while transmission based on cryptography. 
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