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Abstract 
 

In today’s scenario wireless technologies are growing rapidly. From smaller 
things to the larger one every where the growth of wireless technologies are 

more. Mobile Ad hoc network (MANET) is a wireless technology, it is a 

group of mobile devices which form a communication network. MANET also 
is one of the popular usage of devices in today’s wireless technology market. 

The working of MANET is which create a communication link in the 

wireless devices and those link is not pre defined, it is created in a dynamic 
manner. Comparatively with other network, MANETs is most vulnerable for 

security attacks because of lack of the centralized authority and limited 

resources. In this survey article we are going to elaborate MANET, some of 

the protocols related to MANET and the security issues faced in this 
blooming technology. 
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1 Introduction 
 
Mobile Ad Hoc Network (MANET) it is also termed as adhoc wireless 

network or wireless adhoc network. MANET is a type of decentralized 

network which means each node will have their own independent authority to 

make decision regarding how to interact with the system where the routing 
environment is placed on the top of the link layer ad hoc network. Here in 

this case the ad hoc means, where there is no pre infrastructure, each node in  
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the network will take their own initiative to forward the data to the other 
nodes, so among then number of nodes , which node is going to forward the 

data can be decided dynamically and the routing algorithm on the basis of 

network connectivity. The nodes in the MANET has the freedom to move 

randomly, each and every node of the MANET behave as a router. The most 
popular advantages of the ad hoc network is the cost is affordable that is low 

cost, easily can be purchased , robustness and flexibility because of the 

dynamic routing allocation of the node this type of network relays on the 
flexibility[1]. This ad hoc network has been used for so many purposes in 

this trending world. Because of this dynamic nature there are more chances 

for security attacks in ad hoc network. In this article, will discuss about the 

some of the features of MANET, applications, working principle of the 
MANET and security attacks of the MANET[9,10]. 

 
Figure 1. MANET 

 

In Fig:1, depicts the simple MANET network, where the network is 
communicated with five number of nodes. So it is mentioned that, ad hoc 

where each and every node in the network will act as a router to transfer the 

data from one node to the other node. While transmitting the data, the 
network follows the concept called “store and forward” technique to transfer 

data from one node to another. 

Here in this figure, if we want to transfer the data from node A to node 

B, both the nodes check for direct transmission, if it is there both the node 
routing table will be updated and the data will be transferred. Suppose the 

third node say c joins the network , the channel got activated, and we want to 

transfer the data from the source node A to source node C, [2]the transfer can 
happen in either way through node B or through node D,E. First it will check 

for the direct communication, in the case of transfer data from node A to 

node C , there is no direct communication available , so the intermediary 
node will act as router. Here the data will be transferred through node A to 

node B(act as a router, because it is a intermediate node) from intermediate to 

the destination node C. [9,10]When the path are activated to transfer the data 

from source to destination , the routing table of all the nodes will get updated 
and automatically the intermediate node will act as a router , that is the case 
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why the network connectivity is allocated dynamically , the infrastructure of 
the ad hoc network will not be pre defined, according to the dynamic 

allocation the protocol will get changed. 

So in the first scenario of the transformation address and route made are 
updated in all three nodes. In the second scenario, the routing table should 

get updated, to get a proper confirmation in order to transfer the data from 

the source node to the destination node. The network knew that node B is 

going to act as a router to transfer data between node A to node C, so at the 
first point the connection will be checked between the node B and node C, 

and then the topology will be get updated according the network 

connectivity,  at second point the connection between node B and node A 
will be checked and the topology will get updated, at the third point again the 

connection between node B and node C will get checked and update the 

topology routing table transfer the data from the source node A to destination 

node C , through intermediate node B , A->B->C [fig 2]. 

 

 
Figure 2. Routing Updation 

 

It is mentioned that, vulnerability has the more chances in the ad hoc 

network because of the dynamic nature. So suppose if there is any failure 

between the connection node B and node C , automatically it will check for 
the other nodes which can act as a router to transfer the data from the source 

to destination, according to that the topology will get updated and the transfer 

of data happened from both the nodes. It depicts the simple working principle 
of the ad hoc network (MANET). 

 

 

2 Applications of MANET 
 

There are many applications in MANET starting from small scale to 

large scale, Because of the spike of portable device and wireless technologies 

ad hoc network become popular in the commercial usage. When we compare 
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with other mobile networks, MANET will not require the fixed 

infrastructure, because of this it is achieved decentralized concept , which is 
more flexible as well as more portable , this is the case why MANET has 

shoot up in the commercial more. 

 
2.1 Military Services 

 

Military service is one of the major service in the world. MANET plays a 

important role in the military services too. Because we knew in the military 
service the information among the soldiers will be communicated to each 

other[6]. In this scenario MANET plays a communication mechanism 

concept,  All the soldiers are considered to be a nodes, where every soldiers 

will be connected , even if the soldiers move freely somewhere also. This 
concept of connecting mechanism among the soldier can be taken care of the 

MANET network. Another concept of MANET here in military service is 

coordination. If the head or the other soldier wants to transfer any message to 
all or some particular group or a person, we can use the secure protocol to 

transfer the information through the MANET concept. 

 
2.2 Emergency Services 

 

Disaster is the common problem now a days, disaster like earthquakes, 

tsunami etc. Early communication of the disaster before or after is very 
important to the fellow humans. But the communication plays a very poor 

role to transfer the information regarding the disaster taking place. Because 

of that poor and not timely communication proper measures are not taken in 
early stage, result in loss of so many things including humans too. Here 

MANET with the help of the dynamic structure plays a role to transfer the 

more fastest information related to the disaster. Because it is known that 
information can be transferred through BST antennas etc, in case if there is 

any interrupt in that,[4] there is a loss of transferring the information. This 

problem can be avoided with the help of the MANET. MANET which is 

decentralized manner, where it is connected in the form of wireless concept 
and the topology will get updated based on the current structure of the nodes, 

so the information can be transferred easily where it can avoid some 

problems in the communication. 

 
2.3 Mobile Conferencing 

 

In case if the business man or other fellow humans wants to 
communicate with each other through mobile conference we need a good 

network to initiate the connection, in case if there is a poor network 

connection , then there is  lot of interrupt in mobile conferencing. With the 
help of this ad hoc network, mobile conferencing is enabled who wants to 
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communicate from outside where there is no network infrastructure is 
possible. 

 

2.4 Sensor Network 
 

Sensor which contain a transceiver a small micro controller chip and 

battery resources. The transceiver in sensor is use to sense or detect the data 

and transfer to the other. So here in sensor the devices are relay each other in 
order to transform the data. Examples like pressure, toxins, pollutants etc. 

Individual sensor are limited in their capability, so there might be chances of 

failure and loss. In this case they form the ad hoc network to collect the 
data[3]. 

 
2.5 Personal Area Networking 

 

Personal devices like laptop, mobile phones, Bluetooth which uses a 

short course of communication to connect all the home devices together. 
With the help of the ad hoc network these devices can be easily connected to 

each other. 

 
2.6 Location Based Services 

 

MANET is helpful in location based services also. When MANET is 

integrated with the location based information,[5,6] it is very easy to detect 
the physical location of the devices with the support of global positioning 

system. 

 

3 Security Issues 
 

Security is one of the main problem in MANET. Because of the not 
trusted centralized activity, MANET has more popular for Vulnerable. In 

MANET there is no pre defined infrastructure, the structure will be decided 

based on the nodes dynamically, and each and every node should relay each 
other in order to transfer the messages.[16,17,18] Due to this concept of the 

MANET there are so many attacks can be happened in each and every layer. 

Passive Attack: Passive attack is where the attacker monitor the 

connections between the system, without inserting any duplicate information. 
[19]They gather the information by monitoring,and apply the attack.  

Active Attack: By attacking the normal functioning of the network ,the 

active attack destroy the data being exchanged. It can be a external or internal 
active attack. In external active attack, the attack can be performed by the 

nodes which is not the part of the network. In internal attack, the attack can 

be performed by the node which is already in the network. Comparatively the 

internal attack is more severe than the external attack. 
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3.1 Application Layer Attacks 
 
i)Repudiation Attack: 

Repudiation attack is also referred as a denial of participation , Where 

the attacker keep using a selfish node , it keeps on monitoring and deny the 

operation if it finds those operation coming from the system to perform the 
network connection. 

ii)Malicious Code Attack: 

It is a type of attack where the attacker will inject the malicious code to 
the system which will damage the entire system or operation system. Some 

of the examples of malicious code are worms, Trojan horse etc. 

 
3.2 Transportation Layer Attacks 
 
i)SYN Flooding Attack: 

SYN is called as a Synchronize flooding attack , these type of attack 
which will establish a lot half TCP connection for the victim node to transfer 

the messages , but this half TCP connection will not complete the full 

handshake.[19] 
ii)Session Hijacking: 

In this type of attack, the attackers take the IP address of the system , 

which will make the attacker to take all the confidential information like 

password , login keys etc from the system. 

 
3.3 Network Layer Attack 
 
i)Link Spoofing Attack: 

In this attack, the malicious code make the non neighbouring nodes to 

generate the duplicate connection to disturb the routing operation in the 
network. So it is possible to control the routing mechanism with the help of 

the malicious node, where the dos attack also can be easily applied. 

ii)Grey Hole Attack: 

In grey hole attack one some node will act as a grey node, when the other 
node wants to transfer the information, at the first stage this grey hole node 

will inform that this node(grey node) has a connection to transfer the 

message to the destination , and in the second stage , the node will drop the 
entire packets or the 50% of the packet based on the probability. 

iii)Wormhole Attack: 

In wormhole attack, where the data will be passed from one node to the 

malicious node of the network. So the other node will believe that they are 
close, and which really cause problem in the routing as well as it control the 

messages. [13]This type of attack which will create a new route and create a 

wormhole,because of broadcasting even the packets cannot address itself. This
 is depicted in figure 3.
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Figure 3.Wormhole Attack 

iv)Black hole Attack: 
Route searching in order to transfer the data is most problem for this type 

of attack. In this , when the malicious node triggers for the request route , it 

will show it has limited and fresh routes to reach the destination , but actually 

there is no such routes exists.[12] This is the method the black hole attack 
will perform in order to make the data not to deliver to the correct 

destination. This is depicted in figure 4 

  
Figure 4. Blackhole Attack 

v)Flooding Attack: 

In flooding attack, the attacker gains the access to the network resources 
like data transfer capacity etc.[5,6] Which in result interrupt the routing 

operations and cause serious damage to the network system. This is depicted 
in figure 5

 

 
Figure 5.Flooding Attack 

 
3.4 Data Link Layer Attack 
 
i)Traffic Analysis: 

In MANET the traffic design and the packets are very much important. 

Because the structure is generated dynamically. This Traffic analysis 
stimulates a self association in the network and destroy the nodes by dynamic 

attack. 
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3.5 Physical Layer Attacks 
 
i)Eavesdropping: 

It is also termed as sniffing or snooping attack , it is where the 

information are transmitted over a network by a computer , Smartphone etc. 
[5,6]This attack will allow the attacker to take the data’s that it sent or 

received by the other nodes. 

ii) Jamming: 
Jamming concept is a kind of denial of Service(DOS) attack. Where it 

will keep the jammer , which will jam the signals. The connection will be 

interrupted between the nodes , so there will not be a secure transfer of 

information from the source to destination , where there will be a loss packets 
during the transmission. 

 

4 Problems Due to Attacks 
 
 We have discussed what are the attacks are happening in MANET and in 
different layers, due to these attack what is the defect are going to happen in 

MANET. Some of the common defects are explained. 

 

4.1 Partial Paralyzing Network 
 
 These type of issue will occur when the link of nodes are broken or 

routing table is destroyed , our network will become paralyzed , so when 
there is no connection the data cannot be transmitted. 

 
4.2 Data Loss 
 
 This type of issue can be happen in black hole and grey hole attack. 

Where it will pass malicious code and take the traffic control, by issuing 
wrong routing information , so that te data in the connection will be lost. 

 

4.3 Time delay 
 
 Time delay is one of the major issue in network. Where the data will not 

be reached to the receiver at the correct time, it may cause the rejection in 

the receiver side too. 
 

4.4 Service Misuse 
 

 If any node in the network is act as a selfish node, it will misuse the 

service of the network which will take the control of the network bandwidth 

and flood the traffic. 
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4.5 QoS 
 

 Because of the worm hole attack the security of the network will get 
affected. So it tend to result in poor quality of service of the nodes in the 

network. 

 

5 Security Measures 
 

5.1 SAR 
 
 SAR is one the secure aware protocol which is proposed by MANET in 

order to avoid some of the security issues in transmitting the data.[7,8] The 

main objective the SAR protocol which maintains the security level when 
there is a communication between the source to the destination through the 

intermediate nodes in the network. With the help of SAR protocol the secure 

routing can be performed with the trust level of the intermediate nodes, 
because this protocol always perform routing with the trust level. It works in 

the principle like, where the security code will be given to the packets before 

it get transmitted, and the intermediate or neighbour nodes also will receive 

some security level. If the received packets security level is less than the 
particular nodes then it will discard the packets. This is how the SAR 

maintain the security level in order to get rid of the untrusted node during 

the transmission of the packets. 
 

5.2 SEAD 
  
 SEAD works with the help of the one way hash function and 

cryptography is not supported by the SEAD. It works in the concept of 

destination sequenced distance vector , with the help of this one way hash 

function it will avoid the DoS attack in the network , by segregating the 
updates of malicious and non malicious code in the node. [11]In case if the 

attacker uses a matching sequence number which is matches with the 

updated information in the SEAD at that case the SEAD cannot overcome 
form the issues thisis one of the drawback in the SEAD protocol. 

 

5.3 ARAN 
 
 ARAN protocol mainly uses for security attack in network layer. With 

the help of this ARAN protocol secure path will be established and the data 

will be transferred from source to destination in the secure way. This ARAN 
protocol which uses the cryptography, and by using request and route reply 

it perform a end to end authentication process. 
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5.4 SA-AODV 
 
 SA-AODV it is a standardized protocol, with additional features to avoid 

the black hole attack. Individual black hole attack can be solved with the 

help of this protocol. In case if group of malicious node effect, this protocol 

will fail to sole the issue.[14,15] 
 

5.5 ARIADANE 
 
 ARIDANE uses a cryptographic primitives and digital signature to 

validate the network nodes and for secure routing. It also verifies the node 

with the help of the request reply and request error message in the 

network.This protocol helpful to avoid the DoS attack.[20] 

 
5.6 TAODV 
 
 TAODV is the trusted AODV protocol with the help of the trust based 

concept it produces the security solutions to the standard AODV. With the 

help of this TAODV, malicious node can be easily identified and to generate 
the trust based routing to transfer the data from source to destination. 

 

6 Performance Comparison of Routing Protocols 
  

 In our article we have elaborated about the various protocol used in the 

MANET. Here we are going to compare some of the MANET routing 
protocol of ad hoc network like AODV, DSR, and OLSR. [21]These three 

protocol are compared with the mobility like ping , user data gram protocol 

and Transmission Control Protocol , like how the performance of the 

protocol changes between the real world simulation.. We are going to use a 
three matrices to compare these protocols. 

Packet Delivery Ratio: This is the ration of number of packets delivered to 

the source and the packets in the destination. 
Throughput: How much of data are transmitted ina unit of time that can be 

measured with the help of the throughput. 

End to End Delay: It is how much average time has taken by the packets to 
transform from the source to destination. 

With the help of these performance matrices we are going compare the three 

routing protocols.
Table 1 gives the comparison of various protocol

 

 
Table1: Protocol Comparison 

Performance Matrices AODV DSR OLSR DSDV 

Packet Delivery Ratio High High High Low 

Throughput High High High Low 

End to End Delay High High Low Low 
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6.1 Packet Delivery Data 
 

 Packet Delivery ratio is measured with the help of reliability of network, 
reliability in the sense it will decide whether to send the data packet or not, 

as well as it measures the loss of data in the network. The PDR ratio of 

OLSR are high, and then the AODV and DSR both are similar only in 

transmission of data from source to destination. Comparative with the other 
protocol DSDV is low. 

 

6.2 Throughput 
 

 When there is a good connectivity between the nodes, the throughput 

will increase, based on the comparative study the AODV has highest 

throughput ,DSR also highest throughput but it decreases when the number 
of nodes are increased,[22,23] OLSR also has the good performance in 

heavy traffic and DSDV when the number of nodes are increased the 

throughput is decreased comparatively it is low with other protocols. 
 

6.3 End to End Delay 
 
 Comparatively end to end delay id less in the proactive protocol than the 

reactive ones. AODV and DSR protocol both have the similar delay, but 

when the number of nodes are increased the AODV is outraced than the 

DSR.[22,23]Comparatively OLSR protocol has a very least performance 
than the DSDV protocol. 

 
7 Conclusion 
 

 This article elaborates the various usage of MANET in today’s world, 
how MANET is helpful in real world scenario for most popular purposes for 

the nation. Due to the infrastructure of MANET where so many security 

issues were originated, and different protocols in order to take a proper 
measure to avoid the security and comparison of routing protocols based on 

the three performance measures.It is concluded in this article, the protocols 

which is used in order to avoid the security issues even has a little 

disadvantages. This survey article will helpful for the researchers, scantiest 
etc., to give a more study on the MANET and how to overcome with the all 

the security issues, with little more featured protocols. In protocol 

comparisons comparatively with all other three protocols AODV perform 
good and used in all type of network which has a higher number of nodes. 
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