
 

 
 

 

 

 
 

 

 
 

 

 

A Comparative Study on Routing 
Schemes in WSN for Energy Efficient IOT 

Applications 
 

1R.Lavanya and 2N.Shanmugapriya 
 

1Assistant Professor, Department of Computer Science, Dr.NS  Rajalakshmi 

College of Arts and Science, Coimbatore, India

E-mail:lavanyaprabhakaran07@gmail.com. 
2Assistant professor and Head, Department of Computer Applications, Dr.SNS 

Rajalakshmi College of Arts and Science, Coimbatore, India. 

E-mail:spriyanatrajan@gmail.com. 

Abstract 
 

Promising next generation Internet termed as Internet-of-Things (IoT) is 

enabled using technologies like wireless radio frequency systems, distributed 

intelligence for smart objects, enhanced communication protocols, Wireless 

Sensor Networks (WSN), and other technologies along with communication 
solutions. End to end delay, packet loss during transmission, sensor node’s 

minimized lifetime because of energy loss are the major difficulties in IoT 

applications based on WSN. So, an effective routing protocol may be 
designed for addressing these challenges by enhancing network performance 

and Quality of Service. Moreover, in routing great challenge is possessed by 

thousands of similar devices and sensors, which leads to zone based or cluster 
based routing protocol requirement. The IoT’s dense architecture is not 

considered in most of the available routing protocol. As there are 

predetermined routing policies, it is of great challenge for rendering sensor-

based IoT application’s changing applications in these adaptive algorithms. 
Thus, they are not energy efficient and fault tolerant for such mobility centric 

IoT.A brief review about current state-of- the-art research is provided in this 

article and according to several factors, their demerits and merits are also 
presented. Comprehensive report on standard secure routing schemes which 

are introduced in literature are provided as a significant contribution of this 

survey study. These schemes provides secure as well as non-secure routing 

protocols to strength WSNs lifetime. 
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1 Introduction 
 

Modern Internet of Things (IoT) application’s demands are conceived by 
wireless sensor technologies advancement and it makes another smart and 

pervasive IoTapplication era. Many innovations are used for making IoT [1], 

which gives consistent network everywhere and about everything. The 

principle followed in IoT is that, using wireless connections, objects or things 
are connected and participated with each other for guaranteeing ubiquitous 

communications [2]. 

IoT is used in various applications like smart cities, agriculture, smart 
home, health care monitoring, military and various other applications too [3]. 

In various IoT applications, for other operations, sensed data is forwarded to 

base station from sensor node. Effective routing protocols are used for 

achieved this and enhances energy efficiency, scalability and data 
transmission in WSNs. Highly feasible network is produced using this. 

On the other hand, there are various challenges like limited resources and 

low-power wireless link’s unreliability that in general lacks with respect to 
Quality of Service (QoS) requirements, limits the effective design of a 

resourceful communication protocol to IoT/WSNs. For various IoT 

applications, multipath-aware routing protocol can be developed as an 
prerequisite for guaranteeing minimum consumption of energy, latency, loss 

rate and low delay [4]. 

Data should be forwarded by utilizing all network nodes and there should 

be balance in network energy consumption in consideration with sensor 
node’s limited energy resources. In network, for every node, energy 

consumption is lowered by network via selection of nodes according to some 

parameters for routing data during operation of network. If energy of all 
nodes are depleted-zero residual energy- at the same time, then the network 

operation will be ceased [5].  

Similarly, within such paradigm, various standardization and research 
efforts with application host development are underway [6]. For IoT, in such 

systems, for specific reason, in a specific area, nodes are dispersed and 

required data like motion data, physical changes and temperature are 

accumulated [7]. Collected data in nodes are send to intermediate nodes 
because of confined transmission range [8]. 

Involuntary energy is used by intermediate nodes for packet forwarding, 

which tempts energy consumption’s high rate by nodes and network 
partitioning is accelerated. Moreover, low memory, limited processing 

capabilities and low battery power makes resource constraints in sensor 

nodes. They uses battery and in an unattended environment, they work on a 
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large scale. So, it is difficult to replace or recharge batteries. Intelligent usage 
of these resources are needed [9]. 

For IoT, in distributed networks, network performance is influenced by a 

critical factor called node’s energy efficiency in this manner [10]. Figure 1 
shows the WSN’s architecture for IoT applications 

 

 

Figure 1.Architecture of WSN for IoT applications 

Transmission of sensed data to end-user from source via multi-hop path 
and gateway is illustrated in the above figure. Anytime and anywhere access 

of data by user is ensured by this. In IoT applications based on energy-

constrained Wireless Sensor Networks (WSNs), vital role is played  by 
routing. An essential design consideration in routing protocol is energy 

efficiency for conserving energy of WSN [11]. Packet transmission and 

communication link establishment are the reliable routing protocol’s 

significant role over the network. 
Routing protocols administrates communication process between sensor 

nodes. So, adaptive routing technique defines wireless network’s overall 

performance. For different applications, designed as well as implemented 
various secure as well as energy efficient routing protocols for enhancing 

WSNs communication performance [12]. 

In state of art of secure wireless communication network, performed this 

survey study. In a single network model set, fulfilment of all requirements for 
multiple applications is not given with more attention as noticed in this study. 

For specific networks, secure routing and data confidentiality are ensured by 

most recent routing protocols and specific query are also solved using this. 
So, end user requirements should be fulfilled by designed WSN as 

suggested in survey study and it should be able to balance trade-off between 

energy efficiency, communication, routing and confidentiality. Prior routing 
protocols with secured communication are mainly focused in this 

comprehensive survey study.  
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The organization of survey study is arranged as; section 2 provides 

literature review of available techniques, followed by research gap in Section 
3. At last, section 4 defines conclusion of this survey study. 

 
2 Related Work 
 

For secure as well as non-secure routing protocols, different approaches 
are proposed by different authors over WSNs. Discussion about recent as 

well as often used techniques are presented in this section. In this context, 

three classes are formed by classifying routing protocols in this present 
comprehensive survey, namely, routing based on swarm intelligence, Trust 

aware and secure routing protocols, Energy efficient routing protocols. This 

classification is shown in Figure 2. 

 

Figure 2.Taxonomy of routing protocols in WSNs for IoT 

 

2.1 Review on Energy Efficient Routing Protocols in WSN for IoT 
 

In a wired network, good scalability, convenient deployment and low 

cost advantages are shown by WSN-assisted IoT. However, defects 
ignorance is not possible. Limitation in energy resources is a major 

drawback. In general, batteries are used for powering sensor nodes and 

because of rugged environment operation, it is difficult to add energy to 
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sensor nodes. So, in WSN-assisted IoT, important task is energy 
management.  

Shen et al., [13] proposed a novel protocol called energy-efficient 

centroid-based routing protocol (EECRP) for producing high energy 
efficiency for complete network. In WSN-assisted IoT, energy resources are 

manages using this protocol. From CH nodes to BS, multi-hop path needs to 

be computed for enhancing protocol. For data packet transmission, cluster 
head (CH) nodes uses this multi-hop path. Better performance should be 

shown by this protocol, if location of base station (BS) is outside the 

network. 

A hybrid multipath energy and quality of service (QoS)-aware optimized 
link state routing protocol version 2 (MEQSA-OLSRv2) is proposed by 

Jabbar et al., [14]. In IoT network’s MANET-WSN convergence scenarios, 

during data transmission, difficulties shown by traffic congestion, node’s 
mobility and energy resource are solved using this. 

Developed simulation model is used for conducting MEQSA-OLSRv2’s 

validation and performance evaluation. Parameters and input values are 

assumed or assigned based on previous studies, which is a major limitation of 
this work. 

For WSN assisted IoT system, Energy efficient clustering based on fuzzy 

rule andimmune-inspired routing (FEEC-IIR) protocol in introduced by 
Preeth et al., [15] and it moderates all the above mentioned issues. Used the 

adaptive fuzzy multi-criteria decision making approach (AF-MCDM) for 

selecting optimum cluster head and for energy efficient clustering algorithm, 
introduced the TOPSIS technique.  

For multi-hop inter-cluster communication, optimum routes having high 

residual energy needs to be computed and load on cluster heads are 

minimized by placing various base stations to a single base station. In WSN, 
this enhances network’s overall lifetime and energy efficiency.  

A novel energy efficient region source routing protocol termed as ER-SR 

is proposed by Xu et al., [16] for maximizing WSN lifetime. In the network, 
node having high residual energy are selected as source routing node using a 

distributed energy region algorithm in ER-SR dynamically.  

Then, for every common node, optimal source routing path is computed 
by source routing nodes. In routing process, participation of partial nodes are 

enabled using this and sensor node’s energy consumption is balanced. 

Region source routing protocol needs to be extended for dynamic networks 

as this work mainly focused on static network. 
Using a secret sharing technique, an energy-aware and secure multi-hop 

routing (ESMR) protocol is presented by Haseeb et al., [17]for enhancing 

energy efficiency performance having multi-hop data security against 
malicious actions. There three major aspects in the proposed protocol. At 

first, according to node location, outer and inner zones are formed by 

segmenting network fields. Further, according to neighborhood vicinity, 

generated large amount of clusters in every zone.  
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In second stage, using a proposed efficient secret sharing technique, in 

every zone, data transmission to sink node from cluster heads are secured. At 
last, for minimizing routing disturbance, data links quantitative analysis is 

evaluated using proposed solution. However, non-optimum routes are 

constructed and incur additional route breakages and overheads.  

The available Stable Election Protocol (SEP) is extended by Behera et 
al., [18] and termed it as I-SEP. For heterogeneous network, cluster head 

selection based on threshold is implemented in this. Between cluster head 

nodes and member, uniform energy distribution is maintained using this 
threshold. Three various types are formed by classifying sensor node’s 

namely, advanced, intermediate, normal according to initial energy supplied 

for distributing load of the network evenly. Further, for a mobile network, 

where movement of nodes happens from one point to another point with 
constant speed, modified algorithm can be implemented. 

An Improved Energy Efficient Cluster Head Selection protocol 

(IEECHS-WSN) is proposed by Jesudurai&Senthilkumar [19]. Using energy 
efficient routing protocol, received information are transferred in this 

technique. 

For data entropy, in data fusion technique, on dual CHs clustering, 
described the proposed technique. For classification and fusion, used the 

information entropy. For data transmission, effective and accurate results are 

produced by classification and fusion. 

An energy efficient opportunistic routing protocol based on adaptive 
ranking - (AREOR) is proposed by Chithaluru et al., [20]. Using an adaptive 

participatory criteria, most efficient node is identified for participating in 

cluster head election. Proposed an adaptive ranking system based novel 
forwarder node selectiontechnique. Ranks are computed using node’s 

geographic position and remaining energy. For investigating opportunistic 

routing impact, using variable sized clusterd networks, verified the proposed 
technique.  

For IoT applications based on wireless sensor network with unfairness in 

network having high traffic load, an energy-efficient routing protocol is 

deisgned by Jaiswal&Anand [21]. Optimum paths are selected in proposed 
protocol using three factors, namely, traffic intensity at next-hop node, 

reliability and lifetime. On heterogeneous network environment, 

implemented the proposed model using a mobile sink node and for delay 
constrained applications, it is redefined.  

A Scalable and energy efficient routing protocol (SEEP) is introduced by 

Shukla &Tripathi [22], where for minimizing energy consumption, multi-hop 

hierarchical routing technique is leverages. A clustering framework based on 
multi-user is employed in SEEP for achieving scalable as well as energy 

effective network. Using proposed subarea division algorithm, in SEEP, 

network area is split as different zones.  
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For avoiding long-distance communication, there will be an increase in 
zones count with respect to the increase in network size. At a large scale, 

deployed hundreds to thousands of sensor nodes, which makes the system 

more complex. 
For Energy Efficient Consumption (ERNS-EEC), robust Effective Relay 

Node Selection is developed by Shukla &Tripathi [23] and for prolonging 

network lifetime, energy-efficient routing protocol is a difficult task. 
Following are introduced in this paper in contrast with state of art techniques. 

For network deployment, hierarchical cluster framework is introduced, 

an effective Relay Node (RN) selection technique in consideration with 

cluster node density, RN as shortest distance node selection and for next RN 
selection, threshold distance is assumed as RN communication range are 

introduced. For satisfying proposed model’s requirements, an effective 

routing algorithm is also proposed. 
The WSN’s, throughput and lifetime can be increased using a Cluster-

Tree based Energy Efficient Data Gathering (CTEEDG) protocol which is 

proposed by Karunanithy&Velusamy [24]. According to locally collected 

information, Cluster Head (CH) are selected in CTEEDG using fuzzy logic. 
Towards base station, between clusters, established a topology in inter-

cluster communication phase for ensuring congestion free shortest path’s 

availability to BS. 
Table 1 summarizes the Inference of existing energy efficient routing 

methods in WSN for IoT 
 

Table 1. Inference of existing energy efficient routing methods in WSN for IoT 
 

S.No Methods Merits Demerits 

1 

energy-efficient centroid-

based routing protocol 

(EECRP) [13] 

There is an improvement 

in the lifetime of the 

sensor network. 

The data collected by the cluster 

nodes may never be able to reach 

the base station in case of failure 

of Cluster head. 

2 

Hybrid multipath energy 

and quality of service 

(QoS)-aware optimized 

link state routing protocol 

version 2 (MEQSA-
OLSRv2) [14] 

It achieves high-energy 

efficiency and a better 

lifetime 

It suffers from route re-

discoveries and re-transmissions. 

3 

Fuzzy rule based energy 

efficient clustering and 

immune-inspired routing 

(FEEC-IIR) protocol [15] 

It can reduce the traffic 

and save energy. 

There is a need a method finding 

the optimal route with high 

residual energy for multi-hop 

inter-cluster communication 

 

4 

energy efficient region 

source routing protocol 

(ER-SR) [16] 

Minimize the cost of the 

algorithm andachieve 

the data reliability. 

However, this protocol incurs 

higher network traffic and lead to 

maximize energy consumption. 

5 
energy-aware and secure 

multi-hop routing (ESMR) 

It is feasible for large 

scale networks, as the 

The constructed routes are non-

optimal and incur additional 
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protocol [17] decision is made by 

using local information 

of neighbors. 

overheads and route breakages. 

6 

improvement of Stable 

Election Protocol (I-SEP) 

[18] 

It enhances the data 

delivery reliability 

They are vulnerable to a variety 

of security threats.  

7 

Improved Energy 

Efficient Cluster Head 

Selection protocol 

(IEECHS) [19] 

It reduce the packet drop 

and delay 

However, the number and area of 

CH nodes can’t be ensured which 

may prompt an energyconsuming 

routing process. 

8 

adaptive ranking based 

energy efficient 

opportunistic routing 
protocol (AREOR) [20] 

It improves the network 

maintenance and energy 

efficiency  

It requires a long lifetime 

9 

Energy-efficient Optimal 

Multi-path Routing 

protocol (EOMR) [21] 

It reduce the packet 

reception rate, which 

may lead to improved 

network lifetime and 

balanced energy 

consumption. 

However, it incurs additional 

overheads due to the construction 

of multi path. 

10 

Scalable and energy 

efficient routing protocol 

(SEEP) [22] 

It minimize the energy 

consumption 

Hundreds to thousands of sensor 

nodes are deployed at a large 

scale, which in turn increases the 

complexity.  

11 

Effective Relay Node 

Selection for Energy 
Efficient Consumption 

(ERNS-EEC) [23] 

This protocol more 

effective in terms of 

network lifetime, energy 
consumption and 

supports scalability 

However, this scheme extends 

the network efficiency and 

survivability, but nodes near the 
sink deplete their energy earlier, 

which reduces the network 

lifetime. 

12 

Cluster-Tree based Energy 

Efficient Data Gathering 

(CTEEDG) [24] 

It ensures the 

availability of the 

congestion free shortest 

path to the BS 

Increase in energy consumption 

and has great impact on the 

performance of the entire 

network. 

 

2.2 Review on Trust and Secure Routing Protocols in WSN for IoT 
 

In Quality of Service (QoS), vital role is played by security and energy 

efficiency. In WSN-assisted IoT, due to resource and open constrained 
nature, energy efficiency and security are highly challenging issues. There 

are various research works on WSN-IoT, but, with energy efficiency, high-

level security is not provided by none of these techniques. In IoT enabled 
wireless sensor networks, for data aggregation, selecting trusted Mobile 

Elements (MEs) scheme is proposed by Ali et al., [25]. 

Trusted MEs only recruited while passing through network. Then, for 

increasing network’s life span, they are serving a cluster heads and 
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anonymous agents. Between base station and MEs at end of every 
aggregation round, direct interactions defines trust values placed on MEs. 

For mobile IoT devices, an intrusion prevention framework is proposed 

by Haseeb et al., [26]. This framework is integrated with WSN for providing 
data security with enhanced network delivery ratio. There are two sub-

components in proposed framework. At first, generated the autonomous and 

non-overlapping clusters and according to uncertainty principle, cluster’s 
stability are maintained. Then, according to blockchain architecture, 

developed the multi-hop and end-to-end secured routing paths. 

For WSN-IoT networks based on dynamic cluster, a novel Secure Deep 

Learning (SecDL) technique is designed by Sujanthi&Kalyani [27]. Along 
with Mobile Sink technology, design of network is made Bi-Concentric 

Hexagons, for enhancing energy efficiency. Within Bi-Hex network, formed 

the dynamic clusters and Quality Prediction Phenomenon (QP2) is used for 
selecting optimal cluster heads, which ensures QoS and energy efficiency.  

For recovery, coverage hole detection and routing based on dynamic 

clustering, a bi-layered WSN architecture is proposed by Jain [28]. There are 

four stages in the proposed work, namely, formation of cluster, selection of 
cluster head (CH), detection of coverage hole and routing and recovery. The 

K-means algorithm is used for cluster formation. Determined Weight (DW) 

is used for electing CH. Distance from centre to base station and cluster, 
residual energy are used for computing DW.  

CH is elected according to weight. Cluster maintenance including cluster 

merging and splitting are explored if cluster size near to base station is high, 
to make an efficient clustering using Efficient Entropy Function. For 

successful packet transmission, recovery and coverage hole detection are 

performed after forming cluster. In various locations, coverage holes will 

appear. 
For IoT integrated Next-generation Sensor Networks, a Data 

Aggregation Routing (LSDAR) protocol based light-weight structure is 

proposed by Haseeb et al., [29] for enhancing energy routing performance 
with node level data protection against malicious threats. At first, according 

to varying radius, independent clusters are formed by decomposing network 

nodes and around base station (BS) locality, energy holes are prevented. 
Constructed an effective as well as loop-free routing paths according to 

A-star heuristics algorithm in the next stage. Further, against malicious 

nodes, protected the end-to-end communication link using one time pad 

(OTP) encryption scheme which is mathematically unbroken for providing 
data security. 

Table 2 summarizes the Inference of existing trust aware and secure 

routing methods in WSN for IoT 
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Table 2. Inference of existing trust aware and secure routing methods in WSN for IoT 
 

S.No Methods Merits Demerits 

1 
Trusted Mobile 

Elements (MEs) [25] 

It reduce the overhead 

of the network 

Any intermediate node that receives the 

route request packet in route discovery 
process can tamper the trust value, 

which can significantly affect the 

credibility of trust values. 

2 
Intrusion prevention 

framework [26] 

It manages overhead 

while maintaining 

adequate security of 

WSNs. 

It significantly reduce the energy 

consumption and latency of the network 

3 

Secure Deep 

Learning (SecDL) 

[27] 

It provide data 

security with 

improved network 

delivery ratio 

It degrade packet delivery ratio and 

energy efficiency 

4 Bi-layered WSN [28] 

Improving routing 

performance in terms 

of network lifetime 
and throughput 

Protected and reliable data exchanges 

are needed to avoid compromising data 
security  

5 

light-weight structure 

based Data 

Aggregation Routing 

(LSDAR) [29] 

Improved network 

lifetime 

However, the proposed solution has 

routing complexity and network 

overheads.. 

 

2.3 Review on Swarm Intelligence Based Routing Protocols in 
WSN for IoT 

 

The control node selection problem is formulated as an NP-hard problem 
for sensor node’s residual energy and transmission distance among sensor 

nodes. For maximizing sensor network’s lifetime, green routing algorithm 

based on fork and join adaptive particle swarm optimization (FJAPSO) is 

proposed by Kumar &Vidyarthi [30]. 
For auto optimization, in two levels, FJAPSO works: Optimum control 

nodes count and optimum control nodes clustering. Other state of art 

techniques are outperformed by FJAPSO as shown in experimental results 
and sensor network’s lifetime is maximized significantly. 

In Forwarding Zone, valid solutions are searched using Forwarding Zone 

(FZ) enabled MOPSO (FZMOPSO) proposed by Chaudhry et al [31] and 

solutions are searched irrespective of entire search space. Invalid particles are 
converted into valid particles by proposed FZ enabled Valid Particle 

Generator (FZVPG) operator in integration with FZMOPSO. In entire 

multidimensional search space, because of iterative searching, more energy 
and computational power are consumed by this. 

In IoT network, for energy efficient routing protocol, optimum cluster 

head is computed using a multi-objective fractional gravitational search 
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algorithm proposed by Dhumane& Prasad [32]. In IoT network model, 
optimum cluster head node is computed iteratively using proposed Fractional 

Gravitational Search Algorithm (FGSA) and it extends node’s lifetime. In 

FGSA, selected the cluster head node and multiple objectives like energy, 
link lifetime, delay and distance are used as a fitness function for evaluating 

it. This scheme is termed as multi-objective FGSA (MOFGSA). 

In WSNs, for achieving overall routing performance, a hybrid C-means 
donkey–smuggler optimization technique is proposed by Behura&Kabat 

[33]. Delay, energy utilization, network lifetime and packet delivery ratio 

performance evaluation metrics are used for validating proposed technique. 

An effective network performance is shown by proposed technique and it 
outperforms available techniques as shown in experimental results. 

For heterogeneous wireless sensor networks (WSNs) based on IoT, an 

effective Aggregation scheme using Hybrid CS based on Multi-hop Cluster 
(EMCA-CS) is proposed by Aziz et al., [34]. For network lifetime extension 

and reconstruction error minimization, routing protocols and CS are 

combined effectively using EMCA-CS. Following are included in EMCA-

CS, a new algorithm for partitioning field into different hexagonal cells 
called clusters and from every cluster, a node is selected as cluster head (CH) 

according to multiple criteria. 

Then using hybrid CS technique, cluster data are compressed by every 
CH. Also, introduced a new algorithm based on Grey Wolf for creating 

optimum path for delivering compressed data from CHs to base station (BS) 

and CS matrix construction process optimized using another introduced 
algorithm called CSMO-GWO. Moreover, actual data is recovered using a 

proposed novel Reconstruction Algorithm based on reversible Greedy and 

Grey Wolf. 

Optimization based energy-aware multicast routing protocol is proposed 
by Shende&Sonavane [35] for addressing the issues and it is termed as 

CrowWhale-ETR. According to the objective function designed using node’s 

trust and energy factors, WOA and CSA are integrated to form CrowWhale-
ETR. At first, routes are established by evaluating node’s energy and trust 

values and using CWOA, optimum routes are selected. 

Data transmission is done using optimally selected path and at every 
individual transmission end, individual node’s trusts and energy value are 

updated. Selected the secured nodes in this way and in network, secured 

communication is established using this technique. With respect to 

performance measures, 50 and 100 nodes are used for analysing the 
simulation. 

For monitoring smarcity,  in a Wireless Sensor Network, energy 

optimization issues are overseen by Hybridized IoT assisted Dynamic 
Stochastic Optimization Technique (DSOT) and Hierarchical Computation 

Strategic Making (HCSM) techniques which are developed by 

Sundhari&Jaikumar [36]. Various activities having association are negotiated 

by energy-constrained sensor nodes.During information processing, sensing 
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accuracy and energy consumption are optimized using proper selection of 

sensor cluster node. 
In WSNs, for routing problem, a multi-objective integer problem (MOIP) 

is presented by Jeske et al., [37]. Moreover, Non-dominated Sorting Genetic 

Algorithm II (NSGA-II) based effective evolutionary algorithm is introduced 

for solving proposed MOIP. In a low computational time, Pareto set 
approximations can be constructed using solution technique, which are used 

for evaluating solutions given using routing protocols in an effective way 

prior to deployment. 
Table 3 summarizes the Inference of existing swarm based routing 

methods in WSN for IoT 

 
 

Table 3. Inference of existing swarm based routing methods in WSN for IoT 

 
S.No Methods Merits Demerits 

1 
Fork and join adaptive particle swarm 

optimization (FJAPSO) [30] 

significantly 
maximizes the 

lifetime of the 

sensor network 

However, during routing 

decisions the link 

quality factor is 
overlooked, therefore 

the proposed solution 

causes a lot of route 

breakages and packet 

lose ratio. 

2 
Forwarding Zone (FZ) enabled MOPSO 

(FZMOPSO) [31] 

Minimal overhead 

and better 

convergence with 

improved network 

delivery ratio 

However, it consumes 

more computation 

power and energy due to 

iterative searching in 

complete 

multidimensional search 

space. 

3 
Multi-objective fractional gravitational 
search algorithm [32] 

Increases network 

lifetime and 
throughput 

Data security against 

malicious threats is not 
taken into consideration 

4 
hybrid C-means donkey–smuggler 

optimization [33] 

Improved network 

lifetime and 

balanced energy 

consumption 

However, it might 

happen that the 

forwarding node is 

malicious or 

compromised, which 

results in disrupting the 

normal operations of the 

network 

5 

Efficient Multi-hop Cluster-based 

Aggregation scheme using Hybrid CS 

(EMCA-CS) [34] 

Improving network 

coverage and 

development. 

Suffer from data 

delivery and network 

latency problems 

6 CrowWhale-ETR [35] Improves the However, if nodes are 
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secure 

communication in 

the network 

mobile then the 

management of clusters 

stability with reliable 

data routing is the most 

interesting research 
problem 

7 

Hybridized IoT assisted Hierarchical 

Computation Strategic Making (HCSM) 

Approach and Dynamic 

Stochastic Optimization Technique 

(DSOT) [36] 

optimizes the 

energy 

consumption and 

sensing accuracy 

during information 

processing 

It incurs additional 

overheads due to the 

construction of multi 

path. 

8 
multi-objective integer problem (MOIP) 

[37] 

optimize both 

energy 

consumption and 

delivery reliability 

Degrades network 

lifetime due to the 

construction of unstable 

network regions. 

 

3 Issues from Existing Work 
 
Monitoring and controlling of physical objects over internet is called 

IoT. Medium through which IoT’s physical network and information are 

linked is termed as WSN. From a base station, transmission of data to set of 

destination node happens in multicast routing. Secured data transmission is a 
major difficulty in this. With high end-to-end errors, link’s reliability is 

affected by lower power transmission. 

In IoT networks, huge security threads are imposed by node burden’s and 
communication channel with large mobility capabilities. In addition, for 

secure routing, challenge is posed by IoT node’s self-organizing nature and 

solution’s application according to CA via linked servers.  
Route detection using priority assignment based multicast routing 

algorithm is computationally intensive and energy and trust levels are not 

considered in these algorithms. But these levels are significant constraints in 

IoT applications. In highly dynamic IoT environments, for addressing 
multimedia communications requirements, there is need to have highly 

effective multicast routing. 

 
4 Results and Discussion 

 
The network parameters are considered in MATLAB simulation for 

assessing network model. 4000 bits packet size is considered. In network 

area centre BS is placed and there will be a random deployment of 100 nodes 
as indicated in [38]. EECRP [13], LSDAR [29] and CrowWhale-ETR [35] 

are considered for performance evaluation using metrics like throughput, 

energy, packet delivery ratio and delay.  
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For available EECRP and LSDAR and CrowWhale-ETR techniques, 
End-to-End delay comparison us shown in figure 3. When compared with 

other available techniques like EECRP and LSDAR, low delay rate of 

7700ms is provided byCrowWhale-ETR. 

The End-to-End delay performance with respect to distance is obtained 
with very low value for further increase in distance. With same network 

lifetime, when compared with EECRP and LSDAR techniques, end-to-end 

delay is minimized using CrowWhale-ETR approach in relation with direct 
forwarding technique. For IoT applications, in WSN nodes, better end-to-end 

delay performance is produced by CrowWhale-ETR approach, when 

compared with other techniques. 

 
Figure 3. End-to-End delay vs. Distance from sink 

 
4.2 Packet Delivery Ratio (PDR) 

 

 
Figure 4. Packet Delivery Ratio vs. No. of sensors 
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4.1 End-to-End Delay Results 



 
 

 

 

 
 

 

 

 

 

 

Figure 4 shows the delivery ratio comparison. It is a ratio between 
delivered and transmitted messages count to destination node. In general, 

state of message’s sent to destination node.  

When compared with EECRP and LSDAR techniques, higher 
transmitting ration is shown by CrowWhale-ETR approach as indicated in 

results. There will be a gradual increase in appropriate delivery ration, with 

increase in nodes count as shown in that figure. When compared with 
available techniques, around 0.85% delivery ratio is shown by CrowWhale-

ETR, this is because trustworthy sensors in neighbors are identified using 

this technique. 

4.3 Energy Consumption 
 

 
Figure 5. Energy consumption Vs Distance from sink 

On communications, relationship between energy consumption 

according to distance from sink is illustrated in figure 5. When compared 

with EECRP and LSDAR techniques, around 2300mJ energy is consumed by 
CrowWhale-ETR technique, which is a less value. In WSN, if attacks are 

initiated by malicious nodes, there will be a significant minimization in 

energy value. 

Incentive factor, indirect trust and direct trust are considered in 
CrowWhale-ETR and when compared with EECRP and LSDAR technique, 

energy value is increased using this technique. Effective resistance against 

error detection is shown by this. Maximum energy used by CrowWhale-ETR, 
EECRP and LSDAR techniques are similar as shown in that figure and it 

indicates that, there wont be any decrease in network lifetime while utilizing 

node’s residual energy in non-hotspot areas. 

Objective function based on energy and trust factors enables routes 
optimum selection for multicast routing. For data transmission, routes are 

established using selected effective nodes.  
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4.4 Throughput 
 
Throughput relationship according ti nodes count is illustrated in Figure 

6. When compared with EECRP and LSDAR techniques, around 3.5 

throughput is provided by CrowWhale-ETR technique, which is a greater 

value as indicated in that results. Increase in nodes count increases network 
lifetime in a significant manner as shown in that figure. When compared with 

EECRP and LSDAR techniques, throughput is increased using CrowWhale-

ETR technique due the use of crowwhale strategy to obtain trainsmission 
range and duty cycle’s optimum parameters.When compared with direct 

forwarding techniques, there will be an unchanged CrowWhale-ETR 

techniques network lifetime. Selected the secured nodes based on trust and 

energy update and it enhances security of communication against attacks.  
 

 
 

Figure 6. Throughput Vs number of nodes 

 

 

5 Conclusion and Future Work 
 

In WSN, a brief overview about various standardized routing protocols 
especially for IoT is provided in this survey. In addition, brief review about 

IoT management protocols are also presented and few available security 

standards and works in various standardizations level are also discussed. 

According to IoT’s architectural view point, presented a role of every 
technology using proposed taxonomy. In Specific, suitable network routing 

and encapsulation protocols qualification and evaluation is focused more. 

Between technologies, interoperability is required in IoT. Point to be noted 
is, each technology getting involved in this computing platform needs to 

receive upgrades like CrowWhale-ETR compatibility and energy 

consumption minimization should be focused. 
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Embedded security requirement is a major as well as crucial need. For 
IoT, few basic requirements are satisfied by each protocols and technologies 

presented in this work and they can be used in WSN. However, there will be 

a variation in their characteristics as they are used for specific applications 
and has various topologies. At last, for IoT systems, various challenge are 

discussed and researchers concentrated on solving those challenges. 

For IoT, better performance is shown by CrowWhale-ETR routing 
protocol as indicated in results. Different swarm based techniques are used 

for optimizing the protocol, which is used for enhancing algorithm, which 

leads to effective routing with optimum routes in future. For mobile IoT 

nodes and without end-to-end path between source to destination, extension 
of these protocols can be applied in future.  

Moreover, sleep scheduling methods can be used further for enhancing 

performance in this paper. Other clustering techniques may be analysed by 
using various techniques which produces high energy conservation with 

better clustering results. 

Moreover, in IoT, requirements of energy are still be a problem. As 

mentioned previously, low power consumption can be supported by few 
routing protocols, but they are in the early development stage. So, for making 

IoT devices as a power-efficient one, we need to employ green technologies.  
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