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Abstract 
 

Mobile services are constrained to geographical locations and thus several 

processes of handover and hand offs come into picture. This may bring in 
latency, which impacts over the user experience. This paper proposes a 

scheme that reduces the time consumption for hand over both in terms of 

Mobile Node (MN) and Access Point (AP). The entire work is based on four 

phases such as NLP-handover scheme, NLP-handover filter, handover 
authentication phase and session key upgrade phase. The performance of the 

proposed work is evaluated by considering the execution time of MN and AP. 

The experimental results prove that the proposed work outperforms the 
existing technique. 
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1 Introduction 
 
Wireless communication networks are the lifeblood of today’s world and 

mobile devices such as mobile phones, PDAs and laptops have a great impact 

over the human lives. An uninterrupted mobile access services are necessary, 

as the mobile technology suffer from geographical limitations. However, 
assuring the integrity and security is highly challenging. To cope up with 

these issues, handover authentication protocols have gained substantial 

research interest now-a-days. A standard handover authentication  process   is  
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entities such as Mobile Nodes (MN), Access Points (ACP) and 
Authentication Server (AS). A MN is a registered user of AS and the MN can 

utilize the subscribed services through an ACP. The role of an ACP is to 

ensure the authenticity of a MN. The MN normally traverses through 

different geographical locations and thus the access points. When a MN 
leaves the area of an ACP 1 and enters into ACP2, then ACP2 has to perform 

handover authentication process, so as to identify the mobile node. At this 

juncture, there are two possible cases. The first case is the successful 
authentication in which a session key is formed between MN and ACP2. In 

case of authentication failure, the accessing request of MN is rejected by 

ACP2. This scheme protects user’s data against active or passive attacks.  

The two important parameters of a handover authentication protocol are 
efficiency and energy conservation. The process of handover authentication 

must be faster such that the time delay can be avoided. The mobile nodes are 

energy constrained and thus the energy must be conserved as much as 
possible. Numerous handover authentication protocols are available in the 

literature [1-9]. However, the existing protocols cannot ensure efficiency, 

security and privacy. 
This paper intends to present a new scheme to minimize the latency 

being experienced to carry out the handover process of a mobile node. This 

paper has been decomposed into four different phases and they are NLP-

handover scheme, NLP-handover filter, handover authentication phase and 
session key update phase. The objective of NLP-handover scheme is to 

employ a controller, whose task is to collect ACPs information and to 

circulate it to the neighbour’s list. The signal fluctuations are handled in the 
next phase. The third phase is responsible to ensure security and the final 

phase intends to modify the session key, such that the freshness of session 

key is assured and non-repudiation is achieved. 
The remainder of this paper is organized in the following way. Section 2 

reviews the related literature. The proposed approach is presented in section 

3. The performance of the proposed work is assessed in section 4 and finally 

the concluding points are discussed in section 5. 
 

 

2. Review of Literature 
 

The literature related to handover protocols in mobile communication is 

reviewed in this section.  
Recently, the work proposed in [10] presented a remarkable handover 

authentication protocol called ‘PairHand’. This PairHand needs simply two 

handshakes between the MN and ACP to carry out shared authentication and 
key formation, such that it does not rely on AS. This idea maximizes the 
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communication efficiency, while minimizing the reducing the load of AS. 
Additionally, utilization of group signature in authentication process results 

in cost inefficiency and unnecessary user revocation; whereas the PairHand 

relies on pairing based encryption by utilizing several pseudonyms with 
expiry for protecting the privacy of users.  

He et al. [11] discusses that the PairHand protocol suffers from a 

drawback, as the intruder can guess the private key during message 
transmission. This drawback is addressed by employing composite order 

bilinear group. This work claims that all the original features of PairHand are 

retained, while ensuring security.  Yet the work proposed by Yeo et al. [12] 

proven that the private key of the mobile node can be guessed by the 
adversary, when that party hacks several authenticated messages from the 

same pseudo identifier. 

Moreover, Yeo et al. [12] and Tsai et al. [13] claimed that this enhanced 
version is not secure with 160 bits and when 1024 bit is employed, 

performance inefficiency is observed. This issue is solved by presenting a 

provably secure handover authentication protocol, which addresses the 

security issues by improving the public key’s size. 
A fast handoff scheme is presented in [14], which is based on the 

prediction of mobility in Wireless Local Area Network (WLAN) systems. In 

this work, whenever a mobile node enters a specific area being covered by an 
AP performs the authentication procedure for several APs, instead of the 

current AP. However, the major drawback of this work is the choice of 

neighbourhood APs that have to be authenticated in prior. The easiest way is 
to select all the APs that are adjacent to the current AP.  

In [15], it is recommended that the choice of most suitable location of the 

mobile node could enhance the network coverage. On the other hand, the 

energy consumption is also reduced with the help of Hull algorithm. Yet, this 
work does not consider the mobility model or the geographical location of 

the AP. Usually, WLAN is utilized by a network domain that makes 

centralized AP configuration and management possible. 
A secure and light-weight scheme with user anonymity in wireless 

communications is presented in [16]. This technique is quite easy to execute 

for mobile user, as it involves only a symmetric encryption/decryption 
operation. This feature makes it appropriate for the low-power and resource 

constrained mobile devices. Additionally, it requires four message exchange 

between mobile user, foreign and home agent. This protocol is proven to 

attain computation and communication efficiency. This protocol achieves 
both computation and communication efficiency than the existing 

authentication approaches. 
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3. Proposed Delay Aware Hand-Over Protocol for Effective 
Communication in Mobile Networks 

 
The proposed “Delay Aware Hand-Over Protocol for Effective 

Communication in Mobile Networks” organizes the complete system into 

four various phases. They are  

 NLP-handover scheme,  

 NLP-handover filter,  

 Handover authentication phase and  

 Session key update phase.  

All these phases are explained in the forthcoming subsections and the 
process flow of the proposed work is depicted in the following figure 1.  

 

Figure 1. Process flow of the system 

3.1 NLP-handover Scheme 

 
The NLP-handover scheme presents a controller, which collects AP’s 

data and circulates the neighbour lists to APs. AP acquires the signal strength 

of the adjacent AP at regular intervals and forwards the collected data to the 

controller. The controller then forms a list of neighbours and updates them, 

when the neighbour is already present for a specific AP. Usually, the 
controllers can maintain 1024 APs and the count of APs can be fixed as 
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constant in the neighbourhood list. This can be tuned on the basis of RSSI in 
a dynamic mode. 

Employment of minimal APs can minimize the probe time and can 

minimize the handover time delay. However due to the mobility pattern of 
the nodes, the target AP that exist in the list, need not to be the best AP. The 

parameters or the count of APs can be modified in dynamic mode, as per the 

AP density.  
Consider that when an AP has ten nearby APs, such that the 

neighbourhood list of ten records exist and these records are organized by 

RSSI data. Hence, each controller manages 1024 neighbour list and the 

neighbourhood list contains 10 records with the data size of 4 bytes and 
storage space of 40 MB. The storage and computational complexities are 

manageable by the controller. 

The handover time of the terminal can be predicted by the RSSI data and 
the neighbour list of the AP with the controller. Based on the list of 

neighbours, the terminal identifies the channels being connected to the next 

AP. The RSSI data alone is considered as the decision attribute to achieve 

handover.  
 

3.2 NLP-handover Filter 
 
A NLP-handover filter scheme is presented to alleviate the signal 

variation. Additionally, the prediction time of handover is not a real handover 

time, but is an indicator for the terminal to demand the neighbour list. 
Besides, it is necessary to observe the AP’s RSSI data in the list until the real 

handover happens. The RSS data obtained by the terminal varies, when a 

different wireless network is employed. 

However, the RSSI information varies with respect to the noise in signal 
and hence, a basic RSSI based handover prediction cannot assure that the 

predicted handover happens at all times. This needless handover prediction 

leads to computational overhead. 
 

3.3 Handover Authentication Phase 

  MNi selects an unutilized pseudo-ID pidi
j
 and the corresponding private 

key sH1 (pidi
j
). The MNi then calculates the shared symmetric key with 

ACP2: K i– 2 =  H2 (ê (sH1 (pidi
j
), H1 (IDACP2))). MNi then establishes an 

authentication code Aut1 =  H2 (K i– 2||Mi), where Mi is comprised of pidi
j
, 

IDAP2 and an unique identifier ‘N’ for the link termed as ‘nonce’. This 
nonce is unique for every connection and is included to avoid replay attacks. 

A simple way to fix Nis is by employing a timestamp. Accordingly, the MNi 

forwards the access request message {Mi, Aut1} to ACP2.  
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k2−i = H2 (ê (H1 (pidi
j) , sH1(IDACP2)))                                                    

(1)               

In eqn.1, ki−2 = k2−i because of eqn.2 

H2 (ê (sH1 (pidi
j
) , H1(IDACP2))) = H2 (ê (H1 (pidi

j
) , H1(IDACP2))

s

) =

H2 (ê (H1 (pidi
j
) , sH1(IDACP2)))                                                                (2)                    

 The novelty of N is checked and the ACP checks the novelty of the 

access request message. Hence, the trivial substitutions and replays of old 

access request messages can be avoided effortlessly.  When Aut2 is received, 

MNi produces a verification code and analyses it with Aut2. At last, AP2 

transfers the access request message {Mi, Aut1} to the AS in a secure mode. 

When this message is received, the AS detects the original characteristic of 

MNi, with respect to the pseudo identifier included in Mi. 

 

3.4 Session Key Update Phase 
 

A fresh session key is produced during this phase and the previously 

created session key is destructed, as there is no point in saving it. This means 

the session key cannot be recovered by anyone and this concept supports the 
non-repudiation. This step is beneficial, as the key updation takes place 

automatically and this controls the data exposure, when the session key can 

be compromised.  
The session keys utilized for encryption and decryption live for minimal 

time and this reduces the chance of attack. The lifetime of the key is 

influenced by different factors such as employable encryption algorithms, 
confidentiality, volume of data encryption and the resources of MN and 

ACP. 

 

4 Performance Evaluation 
 

The network size chosen by the proposed system is 1000 × 1000 m2. 

The wireless bandwidth denotes the data rate of the connection and is 
computed in terms of bits/second. In the proposed approach, the wireless 

bandwidth is set to 2 MB per second. The range of transmission of the 

mobile node is set to 100 meters. This work employs random waypoint 
mobility model, which means that a mobile node stays in a specific position 

for a stipulated amount of time called as ‘pause’. On expiry of time, the 

mobile node detects the destination and the speed. The node then passes 
through to reach the destination node at the selected speed and then the mode 
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is paused.  The greatest speed of the mobile node is set to 10m/sec and the 
pause time of node is fixed as 20 seconds. 

The efficiency of the proposed work is analyzed in terms of execution 

time against pairhand. The experimental results are presented in figure 2 and 
3. We utilized Java to simulate the proposed work. 

                  
 

Figure 2. Execution time analysis w.r.t MN 

                            

 
 

Figure 3. Execution time analysis w.r.t AP 
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From the experimental results, it can be observed that the execution time 

of the proposed approach is very minimal, when it comes to both MN and 
AP. Thus, the objective of the work is satisfied.  
 
5 Conclusion 

 
This article presents a secure and efficient handover authentication 

protocol which relies on four different phases namely NLP-handover scheme, 

NLP-handover filter, handover authentication phase and session key update 

phase. The objective of NLP-handover scheme is to employ a controller, 
whose task is to collect APs information and to circulate it to the neighbour’s 

list. The signal fluctuations are handled in the next phase. The handover 

authentication phase is responsible to ensure security. The final phase intends 

to update the session key, such that the freshness of session key is assured 
and non-repudiation is achieved. Finally, the efficiency of the system is 

evaluated by considering the performance measures such as execution time 

and the obtained results are observed to be satisfactory. 
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