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Abstract 
 

Driven by the ever-growing phase of smart technologies, the era of 

transforming from conventional power grids to smart electrical grids is rising 

rapidly, paving the way for seamless, sustainable, safe and efficient energy 

distribution and consumption. The essential component of the smart grid, 
namely the AMI [Advanced Metering Infrastructure] plays the vital role of 

two-way communication of data between the consumers and utilities making 

it possible to achieve a perfect demand-supply balance. This imposes the 
need to establish various standards and protocols in the AMI for data 

security, data collection, data processing, data privacy and network security 

failing which the end-to-end operation of the smart grid becomes vulnerable 
with adversaries. However, with the adoption of security frameworks in 

place, the information accumulated and communicated through the AMI can 

prove to be a valuable asset for the utility companies to conduct several 

analysis and predictions, thus improving efficiency. In this paper, the concept 
of data analytics is investigated in detail along with its methods, techniques 

and applications, especially in the context of metering infrastructure of smart 

grids. The various dimensions of applying data analytics securely in the AMI 
are analysed with a focus on analytics on encrypted meter data. A 

comparative analysis of the existing techniques are presented. The challenges 

to be overcome in applying analytics on energy data has been discussed as 

well, and future scope and direction in the field has been highlighted. 
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1 Introduction 
 
The application of data analytics techniques on the smart grid data brings 

in numerous benefits. According to [1], it is reviewed that the big data 

analytics when applied to the overall smart grid components, can solve the 

potential problems like Fault detection, preventive maintenance, stability 
analysis, device health monitoring, power quality monitoring, renewable 

energy forecasting, load forecasting, profiling and aggregation and loss 

detection. To enable this, the data sources in the smart grid framework can be 
from various components, as explained in [2], the sources of data are 

classified as operational data from the grid, non-operational data like the 

power quality and reliability, user consumption data, event messaging data 

and metadata. All these are collected throughout the entire work flow of the 
smart grids like the substations, Intelligent Electronic Devices [IED], AMI, 

and sensors. 

In particular, analysis of energy related data collected at the consumer 
service side using smart meters, uncover the consumption patterns and 

correlations, thus providing insights on the overall energy usage and future 

predictions. If this is applied on a large scale, along with the suitable data 
analytics techniques, a complete solution for energy optimization issues can 

be established. For instance, customer behaviour analysis and demand 

forecasting can be achieved using the high resolution user consumption data. 

The sources of data from the smart grid architecture can be illustrated as in 
Figure 1. 

 

Figure 1. Sources of Data in Smart Grid  
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In [3], the efficiency of data analytics is discussed and recommends the 
appropriate usage of different techniques like artificial intelligence, machine 

learning, statistics, data warehousing and mining to achieve desired 

predictions. The original stream of data is further disintegrated using the 
automated data preparation phases to be fed for the analytics techniques. 

Here in the context of the AMI of smart grids, as in [4] the collected 

consumption data is cleaned and pre-processed using steps like remove 

unnecessary variables, transform data files, eliminate redundancy, collect 
mean and average and data normalization. 

Hence, it follows from the above discussions that, the need of the hour is 

to identify and apply appropriate methods and techniques of data analytics to 
the fully prepared AMI data of the smart grid to achieve the enterprise utility 

solutions for predictive analysis and energy forecast. The major contributions 

of this paper are organised as  

Existing works on Smart grid architecture and related papers on SG 
frameworks and components. [No. of papers - 30] 

Research articles in the literature on data analytics techniques, methods, 

and applications using various analytics frameworks. [No. of papers – 55] 
Works in literature related to the history and development of data 

analytics on smart grid data, analytics with AMI component and on 

encrypted data. [No. of papers – 82]. The classification of the reviewed 
articles are shown graphically in Figure 2. 

 

 

Figure 2. Review Contributions 

This paper is further organised as Section 2 discussing the background of 

smart grid architecture and the data analytics techniques, Section 3 reviews 
the existing literature on data analytics application methodologies in smart 

grid, Section 4 deals more in detail on the data analytics types, stages, 

computing frameworks and techniques, Section 5 focuses on the applications 

of analytics on SG systems and specifically on encrypted data of AMI, and a 
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comparative analysis is presented in Section 6, and finally the challenges and 

future scope are discussed in Sections 7. 
 

2 Backround 
 

2.1 Smart Grid Architecture 
 

In this section, the SG architecture and the framework and standards of 
SG according to National institute of Standards and Technology (NIST) are 

explained and the components of AMI are discussed. Generally, a framework 

provides a set of shared principles and practices, and an agreement on 

standards and protocols. The SG framework according to NIST illustrates the 
conceptual model of SG as shown in Figure 3. 

 

Figure 3. Smart Grid Framework 

Source: NIST Smart Grid Framework 1.0 January 2010 

The European Technology defines “a Smart Grid as an electricity 

network that can intelligently integrate the actions of all users connected to it 
— generators, consumers and those that do both, in order to efficiently 

deliver sustainable, economic and secure electricity supply”. The SG system 

includes automation and controllable power devices in the whole energy 
value chain from production to consumption. Particularly, the computing and 

two-way communication capabilities of the SG aids to exchange real-time 

information between utilities and consumers, thus achieving the desirable 

balance of energy supply and demand. During this communication life-cycle 
of SG, when power is transferred from production to user, the utility 

companies receive information like current electricity consumption and the 
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amount of potential energy being transferred. This information may then be 
used for forecasting the times of high demand, detect power failure and save 

excess power thus meeting the energy demands efficiently.  

The generic Smart Grid Network Architecture components or modules 
with different reference points is depicted in Figure 4. As shown, a typical 

smart grid network consists of following components. 

1. Grid domain (Operations include bulk generation, distribution, 

transmission) 
2. Smart meters 

3. Consumer domain (HAN (Home Area Network) consists of 

smart appliances and Electric vehicles) 
4. Communication network (Connects smart meters with 

consumers and Electricity Company for energy monitoring and 

control operations) 

5. Third party Service providers (system vendors, operators, web 
companies) 

 

Figure 4. Generic SG Architecture Components 

Source: https://www.rfwireless-world.com/Articles/Smart-Grid-Architecture-basics-and-
working.html 

 

It is worthy to note that, the US Department of Energy (DOE) in June-

2008 published its “Metrics for Measuring Progress toward the 
Implementation of the Smart Grid” which states that standards for the smart 

electrical grid must incorporate seven major characteristics namely: 

 Facilitate active participation by end users 
 Availability of generation and storage options 

 Enable new products, services, and markets 

 Provide power quality for the range of applications  
 Optimize asset utilization and operating efficiency 

 Anticipate and act to system failures in a self-healing manner 
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 Resilience against physical and cyber-attack and natural disasters 

The crucial component of the SG network is the AMI as this houses the 
critical data required for the successful operation of the entire SG network. 

In[5][6][7], the components of AMI are discussed, as the AMI is comprised 

of smart meters, data collector, and communications network. AMI transmits 

the user's electricity consumption information to the meter data management 
system (MDMS) or other management systems. The AMI comprises of 

components as shown in Figure.5  

 

Figure 5. Components of AMI 
Source: https://electricenergyonline.com/energy/magazine/297/article/Conquering-

Advanced-Metering-Cost-and-Risk.htm 

 
The AMI of SGs consists of smart meters, access points, communication 

network and meter data management systems (MDMS). The customer 

information and power usage readings recorded in the smart meters installed 

in the customer premises are very critical because this usage information 
transmitted to the control / utility center helps to determine the efficient 

energy consumption. According to [9], the communications infrastructure in 

AMI can consist of many communications networks like the Neighborhood, 
Home and Wide Area Networks and several communication technologies 

like ZigBee, Wi-Fi, Ethernet, Z-Wave, HomePlug, Wireless M-Bus may be 

used. Hence, AMI is a very complex and integrated network of systems and 
technologies designed to provide efficient energy consumption. The main 

drawback of implementing security scheme in AMI is stated in [10] as the 

limited memory and low computational ability of the smart meters, and the 

scalability of AMI being a huge network, consisting of millions of meters.[8] 

 

 

Anita Philips et. al. 

 
11210

https://electricenergyonline.com/energy/magazine/297/article/Conquering-Advanced-Metering-Cost-and-Risk.htm
https://electricenergyonline.com/energy/magazine/297/article/Conquering-Advanced-Metering-Cost-and-Risk.htm


 
 

 

 

 
 

 

 

 

 

2.2 Overview of Data Analytics 
 

The broad area of data analytics has progressed from various other 

analysis technologies including online analytical processing (OLAP), data 
mining, visual analytics, predictive analysis, big data analytics, and cognitive 

analytics. The data analytics methods are generally used to provide insights 

into the past, predictive models for the future and generates informed 

suggestions enabling business intelligence.  
Originally, for the analysis on the existing data of the enterprise to yield 

meaningful forecasts and reports, the relational database management 

systems (RDBMS) along with its features of Structured Query Language 
(SQL) based OLAP functions were employed [11]. Here, the various 

mathematical, financial, statistical and other libraries included are utilized to 

produce sophisticated report and limited predictive models. The disadvantage 

in these methods is that, the reports and models can only be worked out 
where the data is placed. When the data from many other related outside 

sources incorporates with the local RDBMS data, more intelligent forecast 

models should be established. To achieve this, methods like Data 
warehousing was used which worked on large multi-sourced dimensional 

models of organising data. Another advancement of data mining were also 

employed which enabled finding frequent patterns, associations, and 
correlations among data elements using machine learning algorithms [12]. 

Subsequently, visual analytics evolved which enhanced the decision making 

goal by combining data analytics with visual devices and techniques and 

produced real-time information based forecast graphs and other predictive 
resources. The cognitive science discipline employed the machine learning 

algorithms and inference engines on the structured, semi structured and 

unstructured data to produce features of reasoning in the analytics solutions. 
Figure 6 depicts the evolution of data analytics over the past few decades. 

 

Figure 6.  Evolution of Data Analytics 
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The emerging trends of unprecedented data volumes, speed of data 

generation, various data forms results in the pressing need of big data 
analytics, where data driven solutions are provided to all difficult scenarios 

[13]. With its multiple perspectives, the big data analytics deals with  

 computational areas like storing and retrieving big data, 

authentication and authorization, security and privacy  
 mathematical concepts like experimental design, hypothesis 

testing, inference, and prediction 

 Scientific methods encompasses empirical observations, posing 
interesting questions, visualizing, and interpreting the results.  

Therefore, big data analytics, a subset of data science results in 

Exploratory Data analysis [EDA], discovering patterns, building and 

validating models, and making predictions [14][15].  

 

3 Existing Works 
 
In the existing literature, several methods have been discussed and 

proposed for the efficient data analysis to be carried out on smart meter data. 

A variety of applications can benefit using the data analytics techniques in 
the domain of smart power delivery management which can be listed as 

anomaly detection, power theft prevention, forecast energy demand, analysis 

of consumer patterns, prediction of future consumption models, real time 

power monitoring, electricity market analysis,  consumer and household 
classification and energy savings.  

A hybrid model with two different machine learning approaches is 

proposed in [16] for consumer classification based on the consumption 
behaviours recorded through the smart meter data. Here, an algorithm of 

unsupervised clustering is used for customer categorization which is 

followed by supervised classification to group new customers in the existing 
categories. A similar approach is proposed in [17] for household 

categorization in which the supervised machine learning approach, the 

Neural Networks is combined with the regression technique of Elastic Net 

Logistic. A time-series autoregressive technique is proposed by the authors in 
[18], to identify electricity consumption profiles. Here, the factor of external 

temperature is isolated before applying the model and hence accurate results 

on the predictions are assured.  
A generic solution for smart meter data analytics has been discussed in 

[19], in which a hybrid Information and Communication Technology (ICT) 

solution with a pipeline of data ingestion and a web portal for viewing the 
results are recommended. This model can be applied on batch analytics and 

online analytics and uses a hybrid architecture of Spark for the processing 

and the machine learning approach for the analytics of the data. In [20], a 

system architecture for data analytics using core-broker-client model is 
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suggested namely Smart Meter Analytics Scaled by Hadoop (SMASH). The 
proposed architecture with its visualizing tools is focused towards large data 

sets and is utilized for operations like data processing, storage and analysis to 

enable accurate decision making. An efficient K nearest neighbour (KNN) 
method is proposed as a classification algorithm for the big data in [21]. 

Here, the whole dataset has been divided into smaller part and the KNN 

classification is applied in each part. 

Using this approach of KNN classification, the daily energy consumption 
prediction model is proposed in [22]. Here, the datasets are divided into 

various testing and training ratios and the performance measures are applied 

to provide accurate consumption prediction values. The authors in [23] 
introduce a smart meter analytics system (SMAS) which can be implemented 

in an open source relational database management system. Here, the storage 

and analytics are design in a single system. The proposed system can be used 

to collect customer profiles which are clustered and then the electricity 
consumption forecast is provided. A similar approach is discussed in [24] and 

[25] where a benchmark is defined for the common data analysis task on 

smart meter data. This is achieved by implementing the benchmark through 
different software data processing platforms. 

An edge-fog-cloud multi-tier architecture is proposed in [26] for the 

advanced metering infrastructure of the smart grids. A reinforced learning 
approach is employed to adapt to different contexts of computing to achieve 

various data analytics tasks like prediction of energy theft and power quality 

and forecasting of energy consumption. The authors in [27] propose a big 

data framework which is designed specifically for the SGs. The 
implementation is carried out in a secure cloud based platform and proved to 

be applied for single homes as well as an entire SG network for the data 

analysis tasks. Apache spark has been proposed as a unified cluster 
computing platform in [28] specifically suggested for the big data storage 

and analytics operations to be executed in the SGs. The proposed framework 

has a variety of machine learning algorithms and can be used for batch, 
iterative and stream processing which aids in the analytics operations 

throughout the SG network like load balancing, anomaly detection, grid 

monitoring and forecasts. The communication architecture for real time 

monitoring of SG systems are discussed in [29], wherein the cloud approach 
and cloud-fog based approach are analysed. Due to the latency and network 

congestion issue in cloud framework, the fog based decentralized computing 

is initialized, hence a combined cloud-fog modelling benefits the voltage 
profile monitoring and calculation of power losses. A similar approach is 

proposed in [30] for the resource management in SGs. Here the cloud-fog 

approach provides on-demand resources for computation and hence very 

efficient, time and cost-effective. A variety of load balancing techniques are 
implemented in this proposed approach. 

Many works have been proposed in literature as suitable data analytics 

solutions for energy consumption forecasting in the smart meter 
environment. In [31], the authors propose a two-stage modelling approach for 
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electricity demand forecasting using machine learning algorithms. The 

energy demand is aggregated after the two stages of peak classification and 
forecasting models. Artificial Neural Networks (ANN) technique has been 

proposed in [32] for forecasting the electricity consumption. An algorithm 

based on Hidden Markov model (HMM) has been proposed in [33] for the 

prediction of energy consumption. This model is validated against the other 
approaches using granularity analysis and proved to be having high accuracy. 

Different machine learning algorithms have been tested on residential data in 

[34] for predicting hourly consumption. Here, the authors claim the Least 
Squares Support Vector Machines (LS SVM) approach to be having a better 

performance. The multi-layer perceptron (MLP) and random forest 

approaches have been proposed in [35] for the energy prediction in 

residential buildings. Here, the classification is based on high and low power 
consumption buildings, and it is reportedly observed that the MLP performs 

better in terms of accurate prediction results. A layered architectural 

framework has been suggested in [36] in which the analytics phase is based 
on a metaheuristic forecast system with optimization algorithms helping to 

predict future energy consumption and decision support systems. Deep 

Extreme Learning Machine (DELM) approach has been proposed in [37] for 
energy consumption prediction along with Adaptive neuro-fuzzy inference 

system (ANFIS) and ANN. Furthermore, the state-of-the-art predictive 

modelling approaches have been discussed in [38] for the forecasting tasks of 

energy production plants. In particular, the spatial and temporal auto 
correlation has been considered in these predictive models to provide 

accurate results. ANNs has been suggested in yet another work of [39], 

where short term load and photovoltaic energy predictions of smart meters 
are made possible. Here the use of aggregated time series predictions proves 

to be beneficial in power flow analysis. The work in [40] discusses the 

energy consumption predictions in smart buildings where Particle Swarm 
Optimization (PSO) based NN approach is suggested with further 

modifications like regeneration based and velocity boost based models are 

introduced. In [41] and [42], the combined model of ANN with PSO and 

Genetic Algorithmic Optimization (GA) has been proposed for short and 
midterm energy load and demand forecasting. The ANN approach has been 

employed for forecasting the renewable energy in [43] where online adaptive 

training is performed and entropy measures enhanced with spatial 
autocorrelation taken into account. 

In the existing literature, many solutions have been highlighted to further 

employ the data analytics tasks to achieve early event detection, fraud 

detection, theft identification anomaly detection and other technical and non-
technical operations. A classification technique to improve fraud detection is 

suggested in [44] where knowledge discovery is used in the database 

processes based on ANNs. This proves to improve the hit rate of detection of 
fraudster consumers. Another approach has been proposed in [45] for 
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efficient theft detection in energy section, where wide and deep 
Convolutional Neural Networks (CNN)  model is employed. Here, the 

deep component of the model can identify non-periodic and periodic patterns 

based on 2D consumption data and the wide component identifying the 
global features based on 1D data, hence producing accurate detection results. 

A consumption pattern based energy theft detection (CPBETD) has been 

proposed in [46] where classification and clustering techniques are applied 

with required algorithms like Support Vector Machine (SVM). 
A time-series approach has been proposed in [47] for anomaly detection 

in the SG networks. Statistical models based on exponential smoothing are 

employed where statistical relations between estimated traffic models and 
real variations are examined to identify abnormal behaviour and thus aids 

accurate anomaly detection. In [48], the authors propose a Random Matrix 

Model (RMM) based statistical solution for early event detection in SG 

networks. Here, the linear eigenvalue statistics (LES) are compared between 
experimental and theoretical values to achieve accurate anomaly detection. A 

similar random matrix approach has been suggested in [49] where the 

statistical identifier, Mean Spectral Radius (MSR) is used to reflect the data 
correlation in different dimensions. This method is particularly useful for the 

large scale interconnected SG systems as regional MSRs can be better 

utilized for statistical decoupling resulting in high dimensional data analytics 
tasks. An approach to identify non-technical power losses has been proposed 

in [50] where the algorithm is based on Optimum Path Forest (OPF) model. 

Another way of implementing the data analytics techniques in SG is 

discussed in [51] where in the customer selections for Demand-Response 
programs are facilitated using the smart meter consumption data. Here, the 

clustering algorithms are used with machine learning approaches for 

prediction of energy consumption load profiles. Random forest and KNN 
approaches are reportedly proved to be more accurate.[52][53][54] 

 

4 Data Analytics in Smart Grid 
 

As an essential part of the SG systems and with the successful operations 

of the smart metering infrastructure in the household communities, there 
arises a scenario where different types of huge volumes of high velocity data 

is generated. The traditional ways of analysing these data does not prove to 

be useful for this enormous volumes of data which arrives in high 
frequencies from various heterogeneous sources. Hence applying the 

methods of big data analytics which is enriched with techniques like data 

mining, predictive and statistical analysis, artificial intelligence and machine 

learning approaches achieve the productive decision making results in SGs. 
Big data analytical solutions can thus be applied to these enormous data from 

the disparate sources of the SG network and meaningful, real-time insights 

can be derived for the energy service utilities and control systems.  
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Hence, in general, the continuous data generated through smart consumer 

devices can be transformed into meaningful insights thereby discovering the 
necessary knowledge for optimizing business operations which can be 

illustrated as in Figure 7.   

 

Figure 7. Relationship between Data Analysis Approaches 

4.1 Types of Data Analytics 
 
The type of data analytics that can be applied to the datasets vary 

depending on the desired outcome of insights. The major classification of 

data analytics are listed below: 

 Descriptive Analytics –It is a method of gathering and summarizing raw 

historical data and the most common techniques applied are 

 Data visualization where the data is represented in various 

graphical ways  

 Data aggregation where the information and datasets are sorted 

into more meaningful structures  

 Data mining which aid to identify patterns and correlations in 

datasets.  

 Diagnostic Analytics – This type of analytics further drill down the 

descriptive analysis results and helps to understand the cause of system 
events and behaviour, thus identifying the existing challenges. Some of 

the common techniques used here are  

 Data Discovery stage collects data from various sources to identify 

the hidden patterns and trends 

 Data Mining mainly to identify the relationship between the 

datasets.  
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 Regression Analysis used to estimate the relationship between 

dependant and independent variables. 

 Drill-down & Drill-through views help to reveal the data in 

different levels and explore granular data. 

 Predictive Analytics – The predictive analytics aims to statistically 

determine the future performance of businesses and probabilistic 
outcomes based on the historical and current data. The common 

techniques employed for predictions are  

 Statistical algorithms provide a vast set of algorithmic methods to 

statistically analyse the given dataset  

 Machine learning approaches enhance the algorithms by training 

the systems to iterative learning based on dynamic data provided. 

 Predictive modelling mathematically creates and validates data 

models to make probabilistic predictions  

 Prescriptive Analytics – The most beneficial type of analytics that takes 
the next step to predictive analytics which recommends strategies to cope 

with the possible consequences and identifies the best outcome that can 

improve business operations. The most common techniques for 

prescriptive analytics include  

 Simulation where the existing knowledge, reasoning and 

experience are applied to the system models to arrive at 

predictions.   

 AI algorithms with its many kinds use a combination of 

mathematical and logical factors to determine powerful decision 

making solutions.  

The types of analytics can be summarized as in the illustration below in 
Figure 8. 

 

Figure 8. The Types of Data Analytics 
Source: http://arunkottolli.blogspot.com/2018/08/4-types-of-data-analytics.html 
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4.2 Data Analytics Stages & Lifecycle 
 
The data from its inception goes through various stages before actually 

implementing the techniques of data analytics to achieve the desired business 

intelligence results. The phases of data analytics lifecycle generally consists 

of the following as illustrated in Figure 9. 

 

Figure 9. Data Analytics Stages and Lifecycle  

Source: https://i-verve.com/blog/big-data-tools-and-techniques-for-business/ 
 

 Data Identification and Generation – The various sources of data need 
to be identified and the relevant information be collected that is 

generated from the sources. In the case of SGs, the major contributors 

for data could be from electric distribution sub-stations, smart meters 
at consumer’s premises and external sources like marketing and 

metrological insights.  

 Data Acquisition – The data collected from the sources are 
transformed digitally to readable formats and are made available to be 

further processed. In particular, the SG systems generate structured, 

semi-structured and unstructured data from its sources, arising the 

need for data acquisition.  
 Data Cleansing – This crucial stage of data lifecycle identifies the 

inaccurate, incomplete, duplicate, corrupt and other irrelevant 

information and eliminates them, without this phase the analytics may 
give rise to misleading business decisions. 

 Data Aggregation – The filtered data can be viewed in a summarized 

format in the aggregation stage for the statistical analysis to be 

applied. The aggregation solutions prove to be very effective in terms 
of query performance and reporting.  
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 Model Development – The technique of planning, creating, testing, 
investigating and validating models to predict the best probabilistic 

outcome, given the knowledge of variables and the relationships 

among them. System level models that simulate the behaviour of the 
entire SG systems can be beneficial for the energy utilities to achieve 

perfect demand supply balance. 

 Data Visualization – The analysis result are communicated in 

graphical and visual interpretations in this stage, especially the main 
insights derived are highlighted to the stakeholders. 

 Operationalize – This is the stage of utilization of the analysis results 

and the tested models are deployed finally into the production 
business environment. The models are continually monitored to 

ensure it gives accurate prediction results and may be retrained if not 

operational as desired. 

 

4.3 Computing in Data Analytics 
 

In the geographically distributed systems like SGs with the capability of 

producing tremendous amount of data, the resulting data analytics insights 

greatly rely on the data processing speed, efficiency and accuracy. Hence, the 
timely computing and processing of data in such systems aid in delivering 

precise decision making solutions. Considering the huge volume and velocity 

of big data generated from smart device, the data processing is generally 
carried out as  

 Batch processing – A method of transmitting several sets of large 

volumes of stored data from different sources as a batch for 
processing, thus enabling more detailed analytics results.  

 Stream processing – The data that is transmitted for processing are the 

information that arrives in a short period of time almost resembles that 

of real time data, providing immediate analytical results like fraud 
detection. 

In the context of smart meters of the SG network, near real time high 

volume data is generated by the metering sources, like every few minutes. 
Hence, the method of stream processing of the data-in-motion smart meter 

data prove to be efficient and ensures quick analytics and decision making 

solutions as discussed in [55]. 
As far as analytics is concerned, the computing phase of the data 

analytics lifecycle requires extensive operations of the various statistical 

algorithms, Artificial Intelligence and machine learning techniques. The 

volume of datasets, requirement in terms of analytics results like speed and 
accuracy, communication protocols and end-user resource capability are 

some of factors which determine the type of computing architecture for 

efficient analytics. The computing architectures available for analytics 
techniques can generally be listed as  
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 Cloud computing - Recommended in general for large scale complex 

analytic computations because of its flexibility and availability of 
resources in the cloud thus resulting in better performance and 

productivity. A wide range of cost-effective cloud computing 

analytics platforms are currently available for providing synchronized 

analytic solutions with scalability and customization. Hence, without 
the need of massive infrastructure and planning, businesses can reap 

the benefits of data analytics insights using the cloud computing 

technology. 
 Fog Computing – Here, with the functionality of cloud computing, the 

micro-clouds or fog nodes which are deployed at the edge of data 

sources, handle the computation of data analytics. As discussed in 

[56], the fog computing architecture has the benefits like high-speed 
processing, distributed control on large scale systems and 

geographically divided components and serves as an extension of 

cloud services at the edge of the smart devices. 
 Edge Computing – To overcome the limitations of centralized 

processing, the computational capabilities of Internet of Things (IoT) 

devices can execute the analytic computations with more efficiency, 
mobility and location awareness. It comes with the benefits of speed 

of processing, data privacy and security, thus facilitating real-time 

decision making with low operational costs.  

As shown in Figure 10, the fog nodes connect the edge devices to the 
cloud environment. 

 

  
Figure 10. Cloud-Fog-Edge computing 

Source: https://www.lanner-america.com/blog/4-edge-computing-technologies-enabling-

iot-ready-network-infrastructure/ 
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4.4 Data Analytics Techniques and Tools 
 

The most common methods that are applied in data analytics include the 

two major types of machine learning algorithms, the supervised learning 
algorithms and unsupervised learning algorithms. Systems can be trained to 

learn to make decisions and are continually re-trained to improve decision 

making with more relevant data supplied. 

In supervised learning, the system generates predictions based on known 
input and output data. To develop these predictive models, the supervised 

learning uses Regression and Classification techniques. On the other hand, 

unsupervised learning reorganizes, groups the input data and build enhanced 
data structure where clustering technique is the most common unsupervised 

learning methods. 

 Regression models generally produce continuous analytic 

responses, so in the case of SGs, the regression model is 
commonly used for applications like energy consumption load 

forecasting. 

 The classification supervised model categorizes the data in 
groups, normally used for customer classification applications.  

 Clustering data models aims at exploratory analysis and 

identifies hidden patterns in the input data, some common 
applications include market analysis and theft detection. [63] 

This broad classification of machine learning algorithms and related 

tools are illustrated in Figure 11. 

 

Figure 11. Machine Learning Algorithms 
Source: https://in.mathworks.com/help/stats/machine-learning-in-matlab.html 
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5 Data Analytics Applications in SG 
 
The data analytics techniques can be applied to achieve a variety of 

decision-making solutions throughout the entire SG network. Some of the 

applications of the analytics in the SG are listed below: 
 Fault / Anomaly / Theft detection 

 Predictive maintenance 

 Resource monitoring 
 Power quality monitoring 

 Energy consumption forecasting 

 Load profiling and disaggregation 

 Non-technical loss detection 
 Demand response evaluation 

 Pricing analysis 

The utility companies are hugely benefitted from the data analytics 
solutions applied in SG and hence can make better decision making to 

optimize the grid operations. Consumer participation and informed choices of 

consumption times are possible with the availability of pricing analysis. The 

security and privacy of the most crucial data from the AMI of SG is 
preserved when anomaly detection and preventive maintenance are achieved 

through analytics techniques. 

 

5.1 Data Analytics on Encrypted AMI Data 
 

In the case of SG environment, owing to the low computational 
capabilities, bandwidth constraints, in-memory limitations and resources 

unavailability of smart metering devices, the idea of edge computing model 

is not promoted in the metering infrastructure, unless the analytics output 

desired are particularly specific to immediate and localized results. In most 
cases, the AMI data is transmitted to the cloud computing layer for further 

data analytical operations. As a consequence, firstly the transmission of AMI 

data through various network protocols to reach the cloud computing 
atmosphere compromises the security and privacy of the consumer and usage 

data. Secondly, when the data is present in the cloud computing layer for 

analytical processing, it has to be protected proactively to satisfy the security 
goals such as confidentiality, integrity and availability. 

The establishment of Service Level Agreements (SLA) with the cloud 

providers aids the deployment of Trusted Cloud, Semi-trusted Cloud and 

Untrusted Cloud platforms which still do not guarantee complete data 
security. The classification of cloud computing environments can be listed as 

follows: 
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 Trusted Cloud Computing – The private clouds which are supposedly 

isolated from all outside networks and adversaries to ensure the data 
remains confidential. 

 Untrusted Cloud Computing – The public cloud deployment model that 

do not generally guarantee confidentiality and integrity of data and 

computations but encourage client-side protection strategies. 

 Semi-trusted Cloud Computing – A hybrid cloud model that 
sufficiently keeps the resources adversary-free, but do not guarantee 

completely protection from internal and external threats. 

At this stage, the cryptographic solution comes in handy, where the basic 

principle is to carry out analytic processing in the encrypted AMI data that is 
transmitted and stored in the cloud rather than on the actual datasets. 

Accordingly, as discussed in [57],[58][59], the most efficient cryptographic 

techniques that can be applied for data analytics include Homomorphic 
Encryption, Verifiable Computation and Secure Multi-Party Computation, 

and as in [60], the deterministic encryption method aids for fast query 

processing. 
The homomorphic type of encryption allows computational operations 

on the encrypted data to be processed without the need to decrypt it. The 

methodology even extends to fully homomorphic encryption where arbitrary 

function can be executed on encrypted cipher-text. The results are generated 
in encrypted format which is equivalent to the results that is executed on the 

plaintext. As the cloud computing environment deals with the encrypted data, 

there is no need to share the secret key with the cloud elements and the 
encrypted results are returned to the participant for decrypting, hence the 

security and privacy issues are handled.[61][62] 

 

Figure 12. Homomorphic Encryption in Cloud Computing 

The process cycle of homomorphic encryption as explained in [61] is 

initiated at the client side by encrypting the data to be processed for 

analytical results. This data is most commonly encrypted with homomorphic 
encryption and transmitted or cloud computing. During transmission, other 

cryptographic techniques like digital signatures are utilized to ensure 

integrity and non-repudiation solutions. Then, the computational services are 
sent as encrypted requests to the cloud server. Finally, the encrypted 
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computational results are sent back to the client to be decrypted with the 

knowledge of the secret key. The illustration in Figure 12 explains the 
process of homomorphic encryption in cloud computing. 

 
6 Comparative Analysis 

 

The existing research works in literature with respect to data analytics in 

the applications of SG systems are presented in a comparative analysis as 
shown in Table 1. 

Table 1. Comparative Analysis on Data Analytics Researches in SG Applications 
 

Contributed By 
Data Analytics Method / 

Technique 

Application in the SG 

system 
Advantages / Limitations 

Zigui Jiang , 

Rongheng Lin and 

Fangchun Yang [16] 

Load pattern extraction, 

unsupervised clustering 

and supervised 

classification 

Consumer 

classification based on 

consumption patterns 

Improved accuracy in 

category identification and 

classification 

Paula Carroll1, Tadhg 

Murphy, Michael 

Hanley, Daniel 

Dempsey, and John 

Dunne [17] 

Neural Networks with the 

regression technique of 

Elastic Net Logistic 

Household 

Classification 

Smart meter data alone is not 

sufficient in identifying and 

classifying households but 

require supplementary 

information 

Omid Ardakanian, 

Negar Koochakzadeh, 

Rayman Preet Singh, 
Lukasz Golab, S. 

Keshav 

Time-series autoregressive 

technique 

Electricity 

consumption profile 

External temperature is 

isolated, so results are 

accurate, but only effective in 
regions where consumption is 

correlated with temperature. 

Fazli Wahid1 and 

DoHyeun Kim [22] 
K-Nearest neighbour KNN 

Energy consumption 

prediction 

Datasets divided into training 

and testing ratios and then 

performance measures 

applied, so results are accurate 

Xiufeng Liu, Lukasz 

Golab and Ihab F. 

Ilyas [23] 

Machine learning in SQL 

Customer profile 

clustering and 

electricity consumption 

forecast 

Very detailed analytical 

results for customers and 

utilities can be obtained. 

Juan C. Olivares-

Rojas, Enrique Reyes 

Archundia, José A. 

Gutiérrez Gnecchi1, 
Johan W. 

González Murueta 

and Jaime Cerda-

Jacobo [26] 

Edge-fog-cloud multi-tier 

computing & reinforced 
learning 

Prediction for energy 

theft and power 
quality, energy 

consumption forecast 

Data analytics processed close 

to AMI layer also, so different 
analytical results are achieved. 

Amr A. Munshi, 

Yasser A.-R. I. 

Mohamed [27] 

Cloud based computing 

framework 

Big data storage and 

data analytics function 

in smart meters 

Feasible for single home 

meters or an entire network of 

SG meters. 

Shyam R, Bharathi Unified cluster computing Demand response, load Apache spark has been 
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Contributed By 
Data Analytics Method / 

Technique 

Application in the SG 

system 
Advantages / Limitations 

Ganesh HB, Sachin 

Kumar S, Prabaharan 

Poornachandranb, 

Soman K P [28] 

platform balancing, fault 

detection and pricing 

solutions 

effectively used to combine 

batch, real-time and iterative 

processing. 

Miodrag Forcan, 

Mirjana Maksimovic 

[29] 

Combined approach of 

cloud-fog modelling 

Real time monitoring 
of voltage profiles, 

power loss 

calculations. 

Latency, location and network 

congestion issues of cloud 

computing are overcome. 

Saman Zahoor, 

Sakeena Javaid, 

Nadeem Javaid, 

Mahmood Ashraf, 

Farruh Ishmanov and 

Muhammad Khalil 

Afzal [30] 

Cloud-fog based approach 
Resource management, 

load balancing 

On-demand resource 

provision, so cost and time 

effective 

Krzysztof 

Gajowniczek and 

Tomasz Za bkowski 
[31] 

Two-stage modelling 

approach with machine 
learning algorithms 

Electricity demand 

forecasting 

Aggregation applied after the 

two-stage peak classification 

model and forecasting model 
to achieve accurate forecasting 

Hasan M. H. Owda, 

Babatunji Omoniwa, 

Ahmad R. Shahid, 

Sheikh Ziauddin [32] 

Artificial neural network 
Electricity 

consumption forecast 

Scalability issues to be 

considered to extend the 

solution. 

Israr Ullah , Rashid 

Ahmad, DoHyeun 

Kim [33] 

Hidden Markov model 

based algorithms 

Energy consumption 

prediction 

Highly accurate as tested with 

temporal granularity analytics 

results. 

Richard E. Edwards, 

Joshua New, Lynne 

E. Parker [34] 

Least Squares Support 

Vector Machines 

Hourly consumption 

prediction 

Shows better performance 

when comparative analysis is 

conducted with other machine 

language algorithms. 

Fazli Wahid, Rozaida 

Ghazali, Abdul Salam 

Shah and Muhammad 
Fayaz [35] 

Multi-layer perceptron  

and random forest 

approaches 

Energy consumption 

prediction 

High and low consumption 

profiles classified resulting in 

accurate prediction 

Jui-Sheng Chou, 

Ngoc-Tri Ngo [36] 

Metaheuristic forecast 

system with optimization 

algorithms 

Consumption 

prediction and decision 

support system 

Layered architectural 

framework enhances analytics 

Muhammad Fayaz 

and DoHyeun Kim 

[30] 

Deep Extreme Learning 

Machine 

Energy consumption 

prediction 

Comparative study shows 

better performance than  

neuro-fuzzy inference system 

and ANN 

Roberto Corizzo, 

Michelangelo Ceci, 

Donato Malerba [38] 

Predictive modelling 
Energy consumption 

prediction 

Spatial and temporal auto 

correlation provides accurate 

results 

Thierry Zufferey, 

Andreas Ulbig, 

Stephan Koch and 

Gabriela Hug [39] 

Artificial Neural Networks 

Short term load and 

photovoltaic energy 

predictions 

Aggregated time series 

predictions benefits power 

flow analysis 
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Contributed By 
Data Analytics Method / 

Technique 

Application in the SG 

system 
Advantages / Limitations 

Sehrish Malik and 

DoHyeun Kim [40] 

Particle Swarm 

Optimization (PSO) based 

NN approach 

Energy predictions 

Scope for enhancements like 

regeneration based and 

velocity boost based models 

Anwar Jarndal, 

Sadeque Hamdan [41] 

Combined model of ANN 

with PSO and Genetic 

Algorithmic Optimization 

Mid-term energy 

forecasting 

Trained data along with 

external factors improves 

efficiency. 

Michelangelo Ceci, 

Roberto Corizzo, 

Donato Malerba, 

Aleksandra 
Rashkovska [43] 

ANN 
Renewable energy 

forecasting 

Online adaptive training and 

entropy measures enhanced 

with spatial autocorrelation 

taken into account 

Zibin Zheng, Yatao 

Yang, Xiangdong 

Niu, Hong-Ning Dai, 

Yuren Zhou [45] 

Wide and deep 

Convolutional Neural 

Networks 

Theft detection 

Deep and wide components 

are considered for accurate 

detection results. 

Paria Jokar, Nasim 

Arianpoo and Victor 

C. M. Leung [46] 

Support vector machine Theft Detection 

Appropriate classification and 

clustering techniques for 

pattern based analysis 

Tomasz Andrysiak, 

Aukasz Saganowski, 

and Piotr Kiedrowski 

[47] 

Time-series approach Anomaly detection 
Statistical relations improve 

accuracy 

Xing He, Robert C. 

Qiu, Qian Ai,  

Yinshuang Cao, Jie 
Gu, Zhijian Jin [48] 

Random Matrix Model Early event detection 
Experimental and theoretical 

values compared for accuracy 

Xing He, Qian Ai, 

Robert C. Qiu, 

Wentao Huang, 

Longjian Piao, 

Haichun Liu [48] 

Random matrix approach 
High dimensional data 

analytics tasks 

Useful in large scale 

interconnected SG systems 

Leandro Aparecido 

Passos Júnior et al. 

[50] 

Optimum Path Forest  

model 

Identify non-technical 

power losses [NTL] 

Highlighted NTL as an 

anomaly detection problem 

Madeline Martinez-

Pabon, Timothy 

Eveleigh and Bereket 

Tanju [51] 

Random forest and KNN 

approaches 

Energy consumption 

prediction 

Facilitated customer selection 

for demand response programs 

 

7 Challenges and Future Directions 
 

The researches in this broad area of data analytics in AMI data of smart 

grids still has many open challenges to be solved. The foremost issue begins 
with the exponentially growing data which comes from different sources with 
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various protocols, in huge volume and frequency from millions of smart 
meter devices installed in household networks. The interoperability, 

deployment of communication systems, standardization of data formats, real 

time data transmission are some of the constraints for obtaining real 
meaningful data for analytical processing. Another important challenge faced 

is the lack of compatibility while deploying in-depth researches conducted in 

test environment to production environment, owing to the highly private and 

confidential datasets. As the data analytics in SG requires expertise from 
inter-disciplinary fields of Mathematics, Electrical engineering and ICT, 

there is always a growing demand of tasks to be accomplished in unison. 

In terms of data analytics to be executed in encrypted AMI data as in 
homomorphic encryption, the situation arising as a result of practical trust 

issues of cloud computing discussed in this paper, the fully homomorphic 

processing is still not practically feasible. This is because, first it brings in 

very high computational cost and secondly all the arbitrary mathematical 
functions are difficult to be processed in this scheme with limited algorithms 

available to support. Also, duality of technologies is applied here, as the 

cyber security techniques like encryption help to maintain the data security 
when transmitting for analytics processing, and data science technologies 

produce analytical results with the required predictive modelling algorithms. 

Hence, in future, the scope for further researches in this regard could focus 
on establishing real practical fully homomorphic analytics without 

compromising the computing capabilities and data privacy. 

 
8 Conclusion 

 

Data analytics could result in tremendous benefits to the organizations, in 
terms of making more profits and for planning to launch new products and 

service according to the demand. In particular, in the field of SGs, the utility 

companies can enjoy the advantages of knowing the customer profiles, 
energy consumption patterns, peak usage profiles, load profiles, theft and 

misusing of services and other related valuable client side information. 

Similarly, the customers make informed choices on the energy consumption, 
based on the knowledge of real time pricing, service subscription scenarios 

and can even participate in demand response program. Subsequently, there 

may emerge a condition where energy consumption is optimized and the 

perfect balance of supply and demand could be achieved. For such an ideal 
condition to happen, the backbone technology to be employed is the 

advanced data analytics with its various algorithms and methods to produce 

exhaustive analytical results.  
Hence, in this paper, the concepts of SG and data analytics are studied in 

detail, and the applications of the analytical solutions in SG network are 

highlighted. Specifically, the data analytics that is processed on the encrypted 

AMI data with the homomorphic encryption is analysed. Furthermore, the 
comparative analysis on the existing works of data analytics in SG system is 
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presented with comparison on the techniques used for analytics and 

analytical results obtained for the utility and customer with their advantages 
and limitations. 
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