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Abstract 
 

Security is one of the major concerns in varied applications and fields, 

especially in recent decades. In wireless sensor networks, the limitation of 

resources and security threats aremajor problems in the last few years. There 

are different security threats, which affect wireless sensor network‟s security, 

network lifetime, and functionality. An enhanced intrusion detection system 

(IDS) is implemented for avoiding these issues using a modified binary grey 

wolf optimizer with support vector machine (MGWOSVM-IDS) in recent 

works. Best wolves count is computed in GWOSVM-IDS using 3 wolves, 5 

wolves, and 7 wolves. Enhancement of detection rate and intrusion detection 

accuracy is mainly focused on the proposed technique while minimizing the 

processing time of the WSN environment. In the WSN environment, several 

features resulted, and false alarm rates are minimized to reduce processing 

time. However, the dataset features various characteristics that cannot be 

computed using traditional SVM techniques. A Support vector machine 

(WK-SVM) technique based on weighted kernel function is used in this work 

for rectifying these issues and for classifying more input features. With 

respect to Packet delivery ratio, intrusion detection rate, the proposed 

method‟s effectiveness is shown using the NSL-KDD‟99 dataset in 

experimentation. 
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1 Introduction 
 

Due to the vital use of Wireless sensor networks (WSN) in different 

fields, it becomes an important research area. There may be thousands of 

sensors in wireless sensor networks and according to the local decision 

process, they work cooperatively. In both structured as well as non-structured 

manner, WSN can work. The size of sensor nodes is very small and they 

consume very little power Vyas et al., Farooq et al.[1-2].  

Low cost, rapid deployment, high sensing power, fault tolerance, self-

organization capacity, flexibility are the major WSN properties. In different 

areas like home especially smart homes, industries, power plants, and the 

military, the WSNs are applied and it can also be used in the health care field 

Singh et al., Umba et al. [3-4].  

Health and military are the critical applications among them. So, a major 

concern is given to security in sensor networks. If security is not considered a 

major issue in the health and military filed, then it will be very dangerous as 

proven. The WSN's major characteristics are infrastructure-less and scalable 

networks. In its application area, WSNs are made highly promising because 

of these characteristics Abdellatif et al.[5].  

Entering of a malicious node is considered a security threat. Various 

security attacks are faced by WSN. The system‟s security and overall 

performance are affected by this. So, on WSN, it is necessary to detect as 

well as prevent these attacks Abdellatif et al. [6].  

All techniques based on detection are used in a combined manner for 

high security in a critical system like the military. For WSN, in recent years, 

different IDS are proposed by assuming security as a major concern. By 

using a modified binary grey wolf optimizer with a support vector machine 

(GWOSVM-IDS), proposed an enhanced intrusion detection system (IDS) 

for avoiding these issues in recent works. The SVM based on weighted 

kernel function is used in this work for rectifying these issues and for 

classifying more input features Moulad et al., Sanjay et al. [7-8]. 

Optimized the resists monitor and sensor resources security attacks using 

a proposed adaptable monitoring system (AMS). With high resilient energy 

and high reputation, periodic monitoring is done in this. The proposed 

technique‟s promising efficiency is demonstrated using simulation and 

theoretical evaluation results Komijani et al., Faris et al.  [9-10]. 

 The implemented of  an integral mechanism. It is an anomaly based on 

the hybrid Intrusion Detection approach. Support vector machine (SVM) is 

used for detection and resource consumption are decreases using the 

clustering algorithm and specification-based approach and by minimizing the 

forwarded information. With disturbing network performances, the 

protection of WSN is mainly focused on using a better resource management  
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System Jeong et al., Patel et al., Babu et al. [11-13]. 

 

2 Proposed Methodology 
 

A detailed discussion about the proposed Intrusion detection system is 

presented in this section. In this technique, features are selected using a 

modified binary grey wolf optimizer, and classification is done using an 

SVM based on the weighted kernel function. Figure 1 shows the proposed 

system‟s overall architecture. 

 

 
 

Figure 1 Overall Architecture of the Proposed System 

 

2.1 Preparing Dataset 
 

The proposed technique is evaluated using a network security laboratory 

dataset (NSL-KDD‟99) in this section. This is an open-source dataset and it 

is easily available online. This dataset is formed by enhancing KDD-Cup 99 

datasets. On the NSL-KDD‟99 dataset, various data analyses are done using 

various tools and techniques with an aim of global security for developing 

active IDS.  

Because of various advantages like the inclusion of redundant records, 

this research work uses this dataset and it leads to rectification of biased 

classification. High intrusion detection rates are always provided by this and 

effective comparison between various IDS techniques can be done using this.  

There are 4,898,431 original records in the NSL KDD‟99 dataset, which 

includes 972,781 official records and 3,925,650 attack records. For 

increasing the dataset‟s accuracy, validity, and reliability, reduction, and 

filtering process are done using the removal of biased and redundant records.  

From NSL KDD‟99‟s refined version 1,074,992 distinct records are 

eliminated, which includes 812,814 standard records and 262,178 attacks 

records. The reduction percentage is about 78.05%, which is an average of 

16.44% reduction in standard records and 93.32% reduction in attack 

records. 

The following classes are included in these datasets. U2R attacks- it is a 

user to root attacks, where there is local access for an attacker to the victim 

machine and he tries to get access, R2L attacks- it is remote to local attack,  
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where, there won't be any account for an attacker on the victim machine, and 

it tries to get access, DoS attacks-it is a denial of service attack, use for 

service by legitimate users are prevented by the attacker and Probe attacks, 

where, the attacker tries to get target host information. 

On NSL-KDD‟99, data normalization is performed, which is highly 

suitable for classification and feature selection approaches, where, dataset 

records are converted into a form, which is highly suitable for classification 

and can be used in FS algorithms. So, there will be a reduction in dataset size 

and with minimized hardware processing requirements, the processing is 

made faster. A detailed discussion about this normalization model steps are 

shown as follows,  

In two main phases, the dataset is pre-processed in this section. They are 

non-numerical values encoding, numerical values normalization. For 

instance, an integer number is given to every protocol type for converting the 

dataset‟s original content as a numerical value, TCP = 1, UDP = 2, and 

ICMP = 3. The dataset‟s non-numerical content encoding is followed in the 

same encoding methodology.  

After encoding the dataset‟s non-numerical content, dataset contents are 

scaled using the normalization technique and dataset content is ensured using 

this. The dataset values are normalized using the below-mentioned 

expression (1). 

   (                         ) (                    ) (1) 

 

2.2 Feature Selection Using Modified Binary Grey Wolf Optimizer 
 

The major modified GWO elements are, increase in wolves count as five 

from three wolves, use of new fitness function which is a multi-objective 

function for computing subsets fits the goal or not. For evaluating every 

selected feature‟s subset, the proposed fitness function considers the 

importance of the total selected feature count and accuracy Kulshrestha et al. 

[14].Figure 2. illustrates the social dominant hierarchy of the grey wolves. 

 
Figure 2 Dominant Hierarchy of the Grey Wolves 
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Efficient prediction of unknown classes concerning total selected 

features count and accuracy forms the base for the prediction system‟s 

overall performance. Algorithm 1 shows an enhanced GWO algorithm. 

Figure 3 shows the working procedure for GWO.  

 

Algorithm 1 

Enhanced GWO 

Input: n as a grey wolves count in the pack, 

NIteras iterations count for optimization 

Output: Selected features 

Step1: Population of n wolves positions is initialized randomly  [   ] 
Step2: Compute            

Step 3: if stopping criteria is not satisfied, compute x1, x2, x3, x4, and 

x5 viathe following expressions: 
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End 

The following multi-objective function is used for 

evaluating individuals „ wolves' positions. 

f(t)=(0.7 *
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               (8)             
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End 
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Figure 3 Working Procedure of Grey Wolf Optimizer 

 

2.3 Intrusion Detection Using weighted Kernel Function Based 
SVM 
 

 A kind of supervised learning technique is Support Vector Machines 

(SVMs),which are used to classify images. In an „ n ’ dimensional space, two 

vector sets are used for considering image database and a differentiating 

hyper plane is build as shown in figure 4. Between images with query 

relevance and images without query relevance, margin value is enhanced 

using this.  

The linearly differentiable and non-differentiable data can be clustered as 

well as classified using various machine learning and pattern matching 

techniques and tools. A kind of novel classifier is the Support vector machine 

(SVM) and it has a strong foundation and they are derived from an extensive 

field of statistical learning theory. 

A training set Xi, Yi) i = 1, ... . . i, where Xi  R
d 
and Yi (-1, 1) is 

separated using hyperplane as, 

w.x + b = 0                                            (9) 

Where a weight vector that is orthogonal to the hyper plane is 

represented as w and a constant value is given by b. A data specified by a 

function are separated using hyper plane (w, b).  

f(x) =sgn (w.x + b)                                  (10) 

 

 
Figure 4 Hyper plane through Two Linearly Separable Classes 
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f(x) =sgn(∑      (         ) 
   )                            (11) 

 

To process intrusion detection, scalable SVM algorithms are developed 

by various researchers in recent days. During the classification of large 

datasets, there exist quadratic programming problems in the traditional SVM 

algorithm. So, for overcoming this quadratic programming problem, a 

Quantum support vector machine is used in this work. In addition, in the 

healthcare system, a vital role is played by big data analytics.  

Patterns are recognized using Support Vector Machines (SVM) in most 

cases. However, datasets feature‟s various characteristics cannot be 

computed using traditional SVM techniques. For classifying more input 

features, the SVM model having a weighted kernel function technique is 

used in this work. Algorithm 1 shows the SVM model including a weighted 

kernel function technique. 

(SVM based on weighted kernel function) 

Input: From the NSL-KDD‟99 dataset features are selected 

Output: Classified outputs  

Step: 1.R                      

Step: 2Fd                      

Step: 3.Fr                    R 

//feature weights are initialized 

for(x         )   

for(y         )   

if(                             )      

V                        

Wx  Wx   +
 

 
 ; 

end  

end 

limitwxinto(    )                   
end 

return   

Find f( )̅̅̅ =sgn(∑      (  ̅       ) 
   ) 

For weight computation in the SVM model, a weighted kernel function is 

utilized as shown in Algorithm 1. From the input, class labels can be 

identified using these weights further for classification. 

 
3 Results and Discussion 
 

The proposed technique is implemented using MATLAB R2019b in 

experimentation. The most widely used modeling as well as an analysis tool 

in different systems of various applications is MATLAB R2019b. Beyond 

the  
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desktop, solution ideas are created using this and it also is used for analyzing 

huge data volume.  

The proposed technique is evaluated using a network security laboratory 

dataset is (NSL-KDD‟99) and already available AMS and SVM techniques 

are used for making a comparison with the proposed WK-SVM for 

demonstrating the proposed work‟s effectiveness concerning Packet delivery 

ratio and intrusion detection rate. 

 
 Table 1Performance Comparison Results for Accuracy 

 

Methods  Accuracy 

SVM 75 

AMS 81 

WK-SVM  90 

 

 
Figure 5 Intrusion Detection Rate 

 
Table 1Performance Comparison Results for Packet Delivery Ratio 

 

No of 

nodes  
 

                            Methods 

    

SVM 

AMS WK-

SVM   

100 75 72 82 

200 76 80 85 

300 85 86 88 

400 86 88 92 
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Intrusion detection rate performance metric comparison between existing 

SVM and AMS techniques and proposed WK-SVM techniques are shown in 

figure 5. Around 88% of Intrusion detection rate results are produced by the 

proposed WK-SVM model as concluded in this result and it is a higher value 

when compared with 84% results of SVM and 86% of AMS techniques. 

Table 1 shows the performance evaluation of PDR.  

 
Figure 6 Packet Delivery Ratio 

 

Packet delivery ratio performance metric comparison between existing 

SVM and AMS techniques and proposed WK-SVM techniques are shown in 

figure 6. Around 92% of network lifetime, results are produced by the 

proposed WK-SVM model as concluded in this result and it is a higher value 

when compared with 86% results of SVM and 88% of AMS techniques. 

Table 2 shows the performance evaluation of routing overhead. 

 
Table 2 Performance Comparison Results for Routing Overhead 

 

No of 

nodes  
 

Methods  

SVM AMS WK-SVM  

20 2.32 1.02 1.24 

40 3.02 2.42 2.01 

60 4.5 3.77 3.06 

80 5.9 4.59 4.49 

100 7.2 5.22 5.08 
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Figure 7 Routing overhead 

 

Routing overhead performance metric comparison between existing 

SVM and AMS techniques and proposed WK-SVM techniques are shown in 

figure 7. Around   5.8 network lifetime results are produced by the proposed 

WK-SVM model as concluded in this result and it is a lower value when 

compared with 7.2 results of SVM and 5.22 of AMS techniques. 

 

4 Conclusion and Future Work 
 
The WSN‟s open medium makes it vulnerable to different attacks. 

Malicious nodes are mitigated from the network‟s disrupting working by 

incorporating different techniques. For intrusion detection, the Support 

vector machine (WK-SVM) technique based on the weighted kernel function 

is used in this work. Features are selected using a modified binary grey wolf 
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optimizer. With respect to packet delivery ratio and intrusion detection, 

better performance is exhibited by the proposed model as shown in 

experimental results. However, prevention against intrusion is not focused on 

this work, and in the future, it may be considered. 
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