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Abstract 
 

An Electromagnetic Pulse (EMP) is a short duration, intense high amplitude 

electromagnetic energy that can disrupt highly sensitive microcircuits and 

critical electrical systems. Thus, an electromagnetic shielding enclosure is 

vital to protect such critical and highly sensitive microcircuits which are 

predominantly used in wireless communication, military equipment and 

power grids form intense Electromagnetic Pulse. The main objective in this 

paper is to develop an electromagnetic shielding enclosure with different 

architectural points of entry (POEs) and verify the effects of a penetrating 

conductor on enclosure HEMP hardening and its shielding effectiveness 

(SE). The architectural points of entry used in this study are circular aperture 

and waveguide designed in accordance with waveguide below cut-off 

frequency concept. This experimentation can be utilized for routing cables 

from external electromagnetic environment to protect highly sensitive 

electronics placed inside the shielded enclosure. 
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1 Introduction 
 

Electromagnetic Pulse is an instantaneous, intense electromagnetic 

energy which can disrupt at a distance critical electrical systems and highly 

sensitive microcircuits. For protecting such systems and circuits, 

electromagnetic shielding is done to reduce or eliminate the external 

electromagnetic fields. Shielding Effectiveness of a shielded enclosure is 

defined as the ratio of field strengths in the presence and absence of the 

enclosure. Usually, metallic enclosures are used as electromagnetic shielding 

enclosures to protect sensitive electrical equipment against external 

electromagnetic fields. 

The sensitive electrical equipment are installed inside an electromagnetic 

shielding enclosure to avoid its exposure to either natural or man-made 

EMP[3]. Usually, there exists architectural POEs like personal entryways and 

exits, equipment access through the facility shield and waveguides for cable 

routing from outside the EM shielding enclosure. From these apertures and 

waveguides, EMP can enter and produce coupling fields inside the shielding 

enclosure and cause damage to the sensitive electrical equipment[5]. The 

issue pertaining to architectural points of entry has been studied for many 

years. 

The pervious study has shown that transient electromagnetic fields can 

induce currents onto a conductor. This current will continue to flow on the 

conductor as it penetrates the shielded boundary. The current flowing on the 

conductor will produce an EMP field on the other side of the shielding 

boundary thus endangering the electrical equipment. However, this effect 

varies with the different positions of penetrating conductor on shielding 

enclosure. 

This paper is an extension work originally presented in 2019 IEEE 5
th
 

Global Electromagnetic Compatibility Conference [1]. The main focus of 

this paper is to study the effects of a penetrating conductor on the Shielding 

Effectiveness of an electromagnetic shielding enclosure with different 

architectural points of entry; a circular aperture and a waveguide which is 

designed in accordance with waveguide below cut-off frequency concept by 

conducting both simulation and practical experimentation. The position of 

penetrating conductor is varied and the performance of enclosure against 

external electromagnetic fields is observed by comparing the shielding 

effectiveness of various configurations. 

In section 2, basic theory and design parameters of electromagnetic 

shielded enclosure are explained and in Section 3 and 4, the description about 

CAD designs and practical experimentation can be seen and shielding 

effectiveness as a result of both simulations and experimentation are 

illustrated. 
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2 Theory& Computation of Shielding 
 

Electromagnetic shielding is frequently used method to eliminate 

external interference or electromagnetic fields. The ability of an 

electromagnetic shielding enclosure is given by the ratio of field strengths in 

the presence and absence of the enclosure. Shielding Effectiveness of an 

electromagnetic shielding enclosure[2] can be measured and is 

mathematically expresses as 

SE = -(20logEWS– 20logES) (1) 

Where, 

EWS = Electric field without shielded enclosure 

ES = Electric field with shielded enclosure. 

Another important concept is waveguide below cut-off frequency 

which is the key concept to design a waveguide[6]. A waveguide is metallic 

tube that acts as an electromagnetic feed line and the electromagnetic field 

inside a waveguide propagates lengthwise. The cut-off frequency of a 

circular waveguide is mathematically expressed as 

fc = 1.8412(c/2πa) (2) 

Where , 

fc is the cut-off frequency of the waveguide in Hz  

c = 3 x 10
8
 m/sec i.e. speed of light within the waveguide 

a = the internal radius for the waveguide in meters.  

L = length of the waveguide should be equal to  5 times the diameter of the 

waveguide according to the MIL-STD-188-125-1. 

 

3 Modelling & Simulation of Shielded Enclosure in CST 
Studio Suite 

 

In this paper, a metallic shielding enclosure of dimension 600 x 600 x 

240 mm of 1.5 mm thickness, with a circular aperture of 50 mm diameter is 

considered. The outer diameter of waveguide is 50 mm and its thickness is 2 

mm. the cut-off frequency of the  waveguide considered in this study is 3.4 

GHz which is evaluated by using expression (2). The length of the 

penetrating conductor exposed to the plane wave is 1.15 meters and 

penetrated inside the enclosure is 0.7 meters. Figure 1 shows Shielded 

Enclosure in CST (a) Waveguide (b) Aperture. Table 1 provides dimensions 

of Shielded Enclosure. 

 

 
 

Figure 1 Shielded Enclosure in CST (a) Waveguide (b) Aperture 

 



 
 

 

222 D. Bhavana et al. 

 
Table 1 Dimensions of Shielded Enclosure 

 

 

 

 

 

 

 

 

 

3.1 Plane Wave 
 

A default impulse signal is applied in the direction of the shielding 

enclosure. It is same at all points in the direction of propagation. The electric 

and magnetic fields are always orthogonal to the direction of propagation. 

 

 
 

Figure 2 Waveform of Default Impulse Signal 

 

The CAD modelling and simulation was carried-out in CST Studio 

Suite software; a 3D EM analysis software primarily used for designing, 

analyzing and optimizing electromagnetic components and systems. The 

electromagnetic shielding enclosure was projected to a plane wave with a 

maximum frequency of 1 GHz. 

 

3.2 SE of Shielding Enclosure with Waveguide 
 

The shielding enclosure was modelled with a waveguide embedded on its 

top. The shielding enclosure was projected to a plane wave as in Fig. 2 to a 

maximum frequency of 1 GHz.The measurement probe was place at a 

location (0, 120, 120) which is below the waveguide inside the enclosure. 

From Fig. 3, it can be observed that the penetrating conductor[3,4,5] is 

placed in three different positions as follows: 

1. Enclosure without any conductor 

2. Enclosure with conductor at the center of waveguide 

3. Enclosure with conductor connected to waveguide 
 

 

 

 

Parameter Value 

Length 600 mm 

Height 600 mm 

Width 240 mm 

Thickness 1.5 mm 

Radius of Aperture 50 mm 

Relative Permittivity 1 

Material PEC 
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Figure 3 Shielding Enclosure with Waveguide and Different Configurations of 

Penetrating Conductors 

 

The shielding effectiveness is measured by placing a field probe inside 

the enclosure at a position exactly below the waveguide. The shielding 

effectiveness for all the configurations in Fig. 3 could be observed in the 

below graph (fig 4). There is a clear degradation in the performance of the 

shielding enclosure with different positions of conductor. SE achieved for 

enclosure without any conductor is 105 dB which is desirable[6] for 

protecting critical electrical components. 

 
Figure 4 SE of Shielding Enclosure with Waveguide 

 

The SE degraded when apenetratingconductor is introduced because EM 

fields flowing on the conductor will produce re-radiation on the other side of 

the conductor i.e. inside the enclosure. SE, when the conductor is at center, is 

very less than compared to conductor connected[10] to the waveguide 

because the external EM fields from an EMP source will pass through the 

outer surface of the enclosure. But when placed at the center of the 

waveguide, EM fields propagate lengthwise and allows Electromagnetic  
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pulse to produce re-radiation inside the enclosure thus leaving the critical 

electrical equipment  to vulnerability. 

 

3.3 SE of Shielding Enclosure with Circular Aperture 
 
 The dimension and plane wave orientation of this configurations is 

similar to that of the above design with the only exception being the absence 

of a waveguide. The shielding enclosure was projected to a plane wave to a 

maximum frequency of 1GHz. The configuration could be seen in Fig. 5. 

 

 
 
Figure 5 Shielding Enclosure with a Circular Aperture and Different Configurations 

of Penetratingconductor 

 

The shielding effectiveness response as a result of the simulation for all 

the configurations is similar tothat of the configuration of  shielding 

enclosure with a waveguide. 

 

 
 

Figure 6 SE of Shielding Enclosure with Circular Aperture 
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Fig.6. illustrates the SE of enclosure when circular aperture is 

introduced. The SE is comparatively less than the configuration with a 

waveguide because the electromagnetic field propagates lengthwise in a 

waveguide and thus it attenuates more electromagnetic fields. Whereas in 

case of a circular aperture, due to leakage[7,8] of EM field through aperture 

directly into the enclosure. Thus, immunity of critical electrical equipment 

getting disrupted against EM fields is relatively high when a waveguide is 

introduced to the enclosure as architectural point of entry. 

 

4 Practical Validation of Shielding Effectiveness 

 

4.1 Test Setup and Key Parameters 
 

 The practical validation of SE of shielded enclosure was calculated by 

using the test setup illustrated by the Block diagram in Figure 7.  

 
Figure 7 Block Diagram of Practical Validation setup for SE 

 

The practical validation was carried out to test the immunity of the 

designed shielding enclosure against EMP in real time. It was conducted in a 

semi-anechoic chamber; a room designed to completely absorb reflections[9] 

of either sound or electromagnetic waves.These chambers are perfect for 

military, automotive and commercial electronic testing which deal with 

electromagnetics and radio frequencies.For practical implementation, a Bi-

coni LPDA antenna was used as transmitter and a monopole antenna as 

receiver. The Bi-coni LPDA antenna has operating frequency range between 

300 MHz to 6GHz.  

The transmitter antenna and receiver antenna are kept 1 meter apart. A 

signal analyzer was to observe the values at receiver’s end and a signal 

generator was used to transmitter signal. 
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There are several key parameters and definitions that should be 

calculated and known while testing in practical environment. 

i. Signal level: It is quite important to understand a  signal generator’s 

power output or signal level. It is given in dBm and is a continuous wave 

(Sinusoidal) [12]. 

ii. Noise floor: It is the signal created from adding up all the unwanted 

signals within a measurement system. The noise floor consists of noise from 

several sources which includes thermal noise, noise from components etc. 

used to make the measurement system [13]. As the test is carried out in a 

semi-anechoic chamber the noise floor value is very less than compared to 

open environment. It is measured when no signal is applied from the signal 

generator. 

iii. Reference level: It is the reference value received by receiving antenna 

without shield when a signal is applied by using a signal generator [14]. This 

value is initially calculated and used to measure SE of shielded enclosure. 

iv. Dynamic Range:Dynamic range is the ratio between the largest and 

smallest values that a certain quantity can assume. It is often used in the 

context of signals. 

Dynamic range = Reference level – Noise floor 

Where, dynamic range above 60 dB is preferred to carry 

 outfurther testing. 

v. Spot frequency: As per the preferred standard for HEMP protection 

mentioned above, there are some limited frequencies where SE is to be 

calculated. The spot frequencies in this test vary in between 100 MHz to 

1000 MHz. 

The dimensions of the enclosure, waveguide and aperture used for 

practical validation of SE is the same as in the CST simulation [11]. The 

material used to make the shielding enclosure is galvanised iron and the 

waveguide is stainless steel. 

 

4.2 Calculation of SE and Observations 
 

 
 

Figure 8 (a)Test setup for calculating Reference level (without Shield) (b) Signal 

Generator and Signal Analyzer 
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Figure 8 shows  (a) Test setup for calculating Reference level (without 

Shield) (b) Signal Generator and Signal Analyzer.The SE is verified at  

different spot frequencies as per the standard at 30 MHz, 100 MHz, 500 

MHz, 800 MHz and 1000 MHz and the polarization verified are vertical and 

horizontal. The reason for applying both vertical and horizontal polarization 

is to find out the exact leakage[7] position of shield. 

Key Values:  

Input signal level is 0 dBm which is equivalent to 1mw. 

Noise floor = -115 dB 

Reference level (without Shield) = -55dB 

Dynamic range = Reference level – noise floor = 60 dB 

Figure  9 shows Since the dynamic range obtained is 60 dB it is 

preferable to conduct practical test for SE of shielding enclosure. The values 

as a result of the practical validation are exported into an excel sheet and then 

calculated SEof shielding enclosure for both configurations; with waveguide 

and circular aperture.  

 
 

Figure 9 Test Setup for Calculating SE of Shielding Enclosure 

 

5 Results 
 

 
 

Figure 10 SE of Shielding Enclosure with Waveguide after Practical 

Experimentation 
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Figure 10 shows SE of shielding enclosure with waveguide after 

practical experimentation. Figure 11 shows  SE of shielding enclosure with 

aperture after practical experimentation. The SE values for all the 

configurations at spot frequencies were verified by performing the above 

testing. The following are the results and plots as a result of practical 

validation.The shielding effectiveness of the enclosure has been plotted in a 

common plot to illustrate the deviation of the shielding behavior in all the 

positions are considered here. 

 

 
Figure 11 SE of Shielding Enclosure with Aperture after Practical Experimentation 

 

Shielding Effectiveness of enclosure is carried out and observed in both 

CST Simulations and Practical testing and both show similar trend i.e. SE of 

enclosure with waveguide is higher when there is no penetrating conductor 

followed by connecting to chassis and then at center than compared to the 

configuration with aperture. Compared to the SE values in CST Simulation, 

SE values as a result of practical testing are less because a lot of factors add 

up in practical testing including environmental noise. The main objective is 

achieved i.e. to show the degradation effects of penetrating conductor on SE 

of enclosure with different architectural POE and prove that a waveguide 

offers higher immunity against EMP than compared to an aperture. 

 
Table 2 Average SE of Enclosure of  CST and Practical Results 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

Conductor position 

Enclosure with 

waveguide 

Enclosure with 

aperture 

CST Practical CST Practical 

No penetrating 

conductor 
95 dB 60 dB 75 dB 48 dB 

Conductor at 

center of waveguide 
60 dB 49 dB 43 dB 32 dB 

Conductor 

connected to the 

chassis 

78 dB 40 dB 59 dB 39 dB 
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Table 2 consists of the average value of shielding effectiveness of the 

shielding enclosure when projected to a plane wave in simulation and EM 

signal in practical validation  for all configurations considered in this paper. 

 

6 Conclusion 
 

This paper analyses the important rolearchitectural POEs have in 

protecting critical electrical equipment from EM fields generated from an 

EMP source along with the effects of penetrating conductor on SE of 

enclosure.The SE of enclosure when a waveguide is introduced is high 

becausea waveguide is a metal tube or pipe wherethe electromagnetic field 

propagates lengthwise whereas in case of a circular aperture the SE is low 

due to leakage of EM field through aperture and the signal received inside 

shielded enclosure is more. Hence for achieving greater SE, a waveguide is 

preferablybetter architectural POE for protection against EMP than compared 

to a circular aperture.  

All the SE values obtained are in the range of 30 to 95 dB for the above 

modelled and practically verified design and it offersgoodattenuation against 

external EM fields from an EMP source. Thus, the above modelled design 

can be used to protect critical electrical equipment like high technology 

microcircuits, PCB’s etc. primarily used in critical infrastructure and defense 

equipment. 
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