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Abstract 
  

Biometric authentication is a system used for recognizing an individual 

according to their physiological and behavioral characteristics, Recently, the 

application of biometric authentication is the most useful in cybersecurity 

such as fingerprints, facial, and voices. Traditional authentication such as 

password and PIN have been used for a decade, however, they bring 

drawbacks to the users which were attacked by cybercriminals. Therefore, 

the brainwave of electroencephalogram (EEG) is proposed as the biometric 

trait to encounter the problems faced. The aim of this study is to explore the 

feature extraction method by applying the power spectral estimation method 

as linear feature analysis such as the Welch method, Burg Method, Yule-

Walker method, Covariance method and Modified Covariance method. After 

extracting five features, the statistics of mean, median, variance, and the 

standard deviation is computed and fed into three types of shallow classifiers 

including the Neural Network, K-Nearest Neighbors, and Support Vector 

Machine. As a result, the Yule-Walker feature contributes to the highest 

average accuracy and the Neural Network using Levenberg-Marquardt (LM) 

has achieved the highest accuracy for all frequency bands. In fact, the highest 

frequency band obtained by gamma (30-45 Hz) followed by highbeta 
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 (20-30 Hz), lowbeta (13-20 Hz) and alpha (8-13 Hz). Overall, all three 

features and three classifiers are able to achieve between 70.1% to 98.2% of 

accuracy which shows that it can differentiate between different tasks. 
 

Keywords: Familiar, Unfamiliar, Burg, Covariance, Yule-walker, Welch, 

Modified Covariance, Support Vector Machine, K-Nearesr Neighbors and 

Neural Network 
 

1 Introduction 
 

Biometric authentication is a tool used for recognizing a person 

according to their physiological and behavioral characteristics [1]. The 

physiological and behavioral of an individual also known as the biometric 

trait has its uniqueness ability to differentiate a person from the other. For 

example, fingerprint, palms, iris, voices, electroencephalography (EEG), 

electromyography (EMG), and electrocardiography (ECG) [2]. Recently, 

biometric authentication is used to define and recognize an individual that is 

often applied for security purposes [3]. This is due to the traditional text-

based password authentication and Personal Identification Number (PIN) 

brings drawbacks such as cybercriminals. These applications might be 

costless, easy to be used in daily life, and able to memorize, however, it can 

be also forgotten [5] and tend to be stolen [4]. 

Therefore, EEG gained more interest as a biometric trait and received 

more attention from researchers around the world to develop a new advanced 

authentication system to overcome the problem. EEG is reported to be more 

robust against criminals and hold unique characteristics. A long time ago, 

EEG had been focused on diagnostic purposes to detect and classifiy mental 

disease and trauma such as epilepsy and schizophrenia [6]. This study aims 

to examine the authentication of an individual based on their familiarity 

including names, personal images, famous images, logos, objects, and 

moving images as the experimental protocol. The EEG signal is acquired, 

filtered, and extracted using power spectral density (PSD) analysis to obtain 

the subject‟s familiarity by using several classification methods. 

For general information, EEG was developed to record brain activity over 

the scalps produced by the neuron within the brain in a non-invasive way [7]. 

Voltage is the unit for measuring specifically the electrical activity in the 

range of 5 to 100 µV which is produced by the summation of the excitatory 

and large number of brain cells firing from the brain [8][30]. The human 

brain is composed of four main regions: frontal lobe (F), parietal (L), 

temporal lobe (T), and occipital lobe (O) which play important roles for 

many types of brain activity such as thinking, calculation, recognition 

process, and reading. EEG signals are composed of five main brain waves 

that showed in Table 1.  

Why is EEG as Biometric? This is due to the fact that EEG has unique 

points against the biometric attacks especially false enrolment in the system  
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and fake physical biometric. One of the unique points is the fact that EEG 

has more secured compared to other biometric such as fingerprint and facial. 

The fake physical biometric would not viable because EEG has specific 

mental task to create specific EEG signal, thus it could not be duplicated and 

mimic. Each individual has different way of processing the mental tasks, so 

that if EEG is implemented as biometric in authentication system, the 

attackers may have difficulty to obtain authentication within the system. On 

the other word, the EEG signal are impossible to copy. Furthermore, the EEG 

signals can only be recorded through living human whereas the dead body 

has no possibility to produce EEG signals as the stealing of signals can be 

prevented. 
 

Table 1 The Summary of Brain Waves [14]. 

Waves Frequen

cy (Hz) 

Behaviour 

Trait 

Signal Waveform 

Delta 0.3 - 4 Deep sleep 

 
Theta 4 - 8 Meditation 

 
Alpha 8 - 13 Relax 

 
Beta 13 - 30 Focus 

 
Gamma Above 

30 

Unifying 

consciousn

ess 
 

  

This paper is structured as follows: Section 2 reviewed the literature 

survey that related to this paper. Section 3 explained the state of contribution. 

Section 4 discussed the experimental methodology that includes data 

acquisition, signal pre-processing, feature extraction and classification. 

Section 5 presented the experiment results and Section 6 describes the 

discussion and conclusion of this study. 

 

2 Literature Survey 
 
 Actually, there are many researches explaining the state of art to develop 

suitable EEG-based authentication systems. As the advanced technology is  
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improved, the development of EEG analysis has also grown to overcome 

certain problems related to neural processing. For example, Wang et al. [9] 

proposed analyzing brain connectivity graphs as the feature extraction to 

improve the recognition rate and inter-state stability of EEG-based biometric 

identification systems. Alyasseri et al. [10] designed improved channel 

selection with hybrid flower pollination algorithm to select suitable number 

of channels with good accuracy for person identification. Wilaiprasitpron et 

al. [11] improved the person identification using their proposed deep learning 

approach (Convolution Neural Network (CNN) + Recurrent Neural Network 

(RNN)) for classification step. Albasri et al. [12] implemented new feature 

enhancement based on the energy ratio electrode for EEG subject 

identification. Yamashita et al. [13] examined the signal pre-processing 

method by comparing bandpass FIR filter and bandpass Butterworth IIR 

filter, and then the results showed the bandpass FIR filter obtained the lowest 

equal error rate (EER) with 5.733.  

Although, the research of EEG is exponentially progressing and 

continuous advancement over the time, however, there are no commercial 

products for EEG-based biometric authentication available in the real world. 

The most crucial step into the EEG-based authentication is the tasks made for 

the users. This step requires physical or mental activities so that the brain 

responds to produce the EEG signals. One of the popular tasks is motor 

movement/imagery in which the subjects performed the fists and legs 

movement in real and imaginary [14]. Moreover, visual stimulation has also 

been applied as a task by many researchers. For instance, Chen et al. [15] 

used the database in which the EEG signals recorded the visual evoked 

potential by asking the subjects to watch music videos. Yousefi et al. [16] 

acquired the EEG signals by performing visual stimuli for specific pictures 

and then asked the subjects to imagine the same picture. Seha et al. [17] 

applied auditory stimulation using Vivosonic V500 and then recorded the 

EEG signals for human recognition. The results obtained for m-40 and m-80 

were 94.55% and 96.5% of CRR. Nakanishi et al. [18] used personal 

ultrasound stimulation for 240s for EEG-based biometric.  

The development of an EEG-based biometric authentication system has 

required experimental design, signal processing analysis and classification 

steps. Each step has a different state of art shown by the previous research. In 

this research, the experiment was designed for the visual stimulation of 

familiar and unfamiliar images and recorded the EEG signal while the 

subjects watched the images. Then, the analysis of power spectral estimation 

using Welch method, Burg method, Yule-walker method, Covariance and 

Modified Covariance method. Each of the methods were evaluated using 

hypothesis testing and machine learning. This research also extracted four 

types of frequency bands alpha, lowbeta, higbeta and gamma and 

investigated the performance of each frequency band using the best feature 

extraction. Lastly, the result of the best frequency used to find out the 

dominant brain regions (occipital, temporal, parietal and frontal) based on  
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Emotiv Epoc+ with 14 channels to select the suitable channels used for 

practical authentication which at least one or two channels will be selected as 

the best performance classification for familiar and unfamiliar images 

response.  

 

3 State of Contribution 
 

 In this contribution, the research intends to tackle the uniqueness by 

designing an experimental protocol to record the EEG signals which is based 

on the familiar and unfamiliar images response by the subjects. The 

uniqueness is defined as the suitability as a biometric to recognize the 

individual characteristics. This research designed the experimental protocol 

based on the familiar and unfamiliar images to be the stimulation of the 

brain. Each individual will produce different brain responses which also 

produce different brain waves in alpha, beta and gamma. Then, the analysis 

of power spectral estimation was done to select the best method for the 

familiar and unfamiliar images brain response. The performance for each 

feature was evaluated by the conventional shallow classifiers.  

This research approached to design of a system which can overcome the 

cyber criminals. Over the years, the cubercriminals has reported the most 

profitable than other criminal activities. It costed the financial losses to cover 

up these issues while the privacy data being hacked by unauthorized people 

to access the information especially from government, financial, military etc. 

Based on the Comparitech, the least cyber-secure countries including 

Banglades, Indonesia, Vietnam and Algeria whereas the most equipped 

country with high-tech cyber security is Japan. Mostly, the cyber criminals in 

hacking have their own possible ways to hack the devices and systems using 

artificial biometrics. For example, the „fingerprint gummy‟ and 3D model 

face. In such a way, the EEG is introduced in biometric field to overcome the 

worldwide problem which in Section 1 explained the advantages of EEG 

implemented as biometric in authentication system. 

 

4 Method 
 
 The experiment was designed with the goal of finding evidence of the 

EEG signals classification signals used to authenticate between the subjects 

by exposing the subjects to the familiar and unfamiliar images. It is suitable 

used in cybersecurity due to the familiarity that will increase identification 

accuracy and helps generalization of the recognition process under a variety 

of recognition conditions in the individual [19]. This study consists of two 

part of methodology which is the experimental protocol and the EEG signal 

processing. The flow of EEG signal processing constructed into of three  
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stages; signal pre-processing, feature extraction and classification as shown 

in Figures 1. 

 
 

 

Figure 1 The Flow of EEG Signal Processing 

 

4.1 EEG Signal Acquisition 
   

4.1.1 The Participants 
 

There are five healthy subjects (all females aged between 20 to 25 years 

old) were enrolled in this experiment. All of them were in good health and 

had not influenced by drugs and alcohol. Before the experiment began, all 

subjects were asked to fill in the Informed Consent form and Survey form to 

get their approval for collecting EEG signals and to collect the familiarity 

information from the subjects respectively. In addition, all subjects 

understood the experiment procedure and the objective of the experiment. 

 

4.1.2 Data Collection 
 

A dataset was generated by recording EEG signals of the subjects by 

exposing them to two sets of set A (familiar images) and set B (non-familiar 

images). The images consisted of seven categories of the familiar and 

unfamiliar picture include nicknames images (Block A), a group of people 

(Block B), logos (Block C), moving images (Block D), objects (Block E), 

personal images (Block F) and famous images (Block G). Each category took 

60 seconds to display 12 different pictures. The duration of the experiment is  
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720 seconds. The flow of the experimental protocol is shown in Figure 2 (a). 

Seven tasks were performed in an autonomous manner so that less interaction 

between the subject and the investigator. Each task consisted of 12 images 

sequences within 5 seconds and continuously for 60 seconds which can be 

seen in Figure 2 (b). 

 

 
(a) 

 

 
(b) 

 
Figure 2 (a) The Flow of EEG Signal Processing (b) The Schema for the Stimuli 

Sequence 

 

In this study, the experiment was set in Biomechanics Lab, UniMAP and 

all subjects were sat in a room with controlled and consistent oxygenous 

lighthing and free from noise and electromagnetic radiation. The subjects 

were asked to sit in front of a laptop approximately 50 cm on a comfortable 

chair with an EEG device attached to their head. The experiment provided 

EMOTIV EPOC+ with 14 channels (AF3, AF4, F7, F8, F3, FC5, FC6, F4, 

T7, T8, O1, O2, P7, P8) to record the EEG signals and follows the 

international 10/20 electrode location system. Figure 3 shows the electrode  
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placement of the EMOTIV EPOC+ device for 14 channels used in this 

experiment. The sampling frequency and the sampling frequency bandwidth 

were automatically set to 128 Hz and 0.2 – 45 Hz for EEG signal recording 

respectively with digital cut-off filters at 50 and 60 Hz. Overall, the 

parameters were set and the dataset generated 14 X 537600 as shown in the 

Table 2. 

 
Table 2 The Experimental Parameters 

 
Parameters Values 

Devices EMOTIV EPOC+ (14 channels) 

Channels AF3, AF4, F7, F8, F3, F4, FC5, FC6, T7, T8, P7, P8, O1 & 

O2 

Participants 5 subjects (all females and aged between 20 to 25 years old) 

Sampling rate 128 Hz 

EEG length data 7680 sample data within 1 minutes 

Overall dataset 

before feature 

extraction 

Column: 14 channels 

Row: 128 Hz per seconds X 60 s of duration task X 2 tasks 

(familiar and unfamiliar) X 7 blocks X 5 subjects 

 

 
 

Figure 3 (a) EMOTIV EPOC+ Device (b) The Electrode Placement According to 

the International 10\20 Electrode Location System 

 

4.2 Signal Pre-processing 
 

The next stage after the EEG signals were collected is pre-processing. 

This stage was performed to remove the unwanted artifacts and noise 

captured during the experiment session. Essentially, the recorded EEG was 

contaminated by biological noise such as eyeblink, eye movement, tongue 

movement and surrounding artifacts, hence the pre-processing step is 

required to extract the meaningful signals. It should be pointed out that the 

recorded EEG signal was firstly re-referenced using Common Average  
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Reference (CAR) and then removing the baseline. Next, Independent 

Component Analysis (ICA) was used to remove eye blink artifacts and other 

unwanted noise. Meanwhile, the FIR bandpass filter type 1 was applied to 

extract four types of frequency bands which include alpha wave (8 – 13 Hz), 

low-beta wave (13 – 20 Hz), high-beta wave (20 – 30 Hz), and gamma wave 

(30 – 45 Hz). Due to the recorded EEG signals are too lengthy, the recorded 

60 seconds were segmented into 1 second per epoch, as a result 840 epochs 

for each channel from two sets of categories. Therefore, there were 5880 

epochs in the datasets from 7 subjects and 14 channels dimensional (5880 x 

14) units. 

 

4.3 Feature Extraction 
 

As linear parametric, power spectral estimation has been widely used in 

EEG signal processing to analyse the EEG signal. Variety methods of power 

spectral estimation have been proposed in the last few decades which the top 

three most used for EEG-based biometric authentication and other EEG-

based research including the Welch method [20], Burg method and Yule-

walker method (YW). However, there are two more methods of power 

spectral estimation included in this study which are the Covariance method 

(Cov) and the Modified Covariance (Mcov) method.  Thus, there were a total 

of five methods of power spectral estimation used for extracting. In general, 

the power spectral estimation features explain the process of the power 

signals distributed with the frequency that measured the strength of energy in 

linear prediction for each frequency band. 

In this study, the power spectral estimation features were implemented 

and then the statistical feature was performed to select a method to reflect 

covariates for scientific analysis. This study performed the mean, median, 

standard deviation, and variance. It is worth pointing out that the parameters 

from the statistical features are selecting the values to reflect the covariates 

for scientific analysis. 

 

4.4 Classification 
 

4.4.1 Multilayer Perceptron (MLP) 
 

MLP is a supervised machine learning which follows the mechanisms of 

biological sensory by transmitting a signal to the brain via neurons to process 

and solve problems. MLP has three layers: input layer, hidden layer, and 

output layer which is shown in Figure 4. In this study, the number of hidden 

neurons in the hidden layer is constant to be 20 and the training function used 

in MLP is Levenberg- Marquardt (LM) for prediction of familiar and 

unfamiliar tasks. In MATLAB, LM is the fastest training function and able to 

achieve good performance of classification in pattern recognition. The  
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datasets divided into three evaluations: 80% for training; 10% for validation; 

and 10% for testing. 

 
 

Figure 4 The Architecture of Multilayer Neural Network in MLP 

 

4.4.2 Support Vector Machine (SVM) 
 

SVM is also a supervised learning machine specifically for classification 

and regression. Also, SVM is based on kernel approaches such as the linear 

kernel, polynomial kernel, and gaussian kernel. The ideology of SVM is by 

finding the hyperplane that can differentiate between two classes. Gaussian 

kernel or radial basis function (RBF) kernel which the popular kernel 

approach is used in this study that the targets depend on the distance from the 

origin of some point. 

 

4.4.3 K-Nearest Neighbors (KNN) 
 

KNN is a non-parametric supervised learning algorithm in machine 

learning which is identifying the testing class prediction according to the 

majority class of K-NN training class prediction. K-NN is the most 

commonly used by many researchers due to simple and easy to implement by 

setting up the value of K (odd number). The K-NN computed the majority by 

the distance of Euclidean and took the nearest distance of Euclidean. This 

study selected K=7 because taking an odd number for 2 classes (familiar and 

unfamiliar) to avoid the ties. 

In this study, the power spectral estimation features were implemented 

and then the statistical feature was performed to select a method to reflect 

covariates for scientific analysis. This study performed the mean, median, 

standard deviation, and variance. It is worth pointing out that the parameters  
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from the statistical features are selecting the values to reflect the covariates 

for scientific analysis. 

 

4.5 Performance Metrics 
 

To assess the potential application performance of a system, it is crucial 

to compare the quality of the system. Hence, hypothesis testing was done to 

compare the difference between the familiar and unfamiliar visual 

response.  10-fold cross validation is applied to validate the performance of 

the EEG-based biometric authentication system where 90% of 5880 dataset 

represented as the training set whereas the remaining were used as the testing 

dataset. The average of 10 times validation was achieved as the indicators of 

the performances. In addition, the performance indicators include the 

accuracy, the false acceptance rate (FAR) and the false rejection rate (FRR) 

for performance evaluation. The accuracy represents the correct rate, the 

FAR represents the error results from two different persons to be from the 

same person and the FRR represents the error results from the same person to 

be from two different people [21,22]. Accuracy above 90%, FAR below 10% 

and FRR below 10% for the features will be selected for further analysis. 

 

5 Result 
  
 This study was to explore the power spectral estimation as a linear 

feature by evaluating each method using the shallow classifiers. 

 

5.1 Analysis of Power Spectral Estimation between Familiar and 
Unfamiliar Images Response 
 

To assess the potential application performance of a system, it is crucial 

to compare the quality of the system. Hence, hypothesis testing was done to 

compare the difference between the familiar and unfamiliar visual 

response.  10-fold cross validation is applied to validate the performance of 

the EEG-based biometric authentication system where 90% of 5880 dataset 

represented as the training set whereas the remaining were used as the testing 

dataset. The average of 10 times validation was achieved as the indicators of 

the performances. In addition, the performance indicators include the 

accuracy, the false acceptance rate (FAR) and the false rejection rate (FRR) 

for performance evaluation. The accuracy represents the correct rate, the 

FAR represents the error results from two different persons to be from the 

same person and the FRR represents the error results from the same person to 

be from two different people [22]. Accuracy above 90%, FAR below 10% 

and FRR below 10% for the features will be selected for further analysis. 
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Table 3 The Paired Sample T Test Significance Means Difference (p<0.05) 

 
Ch. Significance p-value of EEG Features 

Burg Welch Cov Mcov. YW 

AF3 0.000 0.000 0.330 0.333 0.000 

F7 0.000 0.172 0.317 0.318 0.519 

F3 0.000 0.000 0.000 0.000 0.000 

FC5 0.000 0.000 0.000 0.000 0.000 

P7 0.000 0.000 0.000 0.000 0.043 

T7 0.000 0.134 0.046 0.046 0.420 

O1 0.000 0.000 0.000 0.000 0.000 

O2 0.000 0.704 0.978 0.978 0.174 

T8 0.000 0.000 0.000 0.000 0.000 

P8 0.000 0.403 0.894 0.892 0.000 

FC6 0.000 0.000 0.778 0.804 0.000 

F4 0.010 0.878 0.693 0.693 0.338 

F8 0.000 0.000 0.309 0.300 0.000 

AF4 0.000 0.422 0.111 0.119 0.000 

 

As the Table 3 shown, there are significant differences for different 

power spectral estimation from EEG signals between familiar and unfamiliar 

images regarding 14 channels. For Burg method, all channels obtained the 

best significance difference which p-values for all channels were below 0.05, 

while Welch method obtained 8 channels, the Yule-walker method obtained 

10 channels and the least channels obtained by Covariance and Modified 

Covariance method with 6 channels. Also, the Covariance and Modified 

Covariance had approximately the same p-values for all channels. 

Table 2 also revealed that F3, FC5, P7, O1, and T8 were the five 

channels with all features had the high significance differences. These five 

channels may have higher possibility to be selected channels as one or two 

sensors to practically develop EEG-based biometric authentication. This is 

because the channels showed the importance of channels corresponding to 

the power spectral estimation features from the EEG signals.   

 
5.2 Analysis of Feature Extraction Based on the Classification 

Model 
 

To investigate the performance of each feature, this study compared all 

features to the performance of SVM, MLP and KNN using the accuracy, the 

FAR and the FRR. In Table 4, their performance shows that Welch and Yule-

walker feature set outperform other features significantly. For instance, the 

best accuracy of Welch and the Yule-walker method are 97% and 96% 

respectively. The best accuracy for Burg, Covariance and Modified 

Covariance are 88.8%, 94.5% and 89.9% respectively. Furthermore, the FAR 

and FRR for Welch and Yule-walker also obtained below than 5%. However, 

the result for the paired sample t test and the performance of classifiers 

shows oppositely which Burg method could not achieve greater than 90%  
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while the hypothesis for all channels were high significance difference. 

Overall, Welch and Yule-walker are selected for the next experiment. 

Taking the Welch and Yule-walker of 14 channels with 8 – 45 Hz 

frequency band, it can be seen that the accuracy of MLP (97.0%) < KNN and 

SVM (92.5%) and MLP (96.0%) < SVM (90.5%) < KNN (90.3%). For FAR 

and FRR, the Welch achieved MLP (3.0%, 3.0%) < KNN (7.2%, 7.7%) < 

SVM (10.8%, 4.4%) and the Yule-walker achieved MLP (4.1%, 3.8%) < 

KNN (9.6%, 9.7%) < SVM (13.4%, 5.5%). From the result, it can be 

observed that the classifier by using MLP can obtain the better performance 

accuracy, FAR and FRR according to Welch and Yule-walker and hit the 

highest average accuracy of 97.0% and the lowest FAR and FRR of 3.0% for 

Welch method. This means that the Welch could have a significant influence 

on EEG-based biometric authentication in practical application. 

 
Table 4 The Average Accuracy, FRR and FAR for three Classififiers based on the 

Different Features. 

 
 Burg Welch Cov. Mcov. YW 

MLP-Acc 70.8%3 97.0% 94.5% 49.9% 96.0% 

KNN-Acc 87.2% 92.5% 87.2% 87.2% 90.3% 

SVM-Acc 88.8% 92.5% 89.8% 89.9% 90.5% 

MLP-FAR 26.6% 3.0% 5.6% 93.8% 4.1% 

KNN-FAR 12.7% 7.2% 12.9% 13.0% 9.6% 

SVM-FAR 15.3% 10.8% 10.5% 8.6% 13.4% 

MLP-FRR 31.8% 3.0% 5.5% 6.3% 3.8% 

KNN-FRR 12.9% 7.7% 12.7% 12.7% 9.7% 

SVM-FRR 7.1% 4.4% 9.8% 11.6% 5.5% 

 

 

5.3 Analysis of Classification Model According to the Frequency 
Band 
 

The result of classification accuracy for two features; Welch and Yule-

walker for each frequency since these features obtained greater 90% of 

accuracy and less than 5% of FRR and FAR. The result is shown in Table 5. 

The average accuracy percentage is calculated to obtain the best feature 

among Welch and Yule-Walker according to the frequency band mentioned 

in the previous section. The overall result is the range of accuracy between 

75.5% to 98.2% for Welch whereas 75.6% to 98.1% for the Yule-walker 

method. 

Taking average for all frequency band, it can be seen that the 

performance accuracy of MLP (98.1%) > SVM (96.7%) > KNN (96.1%) for 

the Yule-walkers and achieved the highest average for gamma band with 

97.0% and 93.9% for the Welch method. It can be concluded that gamma 

band with 30 – 45 Hz has greater significance in the authentication system 

and maybe close to the highbeta band since the highbeta band also obtained  
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above 90% accuracy for Welch and Yule-walker feature set. Moreover, it 

could be effective that the highbeta and gamma implement in the practical 

EEG-based biometric authentication system. 

 
Table 5 The Average Accuracy three Classififiers based on the Frequency Band 

using Welch and Yule-walker. 

 

 Alpha Lowbeta Highbeta Gamma 

Welch     

MLP 79% 95.5% 98.2% 

(max) 

97.4% 

KNN 75.5% 

(min) 

77.7% 87.2% 90.5% 

SVM 82.3% 85.3% 90.6% 93.8% 

Average Accuracy 78.9% 86.2% 92.0% 93.9% 

YW     

MLP 85.7% 94.0% 98.1% 98.1% 

KNN 75.6% 84.7% 91.6% 96.1% 

SVM 83.2% 90.4% 94.0% 96.7% 

Average Accuracy 81.5% 89.7% 94.6% 97.0% 

 

5.1 Analysis of Brain Region and Number of Channels According 
to Gamma Band 
 

To explore the effect of brain region for the detection channels, four main 

brain regions were selected which are frontal, temporal, parietal and occipital 

composed of 8, 2, 2 and 2 channels respectively. These regions were 

analysed with the same classifiers for gamma band in the Yule-walker 

feature set 10 times repetition to calculate the classification accuracy and 

average the accuracy. 

As shown in Table 6, the trend variation of the average accuracy of 

different classifiers is the same where the frontal lobe has the best 

performance, followed by temporal, parietal and occipital for all classifiers. 

For instance, for classifier MLP, the average of frontal is 97.2%, temporal 

(88.0%), parietal (87.1%) and occipital (79.0%). All three classifiers 

achieved frontal > temporal > parietal > occipital decreasing order. Basically, 

the frontal has more channels than other brain regions using Emotiv Epoc+ 

which temporal and parietal shows the performance consistency for 2 

channels. However, the occipital performed less accuracy because the values 

of accuracy is slightly dropped than temporal and parietal. To conclude that 

the greater the number of channels, the accuracy may be achieved the ideal. 

However, the greater the number of channels will multiple the complexity of 

the system and attachment of channels will discomfort the subjects. In the 

practical world, fewer channels should be considered as long as the system 

could perform very well. 
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Table 6 The Average Accuracy three Classififiers based on the Brain Region using 

Gamma Band in Yule-walker Feature. 

 
 Frontal 

(8 channels) 

Temporal 

(2 channels) 

Parietal 

(2 channels) 

Occipital 

(2 channels) 

MLP-ACC 97.2% 88.0% 87.1% 79.0% 

KNN-ACC 91.5% 79.0% 77.5% 66.8% 

SVM-ACC 92.1% 81.6% 81.0% 71.4% 

 

5 Discussion and Conclusion 
  

The proper selection of features from EEG signal analysis plays an 

important role for the authentication and identification problem. This 

research work has been conducted power spectral analysis to extract the EEG 

feature that involves the Welch, Yule-Walker, Burg, Covariance and 

Modified covariance method. Also, the classification of EEG tasks 

implemented the conventional shallow classifiers; MLP, K-NN and SVM. As 

results, the Yule-Walker and Welch show the best accuracy among five 

features and using MLP has achieved the best classification. The 

characteristics of Yule-Walker method which applying window data and 

forming s biased estimate of the signal‟s autocorrelation function. The 

method also is solving the least squares minimization of the forward 

prediction error. In theory, the Yule-walker method produces a stable power 

spectral estimation model. While, the Welch method is a non-parametric 

estimator that follows the concept of periodogram spectrum estimates. For 

Welch and Yule-walker method, both of the estimators are the spectral 

estimation analysis of signals. The strategy of using power spectral 

estimation can remarkably achieve good classification for EEG-based 

authentication systems as the 10-fold cross validation was done for the 

performance computation.  

The Yule-walker method is efficient which achieved the highest accuracy 

for average classification using MLP, K-NN and SVM compared to the 

Modified Covariance method and the Welch method. It is appropriate to 

compare the yielded results with the previous related works. Bashar et al.  

[27] proposed a feature using the Multiscale Wavelet Packet Statistics (WPS) 

and the Multiscale Wavelet Packet Energy Statistic (WPES) for the resting 

state open and close eyes condition for 9 subjects. These features classify the 

tasks using SVM and ANNs which then achieved 66.67% to 94.44% of true 

positive rate (TPR). Elakkiya et al. [29] applied the Yule-walker method for 

evaluating read, relax, maths and spell tasks. As a result, theYule-walker 

achieved 95%, 89%, 95% and 96%. The summary of literature explained In 

Table 7 which comparing the previous research with this research work in 

the features, classifiers, stimuli and result parts. Overall, this research able to 

achieve better result in accuracy for three classifiers to classify the familiar  
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and unfamiliar brain responses. The result has shown that this research 

reached above 90% of accuracy. 
Table 7 The Summary of Literatures. 

 
Authors Feature Classifiers Stimuli Accuracy (%) 

Chen et al. 

(2019) 

PSD 

AR (6
th

 

order) 

CNN+GSLT Visual 

(watch music 

video) 

96% 

Yousefi et 

al. 

(2020) 

PSD LDA 

SVM 

Visual 

(watch 

specific 

picture) 

88% (SVM) 

86% (LDA) 

Seha et al. 

(2020) 

PSD LDA Auditory 96.5% 

This 

research 

work 

Welch 

Yule- 

walker 

SVM 

MLP 

KNN 

Visual 

(familiar and 

unfamiliar) 

97%, 96% (MLP) 

92.5%, 90.3% (KNN) 

92.5%, 90.5% 

(SVM) 

 

Moreover, the highbeta and gamma shows the dominant frequency 

appeared in this research work related to the tasks of watching familiar and 

unfamiliar images. Based on Table 1, beta is the significance frequency band 

in focus activity, hence, watching familiar and unfamiliar pictures is related 

in the focus activity brain [23]. The higher the frequency band, the more 

focused the subjects in task. Besides, the task itself activated the brain that 

was associated with a semantic, episodic and emotional emotion about the 

picture. This can include a name, profession, hobbies, emotional information 

and memories especially for human picture [24].  However, the result 

classification shows the frequency of highbeta (20 – 30 Hz) and gamma (30 – 

45 Hz) are equally the highest among other frequency bands (alpha and 

lowbeta). Thus, the gamma also plays an important role to show the unifying 

consciousness when the subject was experiencing peak concentration and 

information processing during the experiment [25]. 

In this paper, the objective approached the feature extraction step using 

the power spectral estimation in EEG-based authentication system based on 

familiar and unfamiliar images tasks obtained from 7 subjects. The classifiers 

performed with good classification by achieving higher success rate (>70%) 

especially Welch and Yule-walker (>90% accuracy and <5% FAR and FRR) 

was compared in Table 3. The analysis was extended to the frequency band 

selection in Table 4 where the gamma and highbeta have higher potential to 

apply in the system since both of the bands show the accuracy above 90% of 

accuracy performance. 

There are some drawbacks of this research that the number of sample 

sizes was too small with 7 subjects. Moreover, only five power spectral 

estimation; Welch, Yule-walker, Burg, Covariance and Modified Covariance 

were implemented in this study and the combined features set was excluded.  
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The combined features should be studied further to compare the performance 

of the classifier either it can be used to improve the accuracy or not. 

Furthermore, this study only focused on the power spectral estimation, 

however in the real world there are various types of features that can be 

implemented in the biometric system such as entropy-based features and 

wavelet packet decomposition-based features. 

Therefore, in the future, this research work will increase the number of 

subjects to having larger EEG databases for the subjects authentication. The 

various feature extraction steps will be applied and analysed if it is suitable 

for the system. Moreover, the feature fusion will be explored towards the 

development of robust authentication system incorporation of the larger 

database to get best accuracy in classification tasks. 
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