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Abstract 
 

Detection of interference is one of the most significant concerns in today's 

environment. New threats are used every day in order to break the integrity 

of networks and these zero-day attacks are not identified by signature-based 

security systems. To effectively manage these types of attacks, an anomaly-

based intrusion detection framework, especially one that uses a machine 

learning method, is needed. With the developments of big data technology, it 

has been simpler to store and manage data, thus big data analytics has 

become an invaluable method for multiple tasks. We suggest a method for 

the analysis of intrusions in network networks utilising real-time big data 

analytics in this study. The architecture is focused on Apache Spark, which, 

after the usual activity of the device, runs anomaly detection algorithms on 

streaming data after it has been educated offline. For contrast, two related 

machine learning solutions have been applied separately: long-term recurrent 

neural networks for short-term memory and deep reinforcement learning. 

Reinforcement education is focused on variations of state and intervention 

with corresponding good or harmful honours. Alerts on assaults and non-

alerts on usual behaviour are favourably compensated for preparing learning  
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agents for the answer in this thesis. Through using them for Q-learning, 

reinforcement learning is merged and enhanced with neural networks. For 

experimentation, a range of intrusion detection datasets from the literature, 

including NSL-KDD is used. Experimental results shows that the proposed 

model works effectively compared to existing models. 

 

Key Words: Intrusion detection, Deep learning, Deep Q Model, Security, 

internet, Energy Efficient 

 

1 Introduction 
 

The industries of today depend highly on IT infrastructure, and this is a 

cause for great concern. An enterprise's key assets are the Internet, 

information networks and databases, and their security has improved over 

recent years. Any effort to break the secrecy, dignity and usability of any 

knowledge property or the information itself, whether good or unsuccessful, 

is called a security assault or intrusion. This pattern is so prevalent today that 

the CERT-CC agreed in 2003 to avoid documenting the amount of computer 

attacks and to concentrate on seeking alternative approaches for calculating 

the activity of internet-based protection incidents. As expressed in the CSI 

Cyber Crime & Protection Survey, there is a major economic effect on the 

development of IT security accidents. This annual survey on computer 

security concerns among organisations in the USA has been conducted by the 

Information Security Institute (CSI) and the FBI since 1996. An total loss of 

US$ 289,000 per organisation in 2008 due to IT safety accidents was 

recorded in this analysis. In today's data network architecture, denial of 

service (DoS) and distributed service denial (DDoS) assaults are two major 

threats. Such risks are not fresh and occur in many various ways. Generally 

speaking, through removing main instruments from the target or by 

manipulating vulnerabilities that render the aim unavailable, the intruder 

refuses legal services. In 2008, 21 percent of security events were either a 

DoS attack or a DDoS attacker, according to the CSI Cyber Crime & Safety 

Report. The Flooding-Base DoS (FBDoS) and the Flooding-Base DDoS1 are 

special instances of DoS. (FBDdoS). This is typically focused on a torrent of 

packets designed to exhaust the survivor's primary capital. CPU capacity, 

memory, networking, server connections, or a combination of them may be 

the assets. This assaults are usually carried out over a distance utilising an 

army of infected hosts. Because they are masked as regular traffic, it is 

complicated and frustrating to locate them. It is important to study, improve 

and manufacture instruments and mechanisms against these threats because 

of their adverse effects. Arbor Networks reported in its annual Worldwide 

Infrastructure Protection Report that in 2008, a single DoS assault exceeded 

40 Gbit/s. In 2009, they anticipated a big attack to reach 100 Gbps. It is  

significant degradation in malicious bandwidth, and a major problem for 

owners of ISPs and data centres.  

An undeniable aspect of our existence has been the Internet and 

computer networks. In order to help us maintain critical infrastructures, such  
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as financial, educational and medical networks, we have important data 

network experience. Our lives would be profoundly affected if the activities 

of these networks are interrupted. The financial gains of managing or 

possessing the data exchanged by these networks have drawn the interest of 

criminal organisations. A major impediment to daily networking is FBDoS 

and FBDDoS. Today, these attacks are going to destroy almost every amount 

of network. Intrusion security systems (IDSs) have been able to secure 

information networks for several years. IDSs has played an important 

position since its inception in promoting data networks and information 

structures against intruders and threats. There are occasions in which, taking 

into account prior studies, IDSs have not met all the requirements in modern 

computer systems. Detection of risks from FBDoS and FBD-DoS is one of 

these fields. For such threats, a big challenge is that they also have all of the 

normal traffic attributes that make it impossible to identify them as malicious 

activity. In order to address this issue, the usage of multiple data sources has 

produced promising effects. These technologies, however, involve manual 

and complicated installations that do not fulfil the scalability criteria of 

complex ecosystems[1-10][21-23][26][30-34].  

DoS and DDoS attacks pose a latent threat to the resources of the 

Internet. Important services, such as email and web server networks, can 

easily be disrupted by these assaults. In its 2008 report, Arbor Networks 

discusses how the overall traffic generated by single DDoS attacks has risen. 

The analysis estimates that in 2008, a single DDoS surpassed a 40 Gbps cap 

and the peaks are expected to be 100 Gbps in 2009. The analysis also 

indicates that although ISP are utilises less biassed methods, such as BGP 

announcements and the usage of inline prevention services, assaults have 

stopped only because of the offender's payment. In addition, as reported by 

Nazario at the 2009 Source Conference and demonstrated by the BBC after 

hiring a 22,000 infected PC botnet, it is easy to use the botnet to generate 

SPAM and DDoS assaults. A Botnet has been hired by the BBC's Click 

Squad to produce SPAM and DDoS attacks and illustrate how easily 

cybernatal criminals will conduct their activities. To do this, the SPAM was 

sent to separate email addresses set up and DDoS attacks were targeted at a 

controlled server based in a defence firm's data centre. It showed how easy 

and inexpensive it is to do this illegal operation, considering the legal 

problems raised in this experiment with regard to the use of criminal tools 

and hijacked computers. Shadow Server is another connection which 

displays the activity of DoS and DDoS. Shadow Server is a collection of the 

behaviours and trends of DoS and DDoS assaults. Statistics from this source 

indicate that there are a large number of DoS assaults on the Internet. The 

site obtains its details from log files posted across the internet, and one of its 

objectives is to investigate the activities of the bot network. Bot networks are 

a group of hosts that are compromised and run by hackers. The intruder's 

motivation for utilising the network to address clear purposes varies from 

social or cultural ideals to criminal activities such as extortion and 

intellectual property or piracy (such as a sense of pleasure and enjoyment; 

respect and power; knowledge battle and hunger). In its Worldwide  
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Infrastructure Security Report, Arbor Networks reports that today, main bot 

network operations apply SPAM and carry out DDoS assaults. DoS and 

DDoS risks may be masked and impossible to spot as normal traffic in the 

early stages. Traffic that looks very similar to common applications such as 

HTTP, email and DNS[12] has been found to be used by attackers. 

In recent decades, many standard machine learning processes such as 

support vector machines (SVM), K-nearest neighbour (KNN), artificial 

neural network (ANN), and decision tree (DT) have been studied. These 

approaches however have produced weak output for broad datasets and 

different classifications because they required high-dimensional 

representation. The creation of Deep Learning (DL), which is an innovative 

machine learning method, tackled this constraint. It learns the functional 

representation at various granularity levels directly from raw input data 

through a profound hierarchical framework. In recent years this has 

contributed to the creation of several solutions powered by DL for IDS with 

the use of deep neural networks (DNN), self-trained schooling, recurrent 

neural networks (RNN) and many other applications. While these strategies 

function well, they are not appropriate for shifts in attack trends. They are 

constrained. In this scenario, adaptability means that IDS will tailor itself to 

any potential shifts in the environment's attack trends and its ability to 

recognise them with high precision and low FPR. In the current netwok 

setting, there are a variety of new attacks that create difficulty in the 

identification of intrusions with continuous modification of attack patterns. 

To maintain current solutions in these settings, retraining with a fresh dataset 

along with a former data set needs periodic changes; this is not often feasible 

in terms of measurement costs and energy. These models involve regular 

human retraining and model transformation, which adds new bugs and 

affects the model efficiency. Attack behaviours often vary across 

environments. Here, a background requires a form of network based on the 

fine grain attack styles. Consequently, a cost-effective IDS is needed which 

automatically learns and adapts with the least human interference to any shift 

in attack patterns in the setting. In this regard, we suggest a profound IDS 

learning architecture, which is scalable and combines precision with FPR. Q 

learning is one of TD's most widely employed and familiar ways of learning. 

A new function named Q function has been implemented for this Q learning 

algorithm. The value function V uses and state quality and assigns a value to 

each step taken by the agent in each state in the Q function. That is why Q is 

also named the action value function.  

In this paper, an IDS model focused on deep Q learning. Section 2 

includes a literature briefing, Section-3 provides information on the model 

being proposed, Section-4 provides the experimental findings and finally 

Section-5 ends the document. 

 

2 Literature survey 
 

The research reported in [13] revealed the shortcomings contained in 

several previous works concerning the classification of network attacks 

where an obsolete data set such as the KDDCup'99 is considered for  
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performance assessment. Such related research typically attain high rates of 

classification but partly due to the deficiencies contained in the dataset of 

KDDCup'99. This hypothesis has been tested by contrasting the findings 

from [15] accuracy by Typical ML algorithms with the same ML approaches 

with the exception of a realistic and modern dataset: [16] NGIDS-DS. During 

contrast, the same ML algorithms were used, the approach adopted by the 

authors was not detailed. The authors in [15] suggested an IDS architecture 

to solve emerging problems in handling huge quantities in real time. To 

assess the method, the efficiency of the attack classification was checked on 

the old-fashioned data set KDDCup'99 with well-known ML algorithms. In 

addition, an important analysis is given on the effect on the classification 

efficiency of particular selection techniques. Finally, a suggested FS 

approach together with the study of manual exploratory features and two 

techniques (FSR and BER) obtained best results in terms of modelling and 

detection period. On FE, DP and HS, the writers did not mention anything, 

making it impossible to replicate and test the reported assumptions. A 

realistic network dataset of up-to-date attacks and standard traffic dynamics 

from an emulated network setting has been presented by Sharafaldin et 

al[16]. In order to classify network-based attacks using up to seven 

conventional ML algorithms, they checked the feasibility of the dataset. Any 

network traffic-based features of a single tool have been extracted for that 

reason. They then carried out the procedure of the Random Forest Regressor 

to weight specific characteristics dependent on the attack. However, neither 

HS nor DP techniques have been established. 

Li et al. presents a deep learning solution to network anomaly 

detection[17]. Authors tested a neural network with LSTM and a deep 

learning strategy (BLS) for the identification of anomalies. Twonetwork 

datasets were used in this regard: NSL-KDD and a BGP  dataset[18]. In 

order to choose the optimum neural network design, a manual HS procedure 

was carried out. In the other side, a standardisation of the data set and a 

dummy FE solution have been carried out as part of their methods. In the 

end, they favour the BLS strategy, since it provided comparable success rates 

and less training time. Even if the solution almost considered all steps of our 

proposed protocol, A big change has not been made and, such as the FS, can 

not be eluded. To improve the classification efficiency of attack detection in 

communication networks, a novel greedy FS approach was suggested in[19]. 

In order to validate their theory, NSL-KDD, ICSX12 and other profound 

learning and classical ML techniques were considered. The investigators 

concluded that the solution to classification efficacy and storage use was 

feasible. Nevertheless, no FE, DP, or HS steps have been stated or proposed 

in this work. Cordero et al.[20]: A method has been introduced by the I2DT 

Tool to develop previously created datasets. I2DT can apply a variety of 

kinds of attacks to established datasets, thus offering a valuable tool to 

reduce the time required to construct an adequate data set for the NIDS 

assessment, as the authors say. I2DT was thus used to improve the data 

collection of the MAWI and later used in a DoS and port search attack  
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detection RNN (ReplicatorNeural Networks) approach[28]. In [12], the 

writers also enhanced the MSNM (Multivariate Statistical Network 

Surveillance) [29] foranomaly identification. 17756 of the 21sampling 

approach to create a rational dataset with a balanced number of samples of 

each type. Hyper-parameters of the ML models have been designed with 

random grid check and 5-fold cross-validation. Once again, there was no 

discussion of the FE process. In [24], the authors suggested adding the 

UNSW-NB15 dataset of many traditional ML models for NIDS, considering 

all features accessible. The efficiency of the models was tested with Apache 

Spark. Naïve Bayes was the quickest means of preparation, while Random 

Forest has the most reliable forecasts. While they did not include a detail of 

the used computing framework or any of the suggested measures (FE, FS 

etc.), some numbers were given by the authors in[25]. For this reason, a 

performance dependent ranking system (PMR) was also proposed. FS 

algorithm. The CTU-13 data collection for botnet anomaly detection was 

developed [25].In their work, the authors contrasted three NIDS approaches, 

Cooperative Adaptive Mechanism for Network Security, BCplus and 

BotHunter. In addition, a technique has been suggested for contrasting the 

previous approaches with NIDS solutions that are normally supplied with 

NetFlow-based data sources. Such an approach only contrasts forecasts from 

the approaches to be tested in relation to common and well-known methods, 

such as F1, precision, accuracy etc., and one of the authors' proposals: the 

error metric. However, no standard method of detecting vital Network Attack 

tasks such as FE, DP, or FS has been suggested. The author finds all 

measures we believe to be mandatory for network attack detection by 

work[27], and points to the significance of extracting features and choosing 

features for DoS, DDoS and network attacks in general. Firstly, a significant 

range of network traffic characteristics have been selected and derived from 

previous field study. Secondly, they suggested a new feature selection 

process, named Random Forest and Pearson wrap (RFPW), which combines 

the Random Forest and Pearson's correlation coefficient. The writers of this 

paper therefore state that it is challenging and at times unlikely to replicate 

the success achieved. In addition, it is problematic to conduct a rational 

analysis between various NIDS solutions with only details about the output 

outcomes. Also notable are the obsolete KDDCup'99 and its derived and 

enhanced NSL-CDD variant, one of the most widely used datasets for 

evaluating NIDSs. In conclusion, certain basic methodologies, from the raw 

data considered to the outcomes, requiring all the required measures, should 

be suggested that enable honest and equal comparisons. 

 

3 Proposed Model 
 

The proposed IDS model is composed of Deep Q network which 

combined Q learning algorithm and Convolution neural network. Deep Q 

learning first used by the Google DeepMind team .Deep Q learning is the 

approache to train Convolution neural network which is called Deep Q  
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Network [28]. It can handle several reinforcement learning tasks which has 

high sensory data. Experience replay is one of the fundamental factor of 

DQL method. If an Experience is defined by e,  

et = st, at, rt+1, st+1  

Here ,  

• st start state  

• at action of the state  

• rt+1 reward of the next state  

• st+1 next state .  

 

The working principle is that, Q learning only use experience once for 

train the model and after that experience replay e reused the experiences. 

There are a replay memory denoted by D where all experiences are stored. A 

random subset of replay memory has used every single steps of DQL to train 

the model. correlation of observations sequence has been reduced thats why 

Neural Network considered as unstable for prediction Q-function. Figure 1 

shows the pseudo code of the Algorithm. 

Reinforcement  Learning  (RL)  is  a  machine  learning  approach  built  

on  rewards  and punishments. RL agents make their decision by checking 

the state they are in and the available  actions  on  the  present  state.  Every  

decision  ends  up  with  a  reward  or punishment   (negative    reward).   

These   rewards   shape   the   future   decisions. Reinforcement learning, 

therefore, is constructed on state-action pairs with resulting positive  or  

negative rewards  in  an  environment.  An  agent  is  connected  to  its 

environment with action and recognition in the classic reinforcement-

learning model. In every step of interaction, the agent gets the indication of 

the current state of the environment. After that the agent picks an action, 

which generates an output. With every action the state altered, the value of 

the alteration is sent to the agent via a scalar reinforcement signal. The agent 

should behave and choose actions, which will increase the sum of values of 

the signal in the long run. The agent will learn to do this over time by trial 

and error, guided by various algorithms. 

The agent aims to find a policy in which states and actions are mapped to 

each other and maximize the long-run measure of reinforcement. It is 

expected that the environment will be non-deterministic, which means taking 

the same action in the same state might create different results. 

Reinforcement learning differs from supervised learning. The most 

important difference is rather than presenting input/output pairs, the agent is 

informed with the immediate reward and resulting state after the action; but 

note that the agent is not informed about which action would give the best 

outcome in the long-term. Another difference is that on-line performance is 

important, the evaluation of the system is simultaneous with learning. 

Intrusion detection using Deep Reinforcement Learning (DRL), same as 

LSTM-RNN, depends on learning, unlike signature-based systems, which 

makes the system safer when it meets zero-day attacks. DRL is different 

from LSTM-RNN: it does not require a long training session beforehand.  
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This characteristic enables the system to be ready after training itself in the 

short term, but still most benefits are seen in the long term. 

In our proposed DRL system, there are two different states and four 

different actions. These states, actions and their related rewards and 

punishments are given.  

Combined with reinforcement learning, deep neural networks can be 

useful for many real-life problems. Reinforcement learning becomes deep 

reinforcement learning when deep neural networks are used for function 

approximation in policy and value functions. In a reinforcement learning 

algorithm with Q-learning, the value function is described as below: 

 
This equation is called Bellman Equation. s stands for state, a stands for 

action, r represents reward, and P stands for state change possibility. 

According to the equation, Q value of a state-action pair equals the sum of 

the current reward and potential future Q-values. In short, the exact reward is 

added to possible rewards. The equation is a discrete one. On the other hand, 

in most real-life applications actions and states are continuous. Therefore, for 

the value function, an effective function approximation method is required. 

Neural networks come into play for this need. In the value function, every 

state and Q-value are calculated by using hidden layers of neural networks in 

between. The neural networks are trained by using backpropagation. The 

algorithm is given below step by step: 

 

 
Fig-1: Deep Q Flow chart 
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Deep Q-learning Algorithm 

   

1  Begin replaying memories D to capacity N 

2  Initialize Random Weigh Q-function 

3  for episode = 1, M do  

4  Initialize neural network from a random state s  

5  for t = 1, T do  

6  Find Q-values for all actions using DNN: 𝑎𝑡=𝑚𝑎𝑥𝑎𝑄∗(𝑠𝑡,𝑎; 𝜃)  

7  Choose an action at for current state st by using -greedy exploration  

8  Get to the next state st+1 with action at and pick the related reward rt  

9  Store transition (𝑠𝑡, 𝑎𝑡, 𝑟𝑡, 𝑠𝑡+1) in D  

10  Sample random minibatch of transitions (𝑠𝑗, 𝑎𝑗, 𝑟𝑗, 𝑠𝑗+1) in D  

11  Set 𝑦𝑗= {𝑟𝑗, 𝑓𝑜𝑟 𝑡𝑒𝑟𝑚𝑖𝑛𝑎𝑙 𝑠𝑗+1 𝑟𝑗+ 𝛾 𝑚𝑎𝑥𝑎′𝑄 (𝑠𝑗+1, 𝑎′; 𝜃), 𝑓𝑜𝑟 

𝑛𝑜𝑛𝑡𝑒𝑟𝑚𝑖𝑛𝑎𝑙 𝑠𝑗+1  

12  Perform a gradient descent step on (𝑦𝑗−𝑄 (𝑠𝑗, 𝑎𝑗; 𝜃))2  

13  end for  

14  end for 

 

As described in the algorithm, DNN steps in as a part of the RL, and 

makes it DRL. In reinforcement learning, future rewards for steps later are 

not valued as much as immediate rewards. DNNs completes and enhances Q-

functions by taking future rewards into account when deciding which action 

to take next. Another benefit of using DNNs in reinforcement learning is 

reducing the number of interactions needed by using sampling, which in the 

end increases the overall performance and the data efficiency of the 

algorithm. 

 

4 Experimental Results and Discussion 
 

4.1 KDD CUP Data set 
 

KDD'99[18] is the most widely used data collection to test anomaly 

detection techniques[19] and is based on data from the IDS evaluation 

software DARPA'98 [20]. DARPA'98 is approximately 4 GB of compacted 

(binary) TCP dump data of 7 weeks of Internet Network traffic which can be 

formed into approximately 5 million attached records each comprising 

approximately 100 octets. There are about 2 million link records for the two 

weeks of test results. KDD training dataset contains around 4,900,000 single 

link vectors with 41 attributes, each of which is classified as an attack or as 

usual, with a certain attack form. The simulated attacks plunge into one of 

four categories: 1) Denial of Service Attack (DoS): DoS is an attack in which 

the intruder generates too complete or too occupied a memory or network 

resource to cope with legitimate requests or refuses genuine users access to a 

system. 2)Root User Attack (U2R): U2R is an exploit class, in which an 

attacker reaches the system's normal user account (rather than utilising  
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passwords or social engineering, or a dictionary attack), and is able to exploit 

multiple vulnerabilities to gain root system access.  

Remote to Local Assault (R2L): An intruder who is able to launch 

packets to a network computer but doesn't have an account on this system 

discovers several vulnerabilities to gain local access as a customer of that 

machine. R2L assaults. 4)Attack research: testing is an attempt to gather 

knowledge regarding a computer network for a perceptible purpose by 

circumventing the protection measures. It must also be held informed that the  

experimental data are not in the same probability division as the training data 

and include correct types of attacks which are not more probable in the 

training data. Various intrusion experts claim that the most current attacks 

are alternatives to existing attacks and the signature of known attacks will 

include different alternatives. The data sets contain a total of 24 types of 

training attacks and just 14 additional types. KDD'99 characteristics can be 

grouped into three groups: 1) Simple functions: this class includes all 

functionality that can be derived from a TCP/IP link. Any of these 

characteristics are mainly recognised by an understood pause. 2) Traffic 

characteristics: this class contains the characteristics determined by 

comparison to a window period and split into two groups: (a) — The same 

network functionality: regard only previous two-second communications 

with the same host as the current link, and measure statistics on the protocol 

operation, service and so on. The above-mentioned two forms of traffic are 

defined as time-based functions. However, there are a range of sluggish 

sampling attacks that search hosts (or ports) with a slightly higher time 

period than, for example, two seconds per minute. As a result, these assaults 

do not establish intrusion trends with a two-second window. In order to 

address this issue, the â the same Hostâ s functionality is re-computed but 

focused on a link window of 100 connections rather than on a two-second 

time window. The connection-based traffic features 3) are defined as 

contents: unlike most Poking and DoS attacks, the U2R and R2L attacks 

have no typical sequential intrusion patterns. This is because the DoS and 

Test attacks require multiple links to different host(s), even though the U2R 

and R2L attacks in the data portion of the packets are inserted and typically 

involve a single link. In order to detect such threats, we need a set of features 

to occur in the data component of abnormal activity, e.g. number of 

unsuccessful login attempts. These traits are considered material 

characteristics. 
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Fig-2: Precision 

 

Precision is the quantity of True Positives partitioned by the aggregate of 

True Positives and False Positives. Hence, Precision is the proportion of a  

classifier‘s precision. A low precision may show an enormous number of 

False Positives. It is determined as appeared in Equation 

 

 
 

Here fig-2 represents the precession of two existing and proposed models 

with respect to the number of data samples in the data set. Proposed deep Q 

model gives better precession than compared to the existing models. Here the 

precession is increasing continuously with respect to increase in the data size. 
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Fig-3: Accuracy 

 

Accuracy is the quantity of right forecasts made in both of the class 

partitioned by the all out number of expectations made. It is then duplicated 

by 100 for getting the rate. It is determined as appeared in Equation 

 

 
 

Here fig-3 represents the accuracy of two existing and proposed models 

with respect to the number of data samples in the data set. Proposed deep Q 

model gives better precession than compared to the existing models. Here 

accuracy is increasing continuously with respect to increase in the data size. 
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Fig-4: Training Time 

 

Here fig-4 represents the time taken to made training of two existing and 

proposed models with respect to the number of data samples in the data set. 

Proposed deep Q model gives better training time than compared to the 

existing models. Here time required for training model is increasing 

continuously with respect to increase in the data size. But proposed model is 

takes less time compared to existing model. 

 
Fig-5: Recall 

 

Recall is the quantity of True Positives partitioned by the absolute 

number of True Positives and False Negatives. A review can be thought of as 

a proportion of a classifiers culmination. A low review demonstrates high 

False Negatives. It is determined as appeared in Equation 

 
Here fig-5 represents the recall of two existing and proposed models with 

respect to the number of data samples in the data set. Proposed deep Q model  
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gives better precession than compared to the existing models. Here recall is 

increasing continuously with respect to increase in the data size. 

 

5 Conclusion 
 

In this paper, we  provide a solution for system security through 

detection of possible intrusions by using big data solutions to handle high 

data flow as streaming data. Network data is a prime example of streaming 

big data. Traffic data is quite large in terms of features and the number of 

records. In this work, the data is processed by Apache Spark and passed onto 

the intrusion detection component of the solution that utilizes machine 

learning algorithms. By using Deep Reinforcement Learning, anomalies in 

the network are detected and reported. proposed solution is run with the help 

of Tensorflow, a machine learning framework. Neural networks are used in 

solutions. Experiments have been performed using various datasets with the 

framework. Diverse configurations have been tried in order to find the 

optimal solution. Especially, setting the number of neurons for the hidden 

layer was essential to the task. DRL seemed to be an effective solution as a 

part of this intrusion detection system. Therefore, the experiments helped us 

compare the existing model with proposed approach. KDD CUP datasets 

were used for testing the accuracy of the system. In summary, although there 

is still room for improvement, accuracy rates in the experiments were most of 

the time greater than %90 for proposed solutions, which was promising. DRL 

seemed to be performing slightly better than existing, hence the DRL 

solution was found more suitable for the system. 
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