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 Abstract  

The Green internet of things is fundamental joint of evolution of technology 

in the near future that governs business sectors, Consumer IoT devices often 

lack adequate in built security. In this paper, present a smart monitoring 

system for the Internet of things that depends on an inexpensive structure, in 

which Raspberry pi, as this system takes pictures in the event of a suspicious 

case and sends it to the user.  The proposed system consists of software and 

hardware components that have been used to achieve the desired goal. First 

part consists of the Raspberry Pi, its accessories as a camera and motion 

sensor. Second part consist of the program in which used a lightweight 

algorithm, and developed it by generating new keys extracted from the chaos 

system, also used the hash function to make sure that encrypted data sent did 

not change. In experimental result, proposed work was tested with several 

images to confirm the strength of the encryption algorithm after 

modification. It noticed that proposed method after calculating the pixel 

correlation test and the information entropy of the original and encrypted 

images produce better results and also the mean time to encryption five 

images before the amendment (37.5894ms) and after the amendment 

(31.2156ms). 
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1 Introduction 
 

Currently, most of the people have interested in using Green Internet of 

Things systems. It is a set of devices and sensors and linked to the Internet. 

These devices may be medical devices, industrial devices, protection or 

alarm devices. Protecting information sent over the Internet is crucial, as it 

still faces some formidable challenges [1] 

  When monitoring important places such as a house or a workplace, we 

need special systems, and it is often expensive when you need other parts for 

storage. When using these systems constantly, they need to store and return 

them in the future manually and search for suspicious cases, and they require 

huge storage devices and the consumption of energy, effort and time. ispire 

of the Raspberry pi is easy to use, programming, low cost,as well as it can be 

connected to the Internet with programm when it need[2]. additional to that it 

can be easily add other parts such as the camera and sensors (movement, 

heat, light,....) with controlled them from long distances when connected to 

the Internet,, but it suffers from the problem of protection. [3] 

Most previous studies did not mention ways to protect the information 

sent, so we suggest an inexpensive and powerful way to protect the 

information sent to and from, thus summarizing, when there is a suspicious 

case, Raspberry Pi sends a signal to the camera to capture the image, then 

encodes it using a lightweight modified algorithm with chaos then Calculate 

the hash value and send it with the encoded image to the second party online. 

In the second party, it decodes and calculates the hash value to ensure the 

integrity of the information received, as well as from an experimental point 

of view, we have noticed that the algorithm used gave better results and did 

not adversely affect the speed and performance of the system Over the years, 

many researchers have been interested in this area. 

In 2014, Sanjana Prasad and etl, presented a new system consisting of the 

Raspberry Pi, the mobile, the motion sensor to detect suspicious cases that 

transmits information to the smartphone via web applications. The problem 

here is that the researchers did not use any method or algorithm to protect the 

data which have been sent, and did not mention any tests or calculation of the 

time spent. [4] 

Tutun Juhana et al (2016), suggested a Design and Implementation of 

Smart Home Surveillance System for home monitoring, the system sensor is 

the camera, and through the background frame the intruder is detected. the 

defect here is in the method did not use the motion sensor, which is one of 

the attachments to the Raspberry Pi, and they also did not use any method or 

algorithm to encrypted the transmitted data to and from the sender and 

recipient, also noticed through the results mentioned by the authors that they 

did not use the tests to ensure the integrity of the information sent over the 

Internet. [5] 

 In 2017, akshat, et al introduced a smart monitoring system that the 

proposed system catch and send information over the Internet to phones and 
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computers. the stock video is encrypted with Blowfish Algorithm, to be send 

safely over the network. The system detects a prying router and Transmit 

encrypted data to the client without any leaks utilize the shortest path 

algorithm.the real defect here did not report any results regarding the time 

taken to encode, nor did they use the tests to calculate the strength of the 

encryption system. [6] 

   This work that provides important places such as a house or store in which 

use use raspberry pi and movement sensor, a receiving device such as a 

mobile or laptop. A modified lightweight algorithm is used to encrypt the 

data and we tested the system in terms of speed and strength encryption using 

pixel tests ,correlation test and information entropy for the original and 

encrypted images. 

 

2 Preliminaries 
 

Our system consists of software and hardware components that have 

been used to achieve the required objective. 

2.1 Software Part 

This section presents different terminologies used in the proposed 

method. 

2.1.1 Lorenz system 

 

Lorenz system is a system of ordinary differential equations first studied 

by Edward Lorenz. The model is a system of three ordinary differential 

equations now known as the Lorenz equations [7]. 
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Where σ, r and b are parameters. And assume that the initial conditions 

be  ( )     ( )     ( )                . We define the time step be h = 
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2.1.2 CAST Algorithm 

 

Consists of 16 rounds and works on a block of 64-bit plaintext and to 

output CAST an encrypted block 64 bit. Key size ranges from 40 to 128 bits. 

To indicate to the left and right data are used variables Li and Ri at the end of 

the round, the encrypted text is create by exchanging the produce of the 16th 

tour, in another meaning, the cipher text is a series of R16 and L16 [9]. 

Figure 1 shows CAST rounds. 

 

 
 

Figure 1 rounds the cast algorithm [10] 

 

The function is excellently designed to obtain the characteristics of 

confusion, diffusion and collapse. It uses S-box substitutions, mod 2 addition 

and subtraction, exclusive OR operations and key dependent rotation.[11] 

The function F is used on four squares S-boxes of one size, including 32 8, 

the left circular rotation operation and four operation functions Varies 

depending on the number of rounds [12]. 

 

2.1.3 Hash Function 
 

Hash Function is used in the proposed system to ensure the reliability of 

the encrypted image transmitted from source to destination without 

manipulation or change [13]. Enter the message to algorithm with a 

maximum length less than a bit, the output is the digest of the message 215 

bit. The entrance is processed with a 1024-bit block; Figure 2 depicts the 

overall processing of a message to produce a digest. The processing steps 

consist of the following [14]. 
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Step1: Append padding bits. The message is padded so that its length is 

congruent to 896 modulo 1024.  

Step2: Append length. A block of 128 bits is appended to the message. 

Step3: Initialize hash buffer, to saving intermediate results uses the 512-bit 

buffer and ultimate outcome of the hash function. The buffer can be act as 

eight 64-bit registers (a, b, c, d, e, f, g, h). 

Step4: operation message in 1024-bit (128-word) blocks. The core of the 

algorithm is a module that depend of 80 tour, this unit is called F in Figure 3. 

Step5: The output from the phase is 512-bit message digest [15]. 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

2.1.4  Modified Cast Algorithm with Chaos 
 

Traditional CAST utilize two sub-key which are Km and Kn for each 

round in which generation process of this sub key is complex. For this 

reason, CAST is developed via replacing the keys (obtained in Traditional 

CAST) with another key that hase been generated based on chaos system.  
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This development has made the process of generating key easier. The 

key is generated using chaos system that is more powerful and hard to 

expect. Figure 4 present the modification cast with Lorenz. 

 

 
  Figure 4. The modification cast with Lorenz 

The following steps illustrate the work, where Kx Ky key Generated 

from chaos: 

"L0 || R0 = Plaintext      "  

"For i = 1 to 16 do "  

"Li = Ri-1;  "  

"Ri = Li-1 XOR Fi" ["Ri-1,Kxi,Kyi" ]//kx,ky from //Lorenz 

algorithm 

"Ciphertext = R16 || L16 "  

 

 

2.2 Hardware Part 
 

In addition to software components, the proposed system consists of 

Hardware components. The Hardware components of the system consists of 

a computer or smart phone, medium specification version number 4.4, API 

level 19-20 or higher, In addition to the following parts. 

 

 
2.2.1  Raspberry Pi 
 

It is a small computer in the size of a credit card. It supports Debian 

established Linux distribution; formed of 900MHz quad-core ARM Cortex-

A7 CPU with 1GB RAM, which helps in the development of Open Source. It 

is an inexpensive device that can improve the software skills of students and 

understand the hardware, Contains storage memory and ports audio, video, 

Ethernet, HDMI, USB, GPIO and SD [16]. Figure 5 Illustrates Raspberry Pi. 
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Figure 5. Raspberry Pi [17] 

 

2.2.2 Camera 
 

The Raspberry Pi camera is a plugin. It has high quality specifications 

and enables it to record video and take high quality pictures (1080p). Figure 

6 Illustrates camera for Raspberry Pi. [18] 

 

 
Figure 6. Camera for Raspberry Pi [19] 

 

 

 

2.2.3 PIR Motion Sensor 
 

Integrated piece used to detect entry it complies with microcontroller or 

DC loads. Specifications Observation corner: 110 degrees, Observation 

distance: max 7 m [20]. Figure 7 Illustrates PIR motion sensor. 

 

 
Figure 7 PIR motion sensor [21]. 

 

3 Proposed System 
 

The proposed system monitors a specific area if there is only movement 

or activity within the specified area. Raspberry Pi gives the camera to take 

pictures if there is movement within the selected area. This image is 

encrypted by the modified Cast algorithm and then calculated by the hash 

and sent over the network to a mobile device or computer that in turn 

decrypts and display images in the received devices. It calculates the hash of 

the encrypted image and compares it with the value of the hash sent and then 

gives a decision on the extent of the documented images transmitted over the 

network  as described figure 8. 
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Figure 8. Proposed IOT security system  

 

Algorithm for Image encryption  
 

Step 1: read image  

Step 2: convert image to array image  

Step 3: divided to 64 bit  

Step 4: L0 || R0 = Plaintext  

Step 5: For i = 1 to 16 do  

Step 6: Li = Ri-1;  

Step 7: Ri = Li-1 XOR Fi [Ri-1, Kxi, Kyi]  

Step 8: Cipher text = R16 || L16 

Step 9: end 

 

4 Experimental Results 
 

This part offers the empirical results on the evaluation and efficacy of the 

proposed technique, the tests are divided into two parts, time evaluation tests 

and strength tests of the proposed algorithm. Table 1 enlisted the result 

obtained from our method, as well as the results of the original system taken 

for the same images. Table 2 present the time of hashing for image used in 

this experimental. From table 1 & figure 9 can easily notice that the proposed 

method is faster and better than the traditional CAST. 
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Table 1. The results of CAST algorithm 

 
 
 
 
 
 
 
 
 

Table 2. Hash Function Results 

     
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 

Figure 9. the computation time of Encryption and decryption via the Cast before & 

after modified 

 

Cast after modified  Cast before modified 

Decryption 

time 

Encryption 

time 

Decryption 

time 

Encryption 

time 

Data 

20.981 21.999 33.009 30.456 Image1 

30.980 32.098 29.888 37.657 Image2 

20.989 23.808 25.890 29.956 Image3 

37.505 45.009 44.877 41.780 Image4 

27.986 33.164 40.999 48.098 Image5 

138.441 156.078 174.663 187.947 Total 

Tim

e of 

hash 

Hash function Images 

1.01 8dd35c17f4d9b9d1b4607008b7fe77d168207

cae 

Image

1 

0.99 5fe6407f44e1801829931984ce4eb3e6fd42b

25a 

Image

2 

1.09 ce59bd5f0c32c5b12511ad01d6d64390817e8

26c 

Image

3 

2.00 5958505fe6947f8953b9385477a458045143f

cb6 

Image

4 

1.65 d38ad4bbed74f90f58756ee9a71cef592b472

663 

Image

5 

47.6  Total 
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In Second tests, entropy and correlation, the information entropy, gives a 

measure of the statistical randomness and distortion that occurred in the 

coded images. It is desirable for the safety of encrypted images entropy 

measurements must be near to the perfect value, the entropy gauge for the R, 

G, B components of original and encrypted images are shown in Table 3. It is 

evident from the Table that the values for proposed algorithm are better than 

compared to the existing color image encryption algorithms, as the values are 

more near to the perfect value 8. This means that the information seep in the 

encrypted images is trivial and encrypted image is secure versus entropy-

founded attack. It can be computed by [22]: 

 
 ( )  ∑  (  )     

 

 (  )
    

    ………….(4)  
H is the information entropy of image and (fi) represents the probability 

of symbol.  

  
Table 3. Information entropy for original and encrypted images 

 
 
 
 
 
 
 
 

Also a high correlation between neighbour pixels in the vertical, 

horizontal and diagonal direction is one of the dominant features of images. 

The encryption algorithm must be able to remove the relationships between 

adjacent pixels diagonally and vertically, horizontally in images. From Table 

4 , correlation between adjacent pixels almost negligible, it can be computed 

by: 

 

E1(x1)= 
 

  
 ∑           ( )  

    

D1(x1)=
 

  
 ∑ (      (  ))      ( ) 

    

cov(x1,y1)=
 

  
 ∑ (      (  ))(     (  ))     ( )      

    

      
   (     )

√  (  )    (  )
     ( ) 

 

where x1 and y1 are gray values of two neighboring pixels in the picture, 

cov (x1, y1) is covariance, D1(x1) and E1(x1) are difference and 

mathematical anticipation of the variable x1, respectively. Figure 10 shows  

 

 Diagonal Vertical 
Horizo

ntal 
Data  

 7.5689 6.9179   7.2359   Original 

 7.833 7.955 7.897 Image1  

 7.889 7.899 7.992 Image 2 

 7.909 7.879 7.989 Image 3 

 7.988 7.987 7.999 Image 4 

 7.899 7.901 7.892 Image 5 
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Information entropy & correlation coefficient for original and encrypted 

images. 
 Table 4 correlation coefficient for original and encrypted images 

 

 

 

 

 

 

 

 

 

 

 
 

Figure 10. Information entropy & correlation coefficient for original and encrypted 

images 

 

5 Conclusion 
 

The results obtained from the proposed system after modifying cast 

algorithm is observed. The performance of the algorithm became better, for 

example, it took the first time to encrypt the image before modification 

(30.456) and after modification. It also noted, for example, that, entropy and 

correlation of the neighbouring pixels, respectively, of the original image is 

(7.2359), (7.897) and image encrypted is (0.0093), (0.8895). This shows the 

strength of the proposed algorithm. It concluded that through the proposed 

system able to identify suspicious images and send to the user instead of 

storing and reviewing the video in full.  
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 Diagonal Vertical Horizontal Data 
 0.9971 0.9698 0.8895  Original  
 0.0097 0.0088 0.0093 Image1  
 0.0078 0.0056 0.0045 Image 2 
 0.0074 0.0055 0.0023 Image 3 
 0.0019 0.0054 0.0067 Image 4 
 0.0039 0.0036 0.0098 Image 5 
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