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Abstract 
 
The nature of broad cast medium of transmission causes wireless 

vulnerability to sensor networks in terms of security attacks. The nodes are 

not physically protected due to their positioning in a dangerous or hostile 

environment, the wireless sensor networks are further vulnerable. Major issue 

is the attack detection in Wireless Sensor Network (WSN). To address the 

challenge, Witness Based Clone and Jamming Attack Detection of WSN is 

proposed. The neighbors of a node send a message including a claim node to 

begin a walk randomly in the network, and these passed nodes are chosen as 

nodes witness that store the claim. If any witness node receives different 

locations with a similar ID, then claims node will be used for revoking the 

replica attack nodes. The table consist of two columns, namely node id and 

claim digest that is a truncated authenticated message code, which depends 

on random value. On receiving the location claim, the node matches the 

entries with similar node ID for any claim in its table. The jamming attack 

can be detected by analyzing the features of cross-layer, such as 
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retransmitting of network allocator vector (NAV), DATA or RTS and failure 

of carrier sense. Performing sampling when the monitoring node is ON 

facilitates the detection of abnormal features, consequently, the clone node is 

detected and the energy efficiency of the witness node is improved. 

 
Keywords: WSN, Clone attack, Jamming attack, NAV, Witness node. 
 

 

1. Introduction 

1.1 Wireless Sensor Networks 

 

Wireless Sensor Networks (WSNs) are a network formed by a huge 

number of spatially distributed autonomous nodes with base station, sensors, 

processors embedded and low power radio to enable wireless communication 

with each other. [1]. Resources of sensors are limited memory storage 

capacities with tiny constrained devices, low capacities computation and 

energy reduced supply, which cannot be replaced or charged [2, 3]. WSN 

nodes sense the platform of mechanical, changes of physical environmental 

or chemical changes and transfer to the user analysis through a base station. 

The received signal can be processed, computation done and data aggregated 

before forwarding the data to the base station to reduce the energy costs and 

communication overhead. WSN is used in monitoring and collection of data 

and has a major range of applications in health monitoring military, smart 

homes and environment etc. [2, 4, 5]. 

Sensed nodes are prone to attacks due to feeble wireless communication 

and limited computing resource. For example, the network becomes unstable 

due to attacks in routing protocol. Resources and processing power are 

limited and leads to difficulty in employing the mechanisms of defenses in 

wireless networks [4]. 

 
1.2 Attacks in WSN 

The data security is plagued with threats, vulnerabilities and attacks; 

cross- related entity attack bypasses the security control of the system. These 

bypasses could be active or passive [1]. 

The unshielded sensor devices are prone to attacks namely replication 

attacks, denial of service (DoS) and intrusion [6, 7]. WSNs are also 

susceptible to replication attacks, physical attacks, clone attacks,  
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Sybil attacks and sinkhole attacks, and [1, 3, 4, 6,8,912,14,17,18,19]. In this 

paper, we have focused only on clone attacks, replication attacks, and 

physical layer attacks like jamming and DoS. 

 
1.3 Clone Attacks/Replication Attacks 

 

Adversaries can eavesdrop on the exchanged messages and capture the 

nodes to obtain all the stored information on devices. The attacked nodes can 

then be multiplied and replicated nodes are generated by the attackers with 

the same identity. The replicated node could be then deployed in the network 

area to launch a variety of malicious activities [6, 7, 11, 13]. 
 

1.4 Physical Layer Attacks 

 

Intruders launch attacks like jamming or denial-of-service (DoS) attacks, 

with an aim to exhaust the sensors‟ power resources, thus forcing more 

sensors to die and effectively reducing the lifetime of the WSN [16]. 

 

1.5 Attack Detection in WSN 

 

Two approaches have been proposed to enable security of WSN: attack 

prevention and attack detection. 

    In the attack prevention approach, the probability of attack is reduced 

by encryption and authentication. Arguably, this method, resists attacks 

from outside attackers, but not from inside, resulting in theft of key and 

eventual breakdown of network. 

   In the attack detection approach, the attack information including 

origin, scale and method is detected by character analysis of network 

communication. While the attack prevention cannot eliminate attacks 

completely, the attack detection guarantees a certain resistance for 

decision making and network rehabilitation in the network [15]. 

 Thus, the attack detection is crucial for efficient communication in WSN.    

However, effective detection of clone attacks is actually an open issue. 

The proposed protocols mostly depend on only centralized or localized 

approach. Of which, the former has a SPF(single-point-of failure), whereas 

the latter has no method to recognize mirrored nodes scattered in diverse 

areas of the set of connections [6, 10]. 

 Conti et al [7] proposed  self curative proficient practice that is has being 

randomized, disseminated  for sensing node mirroring attacks with random 

value distribution on each and every node which is making use of either 

centralized or distributed means. An addition of digital signature has been 
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introduced further to all nodes so as to broadcast the claim-ID and geological 

position. The claim was not sent openly to the precise node as an alternative 

transmission happens through the closest node spotted along with the 

signature-check at the destination, but not in any of the onward nodes. The 

observer needs a rapid capturing falling under a window phase that would 

help in the prevention of clones to become aware of the onlooker of the 

same. This also spotlights further on draining the battery along with the 

verification of time-honored signature, newness of the message that is missed 

in attack detection. 
 

2 Related Works 

Various kinds of physical attacks on sensor nodes and on several trusted 

wireless sensor platforms are reviewed by Yussoff et al. (2012). The general 

model on the relationships between the WSN attacks, threats, and 

vulnerabilities is enhanced by this study. Further, the physical types of 

attacks are discussed, which result in a bettercomprehension of the capacities 

of various classes of physical attacks along with the potential outcomes[1]. 

 The utilization of embedded security chip in the sensor node is suggested 

for reducing the effect of physical attacks. Related studies on trusted sensor 

node were reviewed and the suggested work was briefly analyzed. It was 

concluded that adequate security can be rendered for countering the 

challenges of future WSN applications by conducting further studies on 

trusted sensor nodes with hardware-based security. 

 Tripathi et al. (2013) conducted experiments on different sized networks 

and demonstrated through simulation that huge packet drops are caused by 

attacks. It was found that as the network size increased, the effect of the 

attack and the number of nodes in a cluster increased. The data of other 

nodes can be affected by the malicious code. It was found that the effect of 

the black hole attack was greater than the effect of the gray hole attack[2].  

 A detection scheme for sinkhole attacks was formulated by Choi et al. 

(2009). This scheme was meant for WSNs that used LQI-based routing. The 

two phases of network initialization and attack detection comprised the 

algorithm. The elementary information required to identify the sinkhole 

attack is gathered by the network initialization phase. The minimum link cost 

between each of the neighborhood nodes is gathered by the general nodes[4]. 

 The association of cost with each neighborhood node and the 

computation of minimum path cost with surrounding detector nodes are done 

by detector nodes. Two attack detection techniques are presented as per the 

malicious node‟s actions in the attack detection phase. The counterfeit of trail 

cost in routing call for message is detected through the usage of detector 

nodes. Further, minimum neighbor link cost table is referred to for detecting 

abnormally strong signals. 
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 A specification intensive intrusion detection organization move towards 

WSNs was introduced by Tiwari et al. (2009). Quantum regulations on 

messages getting dropped with nodes can constitute the specifications for 

identifying black-hole as well as selective forwarding attacks. The 

communication pattern in network is compensated by optimizing local 

information (data gathered by watchdogs) into global information (cluster 

head decisions) through the suggested scheme[5]. 

 A RSSI-based attack detection scheme, meant for Wormhole and Sybil 

attacks, was formulated by Guoqiang et al. (2011). The researchers suggested 

vector attack detection, which was based on value detection. However, 

dependency on constant power supply is the shortcoming of single value 

detection. The mean vector confidence interval testing problem can be solved 

by conducting the attack detection problem to multi-variants normal 

population in the suggested method. It was found  

that in terms of power fault-tolerance and distance sensitivity, the detection 

performance of vector detection was better than that of value detection[15]. 

 The issue of intrusion detection in WSNs was examined by Khanafer et 

al. (2010)[16]. The experiences drawn from IDSs in adhoc wired as well as 

wirefree set-ups are exercised to solve this problem. However, tight 

requirements are imposed on the design of IDSs by the severe resource-

constrained environments in which WSNs are deployed. 

Therefore, the migration of available proposals for other network types 

to WSNs cannot be implemented directly. The significance of devising IDSs 

for such networks and the area of WSN-based IDS is emphasized by the 

investigators. In addition to WITS architecture, an IDS system was proposed 

by them.  

The general model on the relationships between the UWSN (un-attended 

wirefree sensor networks) attacks, threats, and vulnerabilities is enhanced by 

this study. In UWSNs replication attacks are defenseless where the attacker 

needs to employ compromised key details to accumulate data from set of 

connections by impersonation sinking Boqing Zhou et al (2019). Three 

dimensional backward key chains exercising exploitation acquaintance 

schemes were proposed to improve the resilience of replication attack. The 

expressive analysis and mock-up results ensure authentication os sensors[20]. 

 

3  Witness Based Cloning and Jamming Attack Detection 

Overview 

 The claim is initially forwarded to certain randomly selected nodes by 

the neighbors of nodes. Inculded claim with the initiation on random stride 

into the set of connections is sent by each of these accepted nodes, which are 

chosen as observer helped in storing the claim. Replication attack nodes are 

revoked by using such claims, if different locations are received by any 

witness for a similar node ID. Each witness node then maintains a trace table 

and each move are corresponded to by each table entry. The random value is  
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relied upon by a truncated MAC, which is the table comprising of two 

columns, namely claim digest and node ID. The entries are identified by the 

node with the same node ID in the form of any claim in its table after the 

location claim is received. The digests of the entries are compared, if any 

such entry is found. Consequently, clone attacks are detected if the two 

entries differ from one another. Additionally, the memory requirements are 

minimized by this process. Further, the features of cross layer can be 

examined to detect the jamming attack. Network Allocator Vector (NAV), 

failure of carrier sense and retransmitted DATA or RTS constitutes the cross-

layer features, which gauge the level of jamming in the network. Two sets of 

features, namely, normal and abnormal, are used. The classification of nodes 

is done as jammers and monitoring nodes[21].  

 Periodic monitoring for a pre-defined interval of time and continuous 

monitoring of the wireless channel constitute the two reasons for the 

selection of monitoring nodes. The sampling is then performed and the attack 

activities are determined by using the witness nodes. The attack action is 

determined, if sampling is performed while monitoring node is on and if 

abnormal features are found. Figure 1 shows Block diagram of WBCJAD 

Technique. 

 
3.1 Random Witness Selection  

 Nodes of witness are helpful to detect the clone attacks. The location 

claim of each node can be signed by using a private key K
−1

a and the 

signature can be verified by other nodes. Pair-wise keys protect the 

communication between any two nodes. 

In this scheme, randomly selected witness nodes receive catelogue of 

neighbors along with their position (each node‟s geological co-ordinates) 

sent by each of the nodes. The existence of the identical node-ID in two spots 

is considered as clone attack. The clones are being revoked by the observer 

present in the network. 

 The claim is signed and broadcast to the neighbors by each node. The 

claim is flooded in the network by the node neighbors. The following 

Equation (1) is used by each node for calculating the claim with probability 

(p) [15]. 
 

 p = 
c

n
 (1) 

here c-constant and n-the number of nodes.  

 The probability of claim is stored by each of the nodes. In this approach, 

the observer nodes of a specified node are randomly scattered in network and 

are not the neighbors of that node. 
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Figure 1 Block diagram of WBCJAD Technique 

3.2 Random Walk Based Clone Attack Detection 

 When a random walk is started by a randomly chosen node, then all 

passed nodes become witness nodes. The location claim is independently  

stored by them with probability
c

n  lo g n

, here „c‟ is a constant. Additionally, the 

bypass of a position claim is recorded by a creation of a new entry by each of 

the witness nodes in their trace table. 

  

 
               Figure 2 Random Walk Based Clone Attack Detection 
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 Figure 2 shows the detection of random walk intensive clone attack. In 

this figure, clone node and the replica are marked with blue and red colors, 

respectively. The blue and red arrows indicate the random walk paths 

traversed by the claims of cloned node and replica nodes, respectively. The  

nodes along the blue arrows are the witness nodes of the cloned nodes. 

Similarly, the nodes along the red arrows are the witness nodes of the replica 

nodes. Collision occurs at the point where blue and red arrows meet together. 

 Each node maintains one trace table and each trace table contain two 

columns: NID, ClaimDigest. The bypass of a random walk with a position claim 

is corresponded by each of table entries. Trace table is given in Table 1. 
 

Table 1 Trace Table Example 

S.No. NID ClaimDigest 

-- --- --- 

-- --- --- 

-- --- --- 

-- --- --- 

-- --- --- 

 

 The whole position claim‟s truncated MAC (Message Authentication 

Code) is represented by the Claim Digest. The Equation (2) can be used to 

compute an 8-bit ClaimDigest.  

 

 
   (Claim)}{MAC  laimDigest mod(256)rvalC          (2) 

here rval-a random value rendered by every node to forbid the opponent from 

producing a fake claim with the similar digest cost, 
rval

MAC  - the location 

claims‟ message verification cryptogram. 

 The algorithm for random walk-based clone attack detection is shown in 

Figure 3. 

  The algorithm can be explicated as follows:  

       After a location claim is received, the claim values are first entered by 

 After a location claim is received, the claim values are first entered by a 

node into the trace table. 

 Entries that is with the same node-ID like claim present in the trace table 

are checked by a node. 

 The computation of the claim‟s digest through Equation (2) and the 

comparison with the digest in the entry is done by the node after an entry 

is found.  

 A clone attack is detected when the two digests vary from each other.  
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 The network will be flooded with two position claims to withdraw 

replicas, if the position claim of the entries are stored within node. 

Otherwise, a HELPREV request by means of single position claim will 

be flooded. 

 If a location claim that conflicts with the received claim is stored by a 

HELPREV message receiving node, then it will check locally. The stored 

position claim will be flooded with indication into the set of connections 

as soon as the position claim getsrecognized. 

 The utilization of a duplicate message suppression algorithm is necessary 

in such revocation process. 

  

Algorithm-Random Walk Based Clone Attack Detection 

1. Start   

2. Define N = nodes in the network 

3.       TB = Trace Table 

4. A node selects the random neighboring nodes through  

                Random Witness Selection 

5. Node gets the claim values of neighboring node  

6. Upon receiving values, node enters into TB 

7. If (same claims are exists in TB) 

8.  { 

9.   Calculate the ClaimDigest using the equation (3.2) 

10.   Compare the digest with the digest in the entry 

11.   If (both are different) 

12.   { 

13.    Node detects a clone attack 

14.    Send the HELPREV request with location claim    

                                          to all the neighboring nodes 

15.                           Neighboring node receives HELPREV message            

                          and checks local TB, if it stored a location claim   

                          conflicting with the received one 

16.    If that is found then it will send as evidence. 

17.   } 

18. } 

19. End 

 

Figure 3 Algorithm for Random Walk Based Clone Attack Detection 

 3.2.1 Game Theory  

 Since Game theory is applied for detection of jamming attacks, the 

following sub-sections describe the basics of game theory. 
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 3.2.2 Basics of Game Theory  

 This is a subdivision of functional math related to learning of 

environments which involve contradictory notices. The objective is capturing 

the deeds in such environments wherein the choices of other people 

determine the success of individual choices. 

Here, numerous decision makers are involved as participants or competitors 

are considered as players. Players of every game make a succession of 

individual shift among several possibilities or random move. 

 A game should terminate when the greatest possible utility is attained. 

The utilization of certain strategies or choices results in the attainment of 

certain outcomes, the degree of which is termed as utility.  The outcome is 

regarded as a payoff or gain, if the strategies are consistent with intentions.  

However, if the strategies are conflicting with the desired status, then the 

outcome is said to be a loss. 

 

3.2.3 Classification of Games 

(i) Based on players: Game with two players and games with multiple 

players. Multiple players could be either finite or infinite. 

(ii) Based on the payoffs sums: Games with both constant sum and varying 

sum. Zero sum game is a specific example of a constant sum game. 

(iii) Based on the interests of player: Antagonistic games and non-

antagonistic games. The primary concept in antagonistic games is to win 

at the opponent‟s expense, whereas the strategy selected by a player is 

not affected by the opponent‟s any of the positive payoffs in non-

antagonistic games. 

(iv)  Based on nature of payoffs: Cooperative and non-cooperative. The 

payoff of both players is the maximum when they co-operate in 

cooperative games and the payoff is not affected by the players‟ co-

operation in non-cooperative games. 
 

3.2.4 Game Formulations 

 Each game is with players making personal as well as optimal stroke, so 

as to optimize their individual intention and the decisions of other players 

affect the decision making and success of each player. 

 A non-cooperative game G is a purpose specific to triplet (M, S, Ω, J),  

 Here, S = S1 ×S2 ×· · ·×Sm, a strategy space, 

Ω = Ω1 ×Ω2 ×· · ·×Ωm, an action space,  

then 

 J:Ω→R
m
, is given by  

 J(u) = (J1(u), . . . ,Jm(u))
T
, u ∈Ω 

a vector of purpose functions linked with every m players take part in the 
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game. Typically J- a vector of cost functions needs the minimization of 

players. 

 Line of attack is a regulation in the selection of activities, based upon 

peripheral circumstances. 

 

3.2.5 Jamming Attack Detection Using Game Theory 

Algorithm - Game Theory Based Jamming Attack Detection 

1. Start 

2. Define {Ni} = N1, N2…Nk set of monitoring nodes 

3. Nj = Normal nodes 

4.              J = Jammer 

5.             T1 = Sampling Interval  

6.             Me = time interval for continuous monitoring 

7. Mp = predefined time interval for periodic monitoring 

8.              Ni and J are the players of the game 

9.              UDA = Utility for detection accuracy 

10.              UFPR = Utility for false positive rate 

11.              UA = Utility for attack gain 

12. Choose Ni for monitoring 

13. Define utility function UM for Ni as  

14.                UM = {UDA, UFPR} 

15. UDA can be estimated as 

16.         UDA = (Number of detected attacks / Number of attacks launched)       

17. Define utility function for J as 

18.               UJ = {UDA, UA} 

19. UA can be estimated as 

20.         UA = (Expected Throughput – Actual Throughput) 

21. If (Ni active during T1)  

22. { 

23.     Ni collects the features of RTS , DATA and NAV from Nj 

24. If(huge deviations are found from previous sample) 

25.     { 

26.                      Collected samples are classified as abnormal 

27. Nj is considered as Jammer 

28.     } 

29.    Else 

30.    { 

31.                      Collected samples are classified as normal 

32. Nj is considered as honest 

33.     } 

34.  } 

35. If(Ni maximizes UM )  

36.       Game ends with successful detection of jammer 

37. If(J maximizes UA ) 

38.          Game ends with successful launching of jamming attack 

39. End 
Figure 4 Algorithm for Game Theory Based Jamming Attack Detection 



 
 

  

 

 
1536 M. Jeyaselvi et al 

 The nodes are classified as monitoring nodes and jammers. The players 

who jam the communication of regular users and deny and prevent wireless 

channel access to other users are known as jammers. The game is modeled as  

the one between monitor nodes and jammers, where the jamming attack is 

detected by players acting as monitor nodes. The algorithm for game theory 

based jamming attack detection is shown in Figure 4.  

 In this algorithm, the wireless channel may be continuously monitored 

(Me) or the periodic monitoring (Mp) may be performed for a pre-determined 

interval of time by the monitoring nodes.  

 Monitoring nodes and jammers are the players of the game. Utility 

functions represent the objective of each player. For monitoring nodes, false 

positive rate and detection rate form the basis of the utility function‟s 

formation. The efficiency of the monitoring node is indicated by the utility 

function in terms of the number of falsely classified attacks and the number 

of successfully detected attacks. 

 Disturbing the transmission in the channel constitutes the primary 

objective of jammer nodes in the network. Thus, with an aim of reducing the 

network‟s throughput, a Denial of Service (DoS) attack is launched by 

jammer nodes. This is equivalent to the success of its attack from the 

perspective of the jammer. 

The cross-layer characteristics, such as Network Allocator Vector 

(NAV), failure of carrier sense, and DATA or RTS can be examined to detect 

the jamming attack. The level of jamming in the network is gauged by these  

values. The failure of carrier sense is an important characteristic to be 

considered in cases where nodes want to communicate and keep channel 

busy during most of the jamming attack. The level of contention is 

determined by the values of DATA and RTS in some jamming cases. The 

occupancy of channel is significantly indicated by NAV. The features are 

classified as normal or abnormal. 

 If the monitor node is on during the sampling period T1, the classification 

of the feature set is normal when no attack is determined and the 

classification of the feature set is abnormal when the attack is determined. 

 It is evident that the relation between the current monitoring strategy and 

the sampling period determines the accuracy of the attack detection. The 

efficacy of the detection mechanism is determined by the choice of T. The 

performance of clustering analysis is better with more cross-layer feature 

samples for a monitoring duration of t seconds. 

 When the sampling period T1 is less than t, then the gathered samples 

may not be adequate for precise detection. A higher rate of detection results 

from more samples being obtained with a large P value. The number of 

outliers is significantly reduced due to multiple features being observed over 

a period of time, resulting in the reduction of false positives. On the other 

hand, it must be ensured that the monitoring duration must not be exceeded 

by P. Additionally; monitoring interval is significantly correlated with the 

duration of attack. The set is accurately identified as normal and the observed  
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cross-layer characteristics are utilized by clustering, if the monitor is on and 

there is no attack during the sampling interval. 

 

4 Simulation Results 

4.1 Simulation Parameters 

 

The proposed Witness Based Clone and Jamming Attack Detection 

algorithm is simulated in NS2. The simulation settings and parameters are 

summarized in Table 2. 

 

Table 2:  Simulation settings 

Parameters Values 

No. of Nodes 200 

 Area Size 500m X 500m 

MAC  IEEE 802.11 

Routing Protocol AODV 

Transmission Range 250m 

Simulation Time 50 sec 

Traffic Source CBR 

Packet Size 512 

Rate 50,100,150,200 and 250kb 

Preliminary Energy 10.3J 

Transmission Power 0.660 

Getting Power 0.395 

Attackers 1,2,3,4 and 5 

 

4.2 Performance Metrics 

 

The proposed WBCJAD algorithm is compared with the Distributed 

DDCA (Detection of Clone Attacks) practice [7] scheme.1The performance 

of the two protocols is evaluated with respect to detection delay, packet 

delivery ratio, communication overhead and energy consumption. 
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4.3 Average Detection Delay (ADD) 

 

It‟s the amount of time taken by the nodes to transmit the data packets. 

 

      ∑ ∑ (
         

 
)                           

where,  

Tdij - attack detected time of j
th
 packet of node i 

Tsij- packet sending time of packet j for node i 

n - total number of packets sent or received at node i 

 
4.4 Average Packet Delivery Ratio (APDR) 

 
The ratio among the number of packets sent and received. 

        ∑
   

   
    ,                                      

where 

Nrj – No. of packets received at each destination (j)  

Nsi – No. of packets sent from each source (i) 

  

4.5 Communication Overhead(CO) 
 

It‟s overall quantity of control packets exchanged by the overall quantity 

of received packets. 

     ∑ (
    

   
)                                         

where,  

 

Nprj- number of routing packets received 

Nri- number of received data packets  
 

4.6 Average Energy Consumption (AEC) 
 

This is defined as the total energy consumed by all the nodes Ni over the 

period of time j=1,2...n 

      ∑ ∑ (
    

 
)                                    (4) 

where , 

 

ENij - energy consumed by Nodei of time j 

n - No. of nodes consumed the energy  
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4.7 Results and Analysis 

 

Simulation experiments are conducted for varying number of attackers 

and transmission rate. 

 

4.7.1 Case-1 Results for Varying Number Of Attackers  
 

The initial experiment, the varying amount of attackers is well thought-

out. 

Result Table for Varying Number Of Attackers 
 

Table 3 Comparison of existing scheme of DDCA with the Number of Cloned 

Nodes against WBCJAD (Proposed) 

Cloned 

Nodes 

Delay 

(Sec) 

Packet Delivery 

Ratio (%) 

Packet Drop 

(Packets) 

Energy 

(Joules) 

WBCJAD DDCA WBCJAD DDCA WBCJAD DDCA WBCJAD DDCA 

1 1.755 5.856 0.565 0.467 1113 3872 8.37 9.092 

2 1.836 5.190 0.760 0.587 456 3784 7.93 9.18 

3 1.895 5.630 0.724 0.559 846 3868 8.47 9.19 

4 2.210 7.707 0.671 0.370 424 6666 7.91 9.99 

5 2.351 8.510 0.673 0.250 327 8435 7.82 10.0 

 

 
Figure 5 Delay versus Cloned Nodes 

 

The Detection Delay evaluated for DDCA and WBCJAD approaches 

after the quantity of attackers is changed is depicted in Figure 5. It is trivial 

that the boost in attackers results in augment in detection delay.  This is 

noticeable in the Figure 5, the delay of WBCJAD rises from 1.75 seconds  
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to 2.35 seconds as well as the delay in DDCA getting increased from 5.8 

seconds to 8.5 seconds. Since in WBCJAD, the claim verification is done 

only by the monitoring nodes, the detection delay of WBCJAD is 68% lesser 

than DDCA technique, which does not have monitoring nodes. Table 3 

provides comparison of existing scheme of DDCA with the Number of 

Cloned Nodes against WBCJAD (Proposed) 

The Packet Delivery Ratio evaluated for DDCA and WBCJAD 

approaches after the quantity of attackers is changed is depicted in Figure 6. 

A decrease in delivery ratio results is caused by more packet drops, which 

are caused by an increase in attackers. As evident in the Figure 6, 

WBCJAD‟s delivery ratio uniformly reduces from 0.76 to 0.67. On the other 

hand, DDCA‟s delivery ratio uniformly reduces from 0.56 to 0.55 up to 3 

attackers. Beyond 3 attackers, it suddenly decreases from 0.55 to 0.37 and 

0.25. This is due to the fact that when the attackers are greater than 3, they 

can mutually exchange attack related information and generate more  

compromised nodes. As WBCJAD detects both clone and jamming attacks, it 

attains 35% higher delivery ratio than DDCA approach. 

 

 
 

Figure 6 Packet Delivery Ratio versus Cloned Nodes 

 

 The Packet Drop evaluated for DDCA and WBCJAD approaches after 

the quantity of attackers is changed is depicted in Figure 7. The increase in 

attackers results in more packet drop. As evident in the Figure 7, WBCJAD‟s 

packet drop increases uniformly from 313 to 2327packets. On the other hand, 

packet drop of DDCA uniformly increasesfrom3772 to 3868 packets up to 3 

attackers. Beyond 3 attackers, it suddenly increases to 6666 packets and 8435 

packets. This is due to the fact that when the attackers are greater than 3, they 

can mutually exchange attack related information and generate more  
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compromised nodes As WBCJAD reduces the packet drops due to both clone 

and jamming attacks, it has 81% lesser packet drop than DDCA technique. 

 

 

 
Figure 7 Packet Drop versus Cloned Nodes 

 

 The average consumption of energy evaluated for DDCA and WBCJAD 

approaches after the quantity of attackers is changed is depicted in Figure 8. 

The increase in attackers results in more packet exchanges and verification 

processes resulting in increased energy consumption. As evident in the 

Figure.8, WBCJAD‟s energy consumption rises from 7.37 joules to 7.82 

joules and the energy consumption of DDCA increases from 9.09 joules to 

10.05 joules. WBCJAD involves a smaller number of monitoring nodes and 

reduces the effect of jamming attacks. Hence it has 19% lesser energy 

consumption than DDCA technique.  
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                         Figure 8 Energy Consumption versus Cloned Nodes 

 

4.7.2 Case-2 Results for Transmission Rate 

 

The transmission rate is varied as 50, 100, 150, 200, and 250Kb in the 

second experiment. Table 4 shows the results of WBCJAD and DDCA 

techniques for varying the transmission rate. 

 

Table 4-Transmission Rate 

Rate 

(Kb) 

Delay 

(Sec) 

Packet Delivery 

Ratio (%) 

Packet Drop 

(Packets) 

Energy 

(Joules) 

WBCJAD DDCA WBCJAD DDCA WBCJAD DDCA WBCJAD DDCA 

50 1.83 5.190 0.960 0.587 456 3784 7.93 9.18 

100 5.56 7.205 0.578 0.271 2414 10492 7.84 9.52 

150 7.11 8.236 0.3571 0.152 5620 18406 8.08 9.39 

200 8.18 10.884 0.226 0.112 9046 26201 7.93 9.84 

250 10.54 13.250 0.0907 0.059 15671 35759 8.038 10.02 

 

The Detection Delay evaluated for DDCA and WBCJAD approaches 

after the rate of transmission is changed is depicted in Figure 9. An increase in 

delay results from the raise in traffic volume, which is caused by the increase 

in rate of transmission. The figure denotes that the detection delay of DDCA 

increases from 5.1 seconds to 13.2 seconds and the detection delay of 

WBCJAD increases from 1.8 seconds to 10.5 seconds. Since the claim 

verification is in WBCJAD, it is done only by the monitoring nodes, and the 

WBCJAD technique has 29% lesser delay than the DDCA technique. 
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Figure 9 Delay versus Data Rate 

  
The Packet Delivery Ratio evaluated for DDCA and WBCJAD 

approaches after the rate is changed is depicted in Figure 10. A decrease in 

delivery ratio is due to the buffer overflow, which is caused by the raise in 

the rate of transmission. The Figure 10 denotes that the packet delivery ratio 

of DDCA declines from 0.58 to 0.05 and the delivery ratio of WBCJAD 

declines from 0.96 to 0.09. Since WBCJAD detects both cloning and 

jamming attacks, it attains 47% higher delivery ratio than DDCA technique. 

 

 
Figure 10 Data rate vs Packet delivery ratio 

 

The Packet Drop evaluated for DDCA and WBCJAD approaches after 

the rate is changed is depicted in Figure 11. The increase in rate results in the 

buffer overflow leading to increased packet drops. As evident from the 

Figure 11, the packet drop of DDCA increases from 3784 to 35759 packets 

and the packet drop of WBCJAD increases from 456 to 15671 packets. Since 

WBCJAD reduces the packet drops due to both cloning and jamming attacks,  
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it has 71% lesser packet drop than the DDCA technique. 

 

 
 

Figure 11 Packet Drop versus Data Rate 

 

 The Average Consumption of energy evaluated for DDCA and 

WBCJAD approaches after the rate is varied is depicted in Figure 12. The 

increase in traffic volume is caused by the raise in rate, which leads to a 

slight increase in energy consumption. It is evident from the Figure 12, that 

the energy consumption of DDCA increases from 9.18 joules to 10.13 joules 

and the energy consumption of WBCJAD increases from 7.9 joules to 8.03 

joules. WBCJAD involves less number of monitoring nodes and reduces the 

effect of jamming attacks. Hence, WBCJAD has 17% lesser energy 

consumption than the DDCA technique. 

 

 
 

Figure 12 Energy Consumption versus Data Rate 
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5 Conclusion 
 

In this paper, a Witness Based Clone and Jamming Attack Detection 

algorithm has been proposed to detect clone and jamming attack for WSN. In 

this algorithm a message, which includes a claim to initiate a random walk in 

the network, is sent by each node. The claim is stored by these passed nodes, 

which have been chosen as observer nodes. Such claims are used for 

revoking the replica attack nodes, if different locations are received for a 

similar node ID by any of the witnesses. Each of the witness nodes‟ trace 

table was used for developing the scheme. Two columns, namely, claim 

digest and node ID comprise the table, which is a truncated MAC that is 

dependent on the random value. Thereby, the entries with the same node ID 

are identified by the node as any claim in its table after the location claim is 

received. 

The digests of the entries are compared if any such entry is identified. If 

the two digests are different, then the clone attacks are detected. 

Additionally, this process minimizes the memory requirements. The cross-

layer features, such as Network Allocator Vector (NAV), failure of carrier 

sense, and retransmitted DATA or RTS, are examined to detect the jamming 

attack. The level of jamming in the network is gauged by these values. It was 

found through simulation outcomes that energy consumption, packet drop, 

and delay were reduced by the suggested WBCJAD technique, when 

compared to the existing DDCA technique, with respect to the cloned nodes 

and transmission rate.The proposed WBCJAD technique is equated with the 

DDCA technique. Simulation results shows that when the attackers are 

varied WBCJAD has 68% reduced delay, 35% higher delivery ratio, 81% 

lesser packet drop, 19% lesser energy consumption. Simulation results based 

on transmission rate has 29% lesser delay, 47% higher delivery ratio, 71% 

lesser packet drop and 17% lesser energy consumption. 
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